Mosquitos, serpientes, 0s0S y
otras herramientas avanzadas de
espionaje
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Grupos
especializados

Fuente: FireEye






Grupo Turla
(Snake, Uroburos)




Victimas




Cronologia

Turla

1996 Moonlight Maze (LOKI2 backdoor)

2009

*

Compilation timestamp
(may be faked) of a basic

version of the Outlook
backdoor. It could only
dump email content.

2013

Improvement: the backdoor
could execute commands.

They are sent by email
in XML format.

2018

April

Improvement: the
backdoor can execute
PowerShell commands
by leveraging Empire
PSInject.

Fuente: WeliveSecurity

2013

Last known version
targeting The Bat!
email client.

2018

March

Public announcement
of the compromise

of the German
government.

2016

Improvement: the
commands are now
sent as attachments
in specially crafted
PDF documents.

2017

Improvement: the
backdoor is able to
build PDF documents
to exfiltrate data

to the attackers.



Ataques

Multifase

Fase 2:
Instalacion
backdoor

Fase 1: Acceso
al objetivo



Vector de

ataque: email

o.—aia ySrar

NATO position on Syria.scr
Note_No107-41D.pdf

Talking Points.scr
border_security_protocol.rar
Security protocol.scr
Program.scr

Fuente: Securelist
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Concello de ACTUALIDADE
Pinor VIVENDA

+ Saudo do aicalde
g ¥ Perfil do Contratante
* Corporacon
* Atas e ordenanzas
‘ : r ¥ Catastro
e O e - Peece

+ Como chogar?

* Pobcacons

ataque:

+ Politica Medicamblantal

watering hole

Fuente: Securelist TP TR
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be 1 K05

Microsoft Security Essentials Quick

The tool is scanning your system for prevalent malicious
software, and removing any that is found.

Ve Cto r d e This might take some time, depending on the PC parameters.

ataque:

falsas aplicaciones
de Segu ridad Current item:

[tems scanned: 0O

Scan

Fuente: Securelist



Vector de

ataque:

falsos instaladores
Flash Player

Update Adobe Shockwave

' ‘ An update to Adobe® Shockwave is available
A

Adobe
Did you know...
« The top 10 Facebook games use the Shoc

« Mast of the top video sites on the web use Sho

Shockwave is installed on over 1.3 billion connected PCs.

INSTALL

Fuente: Securelist




Vector de :
ataque: ' ﬁ HTMLS Encoding 0.3.7

Encoding support for your browser

extensiones de
Firefox

Automatic Updates ® Defaut on Off I

Last Updated Thursday, April 13, 2017

Disable Remove

Fuente: WeliveSecurity



Obtencion del

C&Cvia
Instagram

Fuente: WeliveSecurity

‘ britneyspears

421,451 likes

britneyspears Such a great shoot with
adavid_roemer

view all 6,742 cc ent
pacheco8380 Flakita hermosa W%
_lerka24a VoW
gabbyhyman @ndeblasio

olya_1296 Bay)KpacoTka)
victoriamiller_official +' @+’

andreehelena @azumpano she looks like
11 &9

asmith2155 #2hot make loved to her,
uupss #Hot #X

meela_universe

lilyabraun VW

limonnn.c Saatlerce sikmek isterdim
thenotoriouscma Iconic @cheriemadelein

shylasvsyoga @carlos_misan_tropo

Log in to liks




Herramientas

de fase 2




Carbon / Cobra

Gazer



Objetivos:
Antiguos paises
satelites URSS




M metasploit

Herramientas
estandar

Mimikatz




Herramienta

Mosquito




Mosquito Loader

Drops

Fake Flash Installer : Mosquito Backdoor

Downloads
or

Herramienta Drops

Mosquito

Mosquito Loader

Downloads

Downloads
Metasploit Shellcode _— Meterpreter

Downloads

Fake Flash Installer Mosquito Backdoor

Executes

Downloads
or
Drops

Fuente: WeliveSecurity



(4]
o BGP

) hijacking
Local man-in- o
the-middle attack
° o ISP modifies
Mosquito: o
° Compromised Adobe site somehow
. gateway compromised
posibles vias de ®
[ ]

infeccion L1 = —
o —&T 2

Traﬁc
L | I — interception

Fuente: WeliveSecurity
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FILE HOME SEND / RECEIVE FOLDER VIEW
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Email Ttems~ &5 Junk~ ! ,.;.‘”J B More = Team Email | | O, OneNote | |™ Follow Up Y Filter Email = Al Folders
Mew Delete Respond Quick Steps [F] Move Tags Find Send/Receive
4 Favorites o < L Lo dttaillosi iChal £l A | Current Mailbox v‘
Calculator EI =l @
Inbox . By Date =  Newest ¢
View Edit Help
Sent Itemns e didn't find anything to show here.
Deleted Iterns
0
’ 4 john@mydomain.com i iz @
oauio para
You've been pwned!
Drafts
Sent Items
u t O o Deleted Items
Junk E-mail
Outbox
RSS Feeds
Search Folders Y Process Explorer - Sysi Is: www.sysil Is.com [WIN-QOQI3JPIF2Puserl ] e
File Options View Process Find Users Help
Q@meoB| e[ 1L _JE—J[ 1
Process CPU  Private Bytes Working Set  PID  Description Company Name i
=] ﬂaDUTLDUK EXE 52992 K 97228 K 1088 Microsoft Outlook Microsoft Corporation
calc.exe 6152 K 11,740 K 1868 Windows Calculator Microsoft Corporation D
= gpmcexpene 2596 K 7152 K 2652 Sysintemals Process Explorer  Sysintemals - www sysir iy
mmmum r J|1'|!‘ 40 rnn s Ral=aals 1. IV o Anna . Mo Plom e M lme |(‘._:_A___I_ . _.._;:_
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Mail Calendar People Tasks --
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Fuente: WeliveSecurity




Sednit (Fancy
bear, Apt28,
Sofacy Group)







WSMONDE

Victimas

N\ Deutscher .
Bundestag

International Association
of Athletics Federations




Herramientas
propias y de
terceros
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Windows*7



[ NON ) | Privacy violation
N @O >

1
u
<

To:
Privacy violation

Dear Customer,

Please be informed that your personal data has been found on Google Drive Service. For your privacy
purposes we have temporary restricted access to the following page:

https://docs.google.com/document/d/0B1EY-OHft-ixYWIyMD4hODUdfvYhn2sdE3N=

We warn you about probability of your personal data unlawful using.

According to Google Privacy Policy we can't restrict access to the page without reasons for more than 24
hours. Therefore please respond to this message t a1e A
From: Vasiliy Stasiuk

Google Company considers user's confidentiality a: . .
identification data provided yourself. We don't discli ??t' Wednesda i May 25' 2016 2:01 PM

at a u e [ ] e m a i I with other organizations with any purposes. [+ H
q ° Subject: O6ocTpeHune oTHowweHuI Poccumn 1 EBpocotosa

Google Monitoring Center.

T

Bo BiOXXeHUM BbI MOXeTe HalTH JOKYMEHT 06 o6ocTperuy oTHowenuit Poccuu u Espocorosa.

Vector de

C yBaxxeHuem,

Bacwmit Craciox.

BceykpauHCKuit akaieMU4ECKHii COK03,

02140, Ykpauna, r Kues, npocnexr Mukosm Baxana, 26, oduc 334
vasiliystasiuk @ukr.net

H

) . Putin_Is_Being_Pushed
Fuente: WeliveSecurity _to_Prepar..._for_War.rif




Uso de Gmail

Google
Please re-enter your password
To help protect your privacy, we will
sometimes ask you to verify your

password even though you are
already signed in.

I - o <o

Need help?

To Sign in with a different account
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Number of URLs that
were shortened

200
100

[} 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23

Hour of day (UTC)

éAtribuciones?

Fuente: WelLiveSecurity



Backdoors Downloader Proxy

SEDUPLOADER
Herramientas e B o . e
proplas é P s.:..mu.:'a._,mm m - m Xuesnel
NS |
%_m l Usbstealer
umhm-tﬂu (3 o
T

Fuente: WelLiveSecurity



HEHY O« | Trump's Political Report... - Message (Plain Text) o = 52

Message & e
Y QReply Py Yz Create MNew | Eﬂ- @l @MarkUnread 84 O

@E9-ois Trump's_Attack_on_Syria_English.docx - Microsoft Word = @ =

Home | Insert  Pagelayout  References  Mailings  Review View @
o ) A Fina -
EFE N T AaBbCcDc | AaBbccDe AaBbCt AaBbCc /—\a Bl B = '%

. Replace
Change
T Styles~ | i@ Select~

i & TimesNewRom * 12~ A° A" | Aa~ &) =+ i=~
Paste =

« < J Format Painter
Clipboard 5 Font ] Paragraph

Ejemplo:

Wrong for so Many Reasons

[ ]
Many Americans and people around the world followed with great concem the off-the-cuff and zany
ideas Donald Trump voiced during the presidential campaign and more omi ly afterb i
President
Itis one thing to disagree with him on a domestic policy issue like banning Muslim tourists or

healthcare or building a wall. it is quite another when he issues threats to foreign countries such as
Iran and North Korea, and even worse when he orders a missile attack on Syria!

What is wrong with such a disastrous decision? Pres. Trump does not have the requisite background
knowledge about the Syrian conflict, except for what he has read in some fringe publications and
seen on his favorite TV Channel, FOX News

B JZ U-shax,x A~Y-A-EE=ZZ = &-HE- TNormal |1 NoSpaci.. Headingl Heading 2 Title Subtitle

ting

[» &1

Pres. Trump stated that he was deeply touched by the images of babies he had seen on TV who had
been hurt by a chemical attack. Who would not be? Certainly, he had an emotional and impulsive
reaction to heart-wrenching pictures, which cannot be a substitute for a well-thought out foreign
policy without a thorough examination of the facts of this tragic incident and careful consideration
of the consequences of an extreme action like launching 59 tomahawk missiles on a Syrian air base

Fortunately, Pres. Trump's aides alerted Russia shontly before the attack, to avoid any Russian
casualties which could have had catastrophic consequences for the entire world!

“ 0 » 4

Furthenmore, Pres. Trump's actions violated the U.S. Constitution, as he neither sought nor received

| Pagei1ot2 | words1st | <P | |[SnR s = 100% () .

Capt.BORCHERT

Fuente: WelLiveSecurity




Word IR N

EPS

s > (CVE-2017-0261)
Ejemplo: —
I " Phishing email l
e e C C I O n e S l Secj(téslgig%r_gzrggper —>  Sedreco/Xagent

francesas N
h@d - &

Seduploader
Malicious payload
attachment

WINWORD.EXE

Fuente: WeliveSecurity



LoJax: primer
rootkit UEFI
detectado en
ciberataque
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Lojack Becomes a Double-
Agent

A

I team on May 1, 2018.

Antecedentes:
LoJack

Fuente: Arbor Networks
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Digital Signature Details 7 b4 RW - Read & Write Utili

Access Specific Window Help

General  advanced ! ﬁ ! ﬁ ]

e
Digital Signature Information

Uso de

g This digital signature is Of =)= =]

@ PclindeData E@@ﬂ

E’ B Memory =)
E B 10 Space E@@]
E B 10 Index/Data E@@W
Em e

FEETEEEERET

8

herramientas

Signer informnation
Name: |Ch0ntj€m Chan

[

legitimas S

Signing time: |Saturday, May 25, 2013 3:02:36 PM

[Controller - Address 0xA0 =) o T Summer

0

O o o0 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF
g 00 80 08 08 OE 0A 61 40 00 05 25 40 00 82 08 00 0O
2 10 0C 08 30 01 02 00 07 3D 50 50 60 32 1E 32 25 01
& 20 17 25 05 12 3C 1E 1E 00 06 3C 7F 80 14 1E 00 00
4 30 00 03 00 00 OO0 00 OO 00 OO 00 OO 00 00O 00 12 C3
5 40 7F 7F 7F 7F CD 00 00 00 00 46 32 20 38 35 30 30
G 50 43 4C 35 2D 32 47 42 50 48 00 20 00 00O 00 OO OO
; 60 00 00 00 6D 56 4E Bl 10 8C 50 01 20 25 1E 20 25
9
Al
B
Cl
DI
E
F

View Certificate

Countersignatures

Name of signer: E-mai address: Timestamp
Symaritec Time ... Not svailable Saturday, May 25, 2...

70 25 1C 60 5A 00 00 00 00 00 0O OO 0O OO 00 0O OO
80 00 00 00 00 00 0D 0O 00 0O 0O OO 0O OO 00 OO OO
90 00 00 00 00 00 00 0O 00 00 OO OO 0O 00 00 0O OO
AD 00 00 00 00 0O 00 00 00 00 0O 00 00 0O 00 00 OO
BO 00 00 00 00 0O 0O 0O 00 0O OO OO 0O OO 00 OO OO
C0 00 00 00 OO OO 00 OO 00 00 00 0O 0O 00 00 00 OO
DO 00 00 00 00 00 00 0O 00 00 00 0O 00 00 00 00 00
E0 00 00 00 00 00 00 0O 00 0O OO OO 0O 0O 00 OO OO
Har|| FO 00 00 00 00 00 00 00 00 00 00 00 00 00O 00 00 00

(B aela ez aley g g slex =] B B E

alolelolzlelelely ol e el =] oI

g

[l 2lglz [ols 2 e =y e s e 2] 0]

T

Details

Hardware

Reading memory module SPD data: 0xAD...0xFF(255) done.




BIOSHWE is set

Modificacion e S

[  No_
en tres pasos
Set BIoswE to1and BWP is sat
write UEFI image -
—®—
Exploit race condition Fail

Fuente: WeliveSecurity



La mayoria de las veces buscan obtener una ventaja geopolitica

Conclusiones

...pero también de herramientas de terceros conocidas

Muchos de los incidentes nombrados podrian haberse evitado con buenas practicas




Informacion
detallada

welivesecurity -cm

LojJax: First UEFI rootkit
found in the wild, courtesy of
the Sednit group

ESET researchers have shown that the Sednit operators used different components of the LoJax malware
to target a few government organizations in the Balkans as well as in Central and Eastern Europe

welivesecurity -cm

Turla: In and out of its unique
Outlook backdoor

The latest ESET research offers a rare glimpse into the mechanics of a particularly stealthy and resilient
backdoor that the Turla-cyberespionage group can fully control via PDF files attached to emails
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