About me...

Marcos Fuentes Martinez
@_N4rr34n6_ | N4rr34n6@protonmail.com

* Especialista en Tecnologias de la Informacion y Comunicaciones
+ Experto en Derecho Tecnologico e Informatica Forense por la Unex
 Ex autor en ‘Follow the White Rabbit’, (https://www.fwhibbit.es)
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cLineas de tiempo?
Follow The White Rabbit

* Sobre las lineas de tiempo: El limite, tu imaginacion

https:/ /www.fwhibbit.es/sobre-las-lineas-de-tiempo-el-limite-
tu-imaginacion

* ;Qué ha pasado? El ABC del MACB
https:/ /www.fwhibbit.es /que-ha-pasado-el-abc-del-macb

Visualizacion de una lista de eventos en orden cronologico
Ordenar cronologicamente toda actividad de un Sistema
Algo ha pasado, en un momento determinado, en un fichero en concreto
Modificado, Accedido, Cambiado, B Creado, Deleted
‘$Standard Information’ | ‘$File_Name’
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https://www.fwhibbit.es/sobre-las-lineas-de-tiempo-el-limite-tu-imaginacion
https://www.fwhibbit.es/que-ha-pasado-el-abc-del-macb

FTK, (Forensic ToolKit)

http:/ /accessdata.com/product-download /ftk-imager-lite-version-3.1.1

C‘\ AccessData FTK Imager 3.1.1.8 - >
File View Mode Help
& % i Al T B i
Evidence Tree = | |File List e
Mame | Size | Type Date Modified
Create Image *
—iEdia Creating Directory Listing [0%] — w
| \\. \PHYSICALDRIVED
Listing Source: | Win10x54.000
: Destination: | C:WUsers\Marcos\Desktop#HoneyCOM 18\Reports \FTE_Wir
Image Destination(s)
Remove Evidence Item |':“E‘3h'-'EI LEL s
IE Export Disk Image... Progress
& Image Mounting...
Export Directory Listing...
Elapsed time: | 0:00:00

Estimated time left: |

¥ Verify images after they are created W Precalculate Progress Statistics
[v Create directory listings of all files in the image after they are aeated

| Cancel |

Evidence Tr...

For User Guide, press F1 HUM

Crea listados de directorios de todos los archivos de la imagen

o Honey! ON
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FTK, (Forensic ToolKit)

http:/ /accessdata.com/product-download /ftk-imager-lite-version-3.1.1

A B C D E F G
1 |_Fi|ename Full Path Size (bytes) Created Modified Accessed Is Deleted
2 |[root] MNOMAME [NTFS]\[root]y, 56 2016-Jul-16 06:04:24.614482 UTC  2017-Oct-20 20:26:10.002389 UTC  2017-Oct-20 20:26:10.002389 UTC no
3 [unallocated space] NONAME [NTFS]\[unallocated space], 0 no
4 |[orphan] NONAME [NTF5]\[orphan]y 0 no
5 file system slack NOMAME [NTFS]\file system slack 3584 no
6 | backup boot sector NONAME [NTFS]\backup boot sector 512 no
7 5130 NOMNAME [NTFS]\[root]\5130 4096 2016-lul-16 06:04:24.614482 UTC  2017-Oct-20 20:26:10.002389 UTC  2017-Oct-20 20:26:10.002389 UTC no
8 $T?:F_DATA NOMAME [NTFS]\[root]\STX F_DATA 56 2016-Jul-16 06:04:24.614482 UTC  2017-Oct-20 20:26:10.002389 UTC  2017-Oct-20 20:26:10.002389 UTC no
9 | SAttrDef MOMNAME [NTFS]\[root]\sAttrDef 2560 2017-Oct-18 19:21:08.205814 UTC 2017-Oct-18 19:21:08.205814 UTC | 2017-Oct-18 19:21:08.205814 UTC no
10 |SBadClus NOMNAME [NTFS]\[root]\SBadClusy, 0 2017-Oct-18 19:21:08.205814 UTC 2017-Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
11 $Bi‘tmap NOMNAME [NTFS]\[root]\SE itmap 639296 2017-0Oct-18 19:21:08.205814 UTC 2017-Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
12 |SBoot NOMAME [NTFS]\[root]\SBoot 8192 2017-Oct-18 19:21:08.205814 UTC 2017-Oct-18 19:21:08.205814 UTC | 2017-Oct-18 19:21:08.205814 UTC no
13 |SExtend NOMAME [NTFS]\[root]\SExtend), 656 2017-Oct-18 19:21:08.205814 UTC  2017-0Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
14 $LUgFi|e NONAME [NTFS]\[rUGt]\$LUgFiIE 29868032 2017-Cct-18 19:21:08.205814 UTC  2017-0Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
15 |SMFT NOMNAME [NTFS]\[root]\SMFT 96731136 2017-Cct-18 19:21:08.205814 UTC  2017-0Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
16 | SMFTMirr MNOMAME [NTFS]\[root]\SMFTMirr 4096 2017-Oct-18 19:21:08.205814 UTC 2017-Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
17 SRECVCIE.Bin NONAME [NTFS]"\[FCICIT]‘\$REC’YC|E.Bin"\ 608 2016-Jul-16 11:47:47.967567 UTC  2017-Oct-20 20:26:10.040628 UTC  2017-Oct-20 20:26:10.040628 UTC no
18 |SSecure NOMNAME [NTFS]\[root]\5Secure), 56 2017-0Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
19 |5UpCase NONAME [NTF5]\[root]\5UpCase\, 131072 2017-0ct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC  2017-0Oct-18 19:21:08.205814 UTC no
20 |SWolume MOMAME [NTFS]\[root]\sVolume 0 2017-Oct-18 19:21:08.205814 UTC 2017-Oct-18 19:21:08.205814 UTC  2017-Oct-18 19:21:08.205814 UTC no
21 @Please_Read _Me@.txt NONAME [NTFS]\[rUG‘t]\@Please_Read_l‘\.-"le@.‘tx‘t 933 2017-0Oct-20 20:26:10.002389 UTC  2017-Oct-20 20:26:09.923531 UTC  2017-Oct-20 20:26:10.002385 UTC no
22 |@WanaDecryptor@.exe NONAME [NTFS]\[root]\@WanaDecryptor@.exe 245760 2017-Oct-20 20:26:10.002389 UTC  2017-May-12 00:22:56 UTC 2017-0ct-20 20:26:10.002389 UTC no
23 |Archivos de programa NONAME [NTFS]\[root]\Archivos de programa', 92 2017-0ct-18 18:38:43.048199 UTC 2017-0ct-18 18:38:43.048199 UTC  2017-0Oct-18 18:38:43.048199 UTC no
24 'bootmgr NONAME [NTFS]\[rGGt]\bGG‘tmgr 384322 2016-Jul-16 12:58:18.186536 UTC  2016-Jul-16 11:43:00.546257 UTC  2016-Jul-16 22:42:58.098700 UTC no
25 [ BOOTNXT NOMAME [NTFS]\[root]\BOOTNXT 1 2016-Jul-16 12:58:19.874034 UTC  2016-Jul-16 11:43:00.546257 UTC  2016-Jul-16 22:42:58.395593 UTC  no
Crea listados de directorios de todos los archivos de la imagen
#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_
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FTK, (Forensic ToolKit)

http:/ /accessdata.com/product-download /ftk-imager-lite-version-3.1.1

A B C D E F
|_Fi|ename Full Path Size (bytes) Created Modified Accessed Is Deleted
[root] MNOMAME [NTFS]\[root]y, 56 2016-Jul-16 06:04:24.614482 UTC  2017-Oct-20 20:26:10.002389 UTC  2017-Oct-20 20:26:10.002389 UTC no
[unallocated space] NONAME [NTFS]\[unallocated space], 0 no
[orphan] NONAME [NTF5]\[orphan]y 0 no
file system slack NOMAME [NTFS]\file system slack 3584 no
backup boot sector NONAME [NTFS]\backup boot sector 512 no

[T, BIARIARAE TRITEC T e ~ 214 &1

AMAE AR E 1] A8 AE.AALTA S AADS BT

ﬂsize bytes ﬂcreated

#CONPilar - Logo02.jpg
#COMNPilar - Logo02.jpg. WMNCRY
#COMPilarl? - Logo0l.png

NOMNAME [NTF5]\[root]\Users\Marcos\Downl
NOMNAME [NTFS]\[root]\Users\Marcos\Downl
NONAME [NTFS]\[root]\Users\Marcos\Downl
#CONPilarl7 - Logo0l.png. WNCRY  NONAME [NTFS]\[root]\Users\Marcos\Downl
55.cdf-ms NONAME [NTFS]\[root]\Windows\WinSxS\Fil
$5_addins_2452dffach692cdd.cdf-ms NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55_appcompat_appraiser_337810047 NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55_appcompat_appraiser_telemetry NONAME [NTFS]\[root]\Windows\WinSxS\Fil
S5 _appcompat_programs_99c¢7f419b NONAME [NTFS]\[root]\Windows\WinSxS\Fil
S5_apppatch_1143992chbbebceab.cdi NOMNAME [NTFS]\[root]\Windows\WinSxS\Fil
55_apppatch_apppatch64_e39bab3b NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55 _apppatch_custom_2adff76beads: NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55 apppatch_custom_custom64 121 NONAME [NTFS]\[root]\Windows\WinSxS\Fil
S5_apppatch_en-us_093dc872781ael NOMNAME [NTFS]\[root]\Windows\WinSxS\Fil
55_apppatch_es-es_098dc7be781aet NONAME [NTFS]\[root]\Windows\WinSxS\Fil
35 _appreadiness_b6ba39081e320d8! NONAME [NTFS]\[root]\Windows\WinSxS\Fil
SS bcastdvr_fablebcOdbf2dach.cdf- NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55_bitlockerdiscoveryvolumeconter NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55_boot_40104b85al8bfch2.cdf-ms NOMNAME [NTFS]\[root]\Windows\WinSxS\Fil
55 boot_dvd_efi_de3cdceb52549e1c NONAME [NTFS]\[root]\Windows\WinSxS\Fil
S5 _boot_dvd_efi_en-us_8245c3aeds NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55_boot_dvd_pcat_de3c62295de3e2 NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55_boot_dvd_pcat_es-es_80af5830f: NONAME [NTFS]\[root]\Windows\WinSxS\Fil
55 boot_efi_0f890f82be247f42.cdf-r NONAME [NTFS]\[root]\Windows\WinSxS\Fil

17544 2017-Oct-19 20:02:42.960369 UTC
17832 2017-Oct-19 20:02:42.960365 UTC
32796 2017-Oct-19 20:02:45.798571 UTC
33080 2017-Oct-19 20:02:45.798571 UTC

3130 2016-Jul-16 06:04:27.911619 UTC
632 2016-Jul-16 11:47:49.670688 UTC
576 2016-Jul-16 11:47:49.655065 UTC
588 2016-Jul-16 11:47:49.655065 UTC
572 2016-Jul-16 11:47:49.655065 UTC

2952 2016-Jul-16 11:47:49.655065 UTC

1996 2016-Jul-16 11:47:49.655065 UTC
592 2016-Jul-16 11:47:49.655065 UTC
600 2016-Jul-16 11:47:49.655065 UTC
640 2016-Jul-16 22:39:52.416880 UTC
664 2016-Jul-16 22:39:52.416880 UTC
584 2016-Jul-16 11:47:45.655065 UTC
756 2016-Jul-16 11:47:49.655065 UTC

8968 2016-Jul-16 22:45:52.248589 UTC
664 2016-Jul-16 11:47:45.561313 UTC
632 2016-Jul-16 11:47:49.6550685 UTC
680 2016-Jul-16 11:47:49.655065 UTC
384 2016-Jul-16 11:47:49.655065 UTC
656 2016-Jul-16 22:35:52.416880 UTC
964 2016-Jul-16 11:47:49.608188 UTC

L R R N L L - L

AT Sad T T TS AN AT O T

ﬂ Accessed

2017-Feb-16 04:52:38 UTC

2017-Feb-16 04:52:38 UTC

2017-Jan-30 11:36:12 UTC

2017-Jan-30 11:36:12 UTC

2016-Jul-16 22:47:45.848473 UTC
2016-Jul-16 11:45:34,858454 UTC
2016-Jul-16 11:45:34.842830 UTC
2016-Jul-16 11:45:34.858454 UTC
2016-Jul-16 11:45:34,842830 UTC
2016-Jul-16 22:39:43.635168 UTC
2016-Jul-16 11:45:34.842830 UTC
2016-Jul-16 11:45:34.842830 UTC
2016-Jul-16 11:45:34.842830 UTC
2016-Jul-16 22:39:43.635168 UTC
2016-Jul-16 22:39:43.635168 UTC
2016-Jul-16 11:45:34.842830 UTC
2016-Jul-16 11:45:34.842830 UTC
2016-Jul-16 22:45:46.013939 UTC
2016-Jul-16 22:39:43.635168 UTC
2016-Jul-16 11:45:34,842830 UTC
2016-Jul-16 11:45:34.842830 UTC
2016-Jul-16 22:39:43.635168 UTC
2016-Jul-16 22:39:43.635168 UTC
2016-Jul-16 11:45:34,811578 UTC

2017-0ct-19 20:02:42.960369 UTC no
2017-0ct-19 20:02:42.960363 UTC no
2017-0ct-19 20:02:45.798571 UTC no
2017-0ct-19 20:02:45.798571 UTC no
2016-Jul-16 22:47:45,84BA73 UTC  no
2016-Jul-16 11:45:34.858454 UTC  no
2016-Jul-16 11:45:34.842330 UTC  no
2016-Jul-16 11:45:34.858454 UTC  no
2016-Jul-16 11:45:34,842830 UTC  no
2016-Jul-16 22:39:43.635168 UTC  no
2016-Jul-16 11:45:34.842830 UTC no
2016-Jul-16 11:45:34.842830 UTC  no
2016-Jul-16 11:45:34.842830 UTC  no
2016-Jul-16 22:39:43.635168 UTC  no
2016-Jul-16 22:35:43.635168 UTC no
2016-Jul-16 11:45:34.842830 UTC  no
2016-Jul-16 11:45:34.842830 UTC  no
2016-Jul-16 22:45:46.013939 UTC  no
2016-Jul-16 22:35:43.635168 UTC no
2016-Jul-16 11:45:34,842830 UTC  no
2016-Jul-16 11:45:34.842830 UTC  no
2016-Jul-16 22:39:43.635168 UTC  no
2016-Jul-16 22:35:43.635168 UTC no
2016-Jul-16 11:45:34,811578 UTC  no

Crea listados de directorios de todos los archivos de la imagen
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FTK parse

https://github.com/keydet89/Tools

B Simbole del sistema — O >

QN [root

0|\ [root "~
E:QEEEEC:HUSEPSHMaPCDS>“C:\USEPS\MaPCDS\DE5ktUp\#HUﬂEyCGN18\TUUlS\TUUlS\EKE\FtkpaPSE.EKE“ "C:\Users\Marcos\Desktop\#HoneyCON18Y
0|\HﬂotRepurts&FTKHFTK_HinleEd.csu“ »» "C:\Users\Marcos\Desktop\#HoneyCON18 \Reports\FTKParse\FTK_Winl@x6d.txt"
0% [roet]SBitmap| ||| 1639296| 1508354468 | 1508354468 |0|1508354468

0%\ [root]\$Boot|[[118192] 1508354468 1508354468|0] 1508354468

0N [root]\SExtendh| ||| 1656]1508354468| 1508354468 |0| 1508354468

0% [root]\S$LogFile| ||| |298658032 1508354468 1508354468 |0]1508354468
O1%[root]\SMFT| ||| 186731136|1508354468 | 1508354468 |0|1508354468

01N [zoot] WSMETMirr| ||| |4096|1508354468 | 1508354468 |0|1508354468

0% [root]\S$Recycle.Bin\ | ||| |608|1508531170| 15085311700 1468669667

0|\ [root]\§Secureh| ||| |56 1508354465 | 1508354468 |0] 1508354468

0% [root]\SUpCasen| ||| 1131072 1508354468 | 1508354468 |0]1508354468

01N [root]\SVolume| ||| 101508354468 15083544680 1508354468

0|\ [root]\BPlease Read Me@.txt|||]]933]1508531170|1508531169|0]1508531170

0% [root]\BWanaDecryptor@.exe| ||| |245760|1508531170]1494548576|0[ 1508531170

0% [root]\Archivos de programal||]]]92]1508351923|1508351923|0]1508351923

0% [root]\bootmar| ||| |384322| 1468708978 1468669380 01468673838

01N [xoot] \BOOTNXT| ||| 1111468708978 | 14686633800 1468673899

0% [root]\Documents and Settings\||]]]60]1508351922|1508351922|0]1508351922

0|\ [root]\pagefile.sys|||]]1476395008|1508351680]1508531021]0]1508351680

0% [root]\PerfLogsh ||| 148]1508531170]1508531170]0| 1468669667

0% [root]\Program Files\|||||56]1508530805|1508530805|0]14628649064

0|\ [root]\Program Files (x86)%||||]156|1468669670|1468669670|0|1468649064

0% [root]\ProgramDatal||]]]156]1508531170]1508531170]0]1468669668

0|\ [root]\Recovery\ || || |48]1508531170]1508531170]0|1508351916
O|%[root]iswapfile.sys|||||268435456]11508351681]1508531021]0]1508351681

0% [root]\System Volume Information\|||||56]1508531170]1508531170(0]1508351679
0N [root]\Users\||]|156]1508531170 15085311700 1468649064

0% [root]\Windowsh| ||| 1504]1508531165]1508531165]0| 1468649064

0% [root]\$BadClus\$Bad| | |]10]1508354468 | 1508354468 |0]1508354468

0% [root]\SExtend\$Deleced\ || || |48|1508354469|1508354469]0]1508354469

0% [root]\$Extend\$0bIIdy || || 156]1508354469 15083544690 1508354469

0% [root]\SExtend\$Quotal ||| |88 1508354469 15083544690 1508354469

0% [root]hSExtend\SReparse’ ||| ||56]1508354469|1508354469]0]1508354469

0% [root]\S$Extend\SRuMetadatal | ||| |336]1508354469|1508354469|0]1508354469

0|\ [root]\$Extend\$Usndrnl\ | ||| |0]1508351678 | 1508351678 0] 1508351678

0% [zoot] VW SExtend\S0bIIdN\80| ||| |4096]11508354469|1508354469]0|1508354469

0% [root]\SExtend\SReparse\SR| ||| 14096]1508354469|1508354469|0]1508354469

0% [root]\$Extend\$RuMetadata’\$Repair || || |0|1508354469| 15083544690 1508354469
0% [roet]\SExtend\ SRuMetadatal $TxEN | ||| |48 1508354463 | 1508354468 |0|1508354463
0% [root]\$Extend\$RuMetadata\$TxELogh || || |568]1508354470]1508354470]0]1508354469

Parsea la salida ".csv' del "Export Directory Listing" de FTK Imager al formato de cuerpo TSK

@ Honey! ON
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Autopsy

https:/ /www.sleuthkit.org/autopsy/download.php

M HoneyCON1E - Autopsy 4.7.0 — *
Case View Tools Window Help
—
Add Data Source @ Images Mideos ¥ Communications 1 Timeline Generate Report ® Close Case ¥ A @ ~ Keyword Lists Qr Keyword Search
O

[ [] Show Rejected Results List'r‘ = . ‘ - . g
patat \fiew Mode: ([l Counts % Details |  List 3 Results
a rat

-2 XT1032.dd Mame [ Type SizE (BVHEE) ) SEctor Size (BVtEE) I MDSHEER N Timezone  Device ID

- 2] Win10x64.000 _
- i I__é ¥T1032.dd Image 78151526560 ol2 QM7 16c3d3ae-9756-4d77-851d-bde0764 71303
- ._J ImagenDiscoMOOC =
Views l_J Win 1064, 000 Image 20945451328 512 EMT 57e75a41-efdf-41b5-a233-25da17b54c04
£| Results :J ImagenDiscoMOOC Image 21474536480 512 GMT 147a9963-225b-483d-aac0-ae33964cFF70
(8] Tags
- b Reports

Tiene tres modos de visualizacion dentro de la misma herramienta
o Honevhm

Marcos Fuentes Martinez | @_N4rr34n6_
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Autopsy

https:/ /www.sleuthkit.org/autopsy/download.php

M HoneyCON1E - Autopsy 4.7.0 — *
Case View Tools Window Help

—
Add Data Source @ Images Mideos ¥ Communications - Timeline [, Generate Report ® Close Case ¥ [} &> ~ Keyword Lists Q) Keyword Search
€ [] Show Rejected Results

Listir T ~ g
aﬁL: View Mode: [l Counts % Details |  List l 3 Results
Tabh

Mame

o8

2l xT1032.4d
i 2 Win10x54.000

Imezaone Device ID

Sl sramnn A0 T = o e e o —raT drendne e ars adws ardd L donme e moe

E Date/Time Event Type Description Known Tagged Hash Hit
B 1970-01-01 01:01:57 L M___ fimg_’T1032.dd/vel_vol37/ unkmown
E 1970-01-01 01:01:57 ] M___ fimg_XT1032.dd/vel_vol37/bt unkmown
1970-01-01 01:01:57 ] M___ fimg_XT1032.dd/vel_vol37/camera unkmown
1970-01-01 01:01:57 ] MA__ fimg_XT1032.dd/vel_vol37/pds_formatted_v0 unkmown
1970-01-01 01:01:57 [ ] M fimg_XT1032.dd/vol_vol37/pds_formatted_v10 unknown
1904-05-26 15:46:39 ! D M___ ! Simg_ImagenDiscoMOOCAvel_vol5/usr/share/doc/procmail/examples/Tprocmailre ! unknown !
1904-05-26 15:46:39 M___ fimg_lmagenDiscoMOOCvel_vol5/usr/share/doc/procmail/examples/1procmailre.dpkg-new unknown
1904-05-26 15:46:40 L M___ fimg_lmagenDiscaMOOCvel_vol5fusr/share/doc/procmail/examples/2procmailre unknown
1904-05-26 15:46:40 L] M___ fimg_lmagenDiscoMOOCvel_volSfusr/share/doc/procmail/examples/2procmailre.d pkg-new unknown
1904-05-26 15:46:41 L M___ fimg_lmagenDiscaMOOCvel_vol5fusr/share/doc/procmail/examples/3procmailre unknown
1979-12-31 23:00:00 ! D M___ ! fimg_Win10x64.000/Users/Marcos/Downloads/Logo - Cibercooperantes.png ! unknown ! !
1979-12-31 23:00:00 ] M___ Simg_Win10x64.000/Users/Marcos/Downloads/Logo - Cibercooperantes.png. WNCRY unknown
1979-12-31 23:00:00 ] M___ Jimg_Win10x64.000/Users/Marcos/Downloads/Logo - Cibervoluntarios.png unknown
1979-12-31 23:00:00 ] M___ Simg_Win10x64.000/Users/Marcos/Downloads/Logo - Cibervoluntarios.png. WNCRY unknown
1979-12-31 23:00:00 ] M___ fimg_Win10x64.000/Users/Marcos/Downloads/Logo - FWHIBBIT.png unknown
1979-12-31 23:00:00 ] M___ Simg_Win10x64.000/Users/Marcos/Downloads/Logo - FWHIBBIT.png WMNCRY unknown

Tiene tres modos de visualizacion dentro de la misma herramienta
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M HoneyCON1E - Autopsy 4.7.0
Case View Tools Window Help

—
Add Data Source @ Images Videos W] Communications 1 Timeline

Autopsy

https:/ /www.sleuthkit.org/autopsy/download.php

Generate Report

@ Close Case ¥

LA & ~ Keyword Lists Qy Keyword Search
€ M Generate Report X M
3 Results
=8
& xT1032.6d Select and Configure Report Modules
2l win10x54.000
_'_g, ImagenDiscoMOOC e
Views Report Modules: Hrcacoq
£| Results (O) HTML Report Efndyi file fc:rmat report with MAC times for every file. This format can be used for a BEAcff 70
(& Tags timeline view,
Reports () Excel Report
(") Add Tagged Hashes
() Files - Text
() Google Earth KML
() sTIx
(®) TSK Body File
< Back Mext = Cancel Help
i

Crea un reporte de formato de archivo de cuerpo con tiempos MACB para cada archivo
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Autopsy

https:/ /www.sleuthkit.org/autopsy/download.php

M HoneyCON1E - Autopsy 4.7.0 — *
Case View Tools Window Help

s - - — 3 3
' = = Add Data Source ﬁ Images/Videos ‘5 Communications = Timeline [, Generate Report ® Close Case ¥ A > ~ Keyword Lists Qy Keyword Search
* O
€ M Generate Report X
3 Results
=8 .
o) xTi032.dd M Report Generation Progress... >

2l win10x54.000
[ 2l ImagenDiscoMOOC
@ Views Complete .

[E] Results cff 70

1303

TSK Body File : C:'Cases\Win10x64'\Reports\Win10x54 TSK Body File 10-13-2018-18-36-47\BodyFile. tt
Complete

| % AdA T 1 L=k

M. Report Generation Progress... ot

TSK Body File : C:'\Cases\ImagenDiscoMOOC\Reports\ ImagenDiscoMOOC TSK Body File 10-13-20158-18-33-18BodyFile. tut
Complete

N Report Generation Progress... >

TSK Body File : C:'\Cases\WT1032'\Reports T 1032 TSK Body File 10-13-20158-18-39-18BodyFile. txt
Complete

< Back Mext = | Finish |I Cancel Help

Crea un reporte de formato de archivo de cuerpo con tiempos MACb para cada archivo

@ Honey

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



| /img_WinlOxé4
| /img Winl0x64
|/img Winl0x64
|/img_Winl0x64
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxe4
| /img Winl0x64
| /img Winl0x64
|/img Winl0x64
|/img WinlOx64
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxe4
| /img_WinlOxé4
| /img Winl0x64
|/img Winl0x64
|/img_Winl0x64
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxe4
| /img Winl0x64
| /img Winl0x64
|/img Winl0x64
|/img WinlOx64
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxe4
| /img_WinlOxé4
| /img Winl0x64
|/img Winl0x64
|/img_Winl0x64
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxé&4
| fimy WinlOxe4
| /img Winl0x64
| /img Winl0x64
|/img Winl0x64

| fimy WinlOxé&4

.000/ |5 |dr-xr-xr-x|0|0|56|1508551170| 1508531170 15085351170 |1465649064

.000/SAttrDef |4 |rr-xr-xr-x|48|0|2560| 15085544658 | 1508354468 | 1508354465 | 1508354468

.000/$BadClus |8 |rr-xr-xr-x|0|0|0| 15085354468 | 1508354468 | 15083544658 | 1508354468

.000/8BadClus:$Bad |8 | rr-xr-xr-x | 0|0 20948447252 | 1508354468 | 15083544658 | 1508354468 | 1508554468

.000/8Bitmap| 6| rr-xr—-xr-x|0|0| 639296 | 1508354468 | 1505354468 | 1508354468 | 1508354468

.000/%Boot | 7| rr—Xxr-xr-x| 4808192 | 1508354468 | 1508354468 | 1508354468 | 1508354468

.000/%Extend| 11 |dr-xr-xr-x|0|0|656| 1508354468 | 1505354465 | 1508354465 | 1508354468

.000/%Extend/$Deleted |24 |dr-xr—xr-x|0]0] 45| 1508354469 1505354469 1508354469 | 1508354469
.000/SExtend/$0b3Id|26 | rr—xr-xT-x|0|0|0]| 1508354469 | 1508554469 |1508554469| 1508354469
.000/SExtend/$Quota|25 | rr—xr-xr-x|0|0|0| 1508354469 | 15058354469 |1508554469| 1508354469

.000/&Extend/SReparse |27 |rr-xr—-xr-x|0]0|0| 1508354469 | 1508554469 | 1508354469 | 1508354469
.000/%Extend/SRuMetadata |28 |dr-xr-xr-x|0|0|336| 1508554469 | 1508354469 | 1508354469 | 1508354469
.000/%Extend/SRuMetadata/SRepair |29 |rr-xr-xr-x|0|0|0| 1508554469 | 1508354469 1508354469 | 1508354469
.000/%Extend/SRuMetadata/SRepair: $Config|29 | rr-xr-xr-x|0|0|8| 1508554469 | 1508354469 |1508354469 | 1508354469
.000/%Extend/SRuMetadata/SRepair: SCorrupt |29 | rr-xr-xr-x| 0| 0| 8388608 | 1508354469 | 1508354469 | 1508354469 1508354469
.000/SExtend/SRuMetadata/SRepair: SVerify |29 | rr-xr-xr-x|0|0|1048576|1505354465 | 1508354469 |1508354469 | 1508354463
.000/SExtend/SRuMetadata/STxf |31 |dr—xr-xr-x|0|0|48| 1508554469 |1505554469| 15058354469 | 1508354469
.000/%Extend/$RuMetadata/$TxfLog| 30 |dr-xr—xr-x|0|0| 568 | 1508354470 1508554470 | 1508354470 | 1508554469
.000/%Extend/SRuMetadata/STxfLog/$Tops | 32 | rr-xr-xr-x|0]0|100| 1508554469 | 1508354469 | 1508354469 | 1508354469
.000/%Extend/SRuMetadata/STxflog/$Tops: 8T |32 |rr-xr-xr-x| 00| 1048576 1508554469 | 1508354469 | 1508354469 | 1508354469
.000/%Extend/SRuMetadata/STxfLlog/STxflog.b1f |53 | rrwxrwxrwx|0|0| 655536 |1508354470| 1508551211 1508551211 1508354470
.000/%Extend/SRuMetadata/STxfLog/ STxflogContainer00000000000000000001 |34 | rrwxrwxrwx |0]0]| 10485760 ]1508354470 (1508531211 |15085351211 (1508354470
.000/$Extend/ $RuMetadata/$Txflog/ $TxfLogContainer00000000000000000002 | 35 | rrwxrwrrwx |0]0| 10485760 1508554470 | 15083552558 | 1508355258 1508354470
.000/SExtend/SUsndrnl: 5745993 |rr—xr-xr-x 0|0 9819416 1508351678 | 1508351678 | 1508351678 | 1508351678
.000/SExtend/$Usndrnl: $Max | 45993 |rr—xr-xr-x|0|0|32| 1508351678 | 1508551678 | 1508351678 | 1508351678
.000/8LogFile|2 |rr-xr-xr-x|0|0| 29868032 | 1508354468 | 1508354465 | 1508554468 | 1508354468

.000/EMFT |0 |rr-xr-xr-x| 00| 96731136 1508354465 | 1508354468 | 1508354468 | 1508354468
.000/EMFTMirr|l|rr—xr-xr-x|0|0|4096|1508354468 | 1508354468 | 1508354468 | 1508354468
.000/%Recycle.Bin| 58 |dr-xr-xr-x | 0|0 6081508551170 1508531170 |1508531170| 1468669667
.000/5Recycle.Bin/5-1-5-21-3930698692-3150784357-18116258781-1000| 90887 |dr-xr-xr-x|0]|0|152|1508531170| 1508531170 |1508531170]| 1508352359
.000/SRecycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1000/desktop.ini | 90888 |rr—xr-xr-x|0|0|129|1508552359| 1508552559 |1508352559| 1508352359
.000/5Recycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1001|92013 |dr-xr-xr-x|0]|0|152|1508531170| 1508551170 |1508551170|1508552394
.000/%Recycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1001/desktop.ini | 92014 |rr—-xr-xr-x|0|0|129|1508552394| 1508552594 | 1508352594 | 1508352394
.000/%5ecure: £SD5| 9| rr-xr—-xr-x| 001027440 | 1508554468 | 1508354468 | 1508354468 | 1508354468
.000/&UpCase |10 | rr-xr-xr-x 00131072 | 1508354468 | 1508354468 | 1508354468 | 1508554468

.000/&UpCase: $Info| 10| rr-xr-xr-x| 00|32 | 1508354468 | 1508354468 | 1508554468 | 1508354468

.000/5Volume | 3| rr-xr—-xr-x|0]0|0] 1508354468 | 1505354465 | 1508354468 | 1508354468

.000/@Please Read Me®.txt|93956|rrwxrwxrwx|0]0]|933|1508531170]15068531169|1508531169]1508531170
.000/@WanaDecrvptor®.exe | 93957 |rrwxrwxrwx |0]0]245760 (1508531170 14945458576 1508551167 | 1508531170
.000/Archivos de programa|90249|dr-xr-xr-x|0|0|48|1508351925|1508351923|1508551923|1508351923
.000/bootmgr | 19984 |r——x——x--x|0|0| 384322 | 1468708978 | 1465669380 | 1508354480 | 1468673898

|/img WinlOx64.
.000/Documents and Settings|90237|dr-xr-xr-x|0|0|48]|1508351922 (1508351922 1508351922 | 1508351922

Autopsy

https:/ /www.sleuthkit.org/autopsy/download.php
X v Jf

=(G2/86400)+25569+(2/24)

000/BOOTHNXT | 19980 |rr—xr-xr-x|0|0|1]|1468708378 1468669380 |1508354480| 1468673899
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=(G2/86400)+25569+(2 /24)
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Autopsy

https:/ /www.sleuthkit.org/autopsy/download.php

| /imgy Winl0Ox64.000/|5|dr-xr-xr-x|0|0|56|1508531170|1508531170 1508531170 1468649064
| /img Winl0Ox64.000/$AttrDef|4|rr-xr-xr-x|48|0|2560]| 15053544658 | 1508354468 | 1508354468 | 1508354468
I /img WinlOx64.000/S$BadClus|8irr-xr-xr-x10101011508354468115083544681150835446811508354468
B C

D E F

G

X v [fr

=(G2/86400)+25569+(2/24)

1 inode Bl Mode B uip B3 cip B4 size Bl atime BJ Access B mitime Bl modified Bl ctime Bl changed B crtime B Birth
2 ,‘rimg_ in OXM.ODDfPrOgram FiIestindowsAppsf 25074 rrwXrwxrwx 0 0 1096 1468709462 17-7-160:31 1468709462 17-7-160:51 1508351812 18-10-17 20:36 1468709462 17-7-160:51
3 fimg_Winleﬁdl.DDD!Program FilestindGWSAppsf 23313 rrwXrwxrw 0 ] 281 1468709402  17-7-160:50 1468709402  17-7-16 0:50 1508351798 18-10-17 20:36 1468709402 17-7-16 0:50
4 fimg_WinleEAI.ODD!Program FiIestindowsAppsf 27590 rrwXrwxXrnx 0 0 2204 1468709473 17-7-160:51 1468709473 17-7-16 0:51 1508351831 18-10-17 20:37 1468709473 17-7-16 0:51
5 fimg_Winleﬁ-d'l.DDDfProgram[]a‘ta,fl\-"lichSGf‘thindl 89675 ---------- 0 ] ] 0 1-1-70 2:00 0 1-1-70 2:00 o 1-1-70 2:00 ] 1-1-70 2:00
6 fimg_Win10><64.0DD!Users!MarcoszppData,fLocaI! 93352 drwxrwxnwx 0 0 312 1508531173 20-10-17 22:26 1508531173 20-10-17 22:26 1508531173 20-10-17 22:26 1508353269 18-10-17 21:01
7 | fimg_Winl0x64.000/Users/Marcos/AppData/Local/ 90934 drwxrwxrwx ] 1] 280 1508531173 20-10-17 22:26 1508531173 20-10-17 22:26 1508531173 20-10-17 22:26 1508352359 18-10-17 20:45
3 firl"lg_“«"‘u'in1'D><ﬁé'l.'D'D'Eu"“.."‘u'ihCIOW5,-"59r\n’i(:ir‘lg_‘v’Pat:l'(iagesfl 36593 rrwXrwxXrnx 0 0 1089 1468708602 17-7-160:36 1468679642 16-7-16 16:34 1508354762 18-10-17 21:26 1468708602 17-7-160:36
g | fimg_Winl0x64.000/Windows/assembly/MNativelm 30298 rrwxXrwxrnx 0 ] 120160 1468709516  17-7-160:51 14686706922 16-7-1615:48 1508354632 18-10-17 21:23 1468709516  17-7-160:51
10 ,fimg_Winlﬂxﬁzl.ODD!Windows,fFonts!\rga??S.fon 31507 rrwxXrwxrnx 0 0 5168 1468669349 16-7-1613:42 1468669349 16-7-1613:42 1508354677 18-10-17 21:24 1468669349 16-7-1613:42
11 |/img_Win10x64.000/Windows/ImmersiveControlP; 32106 rrwXrwxrnx 0 ] 1512 1468669360 16-7-1613:42 1468609360 16-7-1613:42 1508354695 18-10-17 21:24 1468669360 16-7-1613:42
2 fimg_Winlﬂxﬁd.ODDfWindOWSIINch_keyboard.inf 32386 rrwxXrwxrnx 0 0 1402 1468669313 16-7-1613:41 1468669313 16-7-1613:41 15083546596 18-10-17 21:24 1468669313 16-7-16 13:41
13 |/img_Win10x64.000/Windows/InfusedApps/Packay 21839 rrwxXrwxrwx 0 1] 27648 1468709330 17-7-16(0:48 1468709330 17-7-16 0:48 1508351780 18-10-17 20:36 1468709330 17-7-160:48
4 fimg_Win10::E-'-I.O-D-D,J'Windows!lnfusedApps!Packa; 23374 rrwXrwxrnx 0 0 221 1468705403 17-7-160:50 1468705403 17-7-16 0:50 1508351798 18-10-17 20:36 1468709403 17-7-16 0:50
5 |/img_Win10x64.000/Windows/Microsoft.NET/asse 33456 rrwxXrwxrx 0 0 497936 1468669435 16-7-1613:43 1468665435 16-7-1613:43 1508354729 18-10-17 21:25 14680069435 16-7-16 13:43
6 fimg_Win10:54.000!Wind0w5!5y5tem32![1riverSto 50199 rrwXrwxrwx [i] 0 67584 1468669318 16-7-1613:41 1468669318 16-7-1613:41 1508355001 18-10-17 21:30 1468669318 16-7-1613:41
7 |/img_Win10x64.000/Windows/System32/he-IL/ms| 52620 rrwxrwxrax 0 0 5120 1468669347 16-7-1613:42 1468669347 16-7-16013:42 1508355021 18-10-17 21:30 1468609347 16-7-1613:42
18 fimg_Winlﬂxﬁd.ODDj'Windows,fSystemBHCatROotj'- ADTTO rowXrwxrnx [i] 0 9731 1468668986 16-7-1613:36 1468648717  16-7-16 7:58 1508354774 18-10-17 21:26 1468668986 16-7-16 13:36
g |/img_Win10x64.000/Windows/SystemApps/Contac 56001 rrwXrwxrax 0 1] 3032 1468709257  17-7-160:47 1468709257  17-7-160:47 1508355080 18-10-17 21:31 1468709257 17-7-16 0:47
20 fimg_WinlﬂxEd.OD-Dj'Windows,fSysWDWEdfen—USfr 61148 rrwXrwxra [i1] 1] 20992 1468708747  17-7-160:39 1468708747  17-7-160:39 1508355164 18-10-17 21:32 1468708747 17-7-16 0:39
21 | fimg_Win10x64.000/Windows/SysWOWe4/tasksch 60348 rrwxXrwxrvx 0 1] 566600 1468669381 16-7-1613:43 1468669381 16-7-1613:43 1508355152 18-10-17 21:32 1468669381 16-7-16 13:43
22 fimg_Win10::E-d.O-DO,J'Windows,fWinSxS!aded_mdl 32520 rrwXrwxXrve [i1] 1] 105140 1468669313 16-7-1613:41 1468669313 16-7-1613:41 1508354700 18-10-17 21:25 1468669313 16-7-16 13:41
23 |fimg_Winl0x64.000/Windows/Winsx5/amd64_mic 45726 rrwxrwxrwx 0 1] 46592 1468709140  17-7-16 0:45 1468709140  17-7-16 0:45 1508354856 18-10-17 21:27 1468669400 16-7-1613:43
24 fimg_Win10::E-d.ﬂﬂﬂj’Windows,fWinSxS!amdﬁ-!l_mic 52827 rrwxXrwxrw [i1] 1] 199008 1468669354 16-7-1613:42 1468669354 16-7-16 13:42 1508355029 18-10-17 21:30 1468669354 16-7-16 13:42
2 50573 rrwXriwxrnx 0 1] 52224 1468669341 16-7-1613:42 1468669341 16-7-1613:42 1508355008 18-10-17 21:30 1468669341 16-7-1613:42

5 |/img_Win10x64.000/Windows/Winsx5/amd&4_mic
[ 0 .

| /img Winl0x64.000/@WanaDecryptorf.exe|93957 |rrwxrwxrwx|0|0|245760]1508531170|14545468576|1508531167 15085351170
| /img Winl0x64.000/Archivos de programa|90249|dr-xr-xr-x|0|0|48|1508351923]1508351923|1508351923|1508351923

| /img Winl0x64.000/bootmgr|19984 |r—-x--x--x|0|0|384322|1468708978| 1468669380 | 1508354480 | 1468673898

|/img Winl0x64.000/B00TNXT|19980 |rr-xr-xr-x|0]0|1]|1468708978| 14686693580 |1508354480| 1468673899

| /img Winl0Ox64.000/Documents and Settings|90237|dr-xr-xr-x|0|0|48|1508351922|1508351922|1508351922|1508351922

=(G2/86400)+25569+(2 /24)

Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON
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Bodytile

https://github.com/keydet89/Tools

150853111 B Simbolo del sistemna

14686490
15083544

a

>

150835444C: \UsersiMarcoss»"C: \Users\Marcos\Desktop\#HoneyCON18\Tools\Tools\exe\bodyfile.exe” -f "C:\Users\Marcos‘\Desktop‘\#HoneyCON
1508354441 8\ Reportsi\Autopsy\Winl1ex64_BodyFile.txt" »> "C:\Users\Marcos‘\Desktop\#HoneyCON18\Reports\Bodyfile\Winlex64 BodyFile.txt

15083544

~

1502354468 | FILETTTHACE [6192] 7Img WINIUXES. U007 §500T
[656] /img WinlOx64.000/SExtend
[48] fimg WinlOx&4.000/$Extend/$Deleted

[0] fimg WinlOx64.000/$Extend/$0bjId

[0] fimgy WinlOx&4.000/$Extend/S$Quota

[0] /img WinlOx6&4.000/%Extend/$Reparse

[33€6] /img WinlOx64.000/%Extend/$RuMetadata

[0] /img WinlOx64.000/%Extend/S$RnMetadata/SRepair

[8] fimg WinlOx64.000/$Extend/$RuMetadata/$Repair:$Config

[8388608] /fimg WinlOx64.000/$Extend/S$EmMetadata/$Repair:S$Corrupt

[1048576] fimg WinlOx64.000/%Extend/$RnMetadata/$Repair:$Verify

[48] /img WinlOx64.000/$Extend/SRuMetadata/$Txf

[S68] /img WinlOx64.000/%Extend/S$RnMetadata/$TxfLog

[568] /img WinlOx64.000/$Extend/S$RnMetadata/$TxfLog

[100] /img WinlOx64.000/$Extend/$RnMetadata/$TxfLog/$Taps

[1048E576] fimg WinlOx&4.000/%Extend/S$RnMetadata/$TxfLog/$Tops: §T

[65536] /img WinlOx64.000/$Extend/$RmMetadata/$TxfLog/$TxfLog.b1lf

[65536] fimg WinlOx64.000/%Extend/S$RnMetadata/$TxfLog/$Txflog.blf

[10485760] iimg_WinleG&.000!$Extendl$RmHetadatai$TRfLGgﬁ$T3angCantainerO0000000000000000001
[10485760] /fimg WinlOx&4.000/$Extend/$RuMetadata/$TxfLog/$TxfLogContainer00000000000000000001
[10485760] /img WinlOx64.000/%Extend/S$RmMetadata/S$TxfLog/$TxfLogContainer00000000000000000002
[10485760] iimg_WinleG&.000f$Extend!$RmHetadatai$TRfLGgﬁ$TKfL0gC0ntainerO0000000000000000002
[9819416] /fimg WinlOx&4.000/$Extend/$UsnJrnl:sJ

[32] /img WinlOx&4.000/%Extend/$UsnJrnl:SMax

[29868032] /img WinlOx64.000/%LogFile

1508354468 | FILE| | |MACE
1508354469 | FILE| | |MACE
1508354469 | FILE| | |MACE
1508354469 |FILE| | |MACE
1508354468 | FILE| | |MACE
1508354469 |FILE| | |MACE
1508354463 |FILE| | |MACE
1508354469 | FILE| | |MACE
1508354469 |FILE| | |MACE
1508354469 | FILE| | |MACE
1508354469 | FILE| | |MACE
1508354470 |FILE| | |MAC.
1508354469 |FILE||]...B
1508354469 |FILE| | |MACE
1508354463 |FILE| | |MACE
1508531211 |FILE| | [M.C.
1508354470 |FILE| || .A.B
1508531211 |FILE| | [M.C.

1508354470 |FILE| || .A.B
1508355258 |FILE| | |M.C.
1508354470 |FILE| || .A.B

1508351678 |FILE| | |MACE
1508351678 |FILE| | |MACE
1508354468 |FILE| | |MACE
1508354468 |FILE| | |MACE
1508354468 |FILE| | |MACE
1508531170 |FILE| | [MAC.

1468669667 |FILE||]...B
1508531170 |FILE| | |[MAC.
1508352359 |FILE|]|]...B

1508352350 |FILE| | |MACE
1508531170 |FILE| | |MAC.
1508352394 |FILE||]...B
1508352394 |FILE| | |MACE
1508354468 | FILE| | |MACE
1508354468 |FILE| | |MACE

[96731136] fimg_WinleE&.OGOfSHFT
[409&] fimg_WinleE&.000i$HFTHiII
Fimg WinlOx64.
Fimg WinlOxe4.
Fimg WinlOxé&4.
/img WinlOx64.
fimg WinlOx64.
Fimg WinlOx&4.
Fimg WinlOxe4.
Simg WinlOxeg.

[608]
[608]
[152]
[152]
[129]
[152]
[152]
[129]

000/ %Recycle.
000/ SRecycle.
000/ %Recycle.
000/ 5Recycle.
000/ 5Recycle.
000/ %Recycle.
000/ $Recycle.
000/ %Recycle.

Bin

Bin

Bin/5-1-5-21-3930698692-3150784357-1811628781-1000
Bin/5-1-5-21-3930698692-3150784357-1811628781-1000
Bin/5-1-5-21-3930698692-3150784357-1811628781-1000/desktop.ini
Bin/5-1-5-21-3930698692-3150784357-1811628781-1001
Bin/5-1-5-21-3930698692-3150784357-181162E8781-1001
Bin/5-1-5-21-3930698692-3150784357-1811628781-1001/desktop.ini

[1027440] /img WinlOx&4.000/$Secure:$5DS
[1531072] /img WinlOx&4.000/%UpCase

Abre un archivo generado por 'fls.exe‘y lo traduce al formato de Timeline de 5 campos
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File(F)  Commands(C} Help(H)}

crtime(FN)
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fte

https:/ /www.kazamiya.net/fte

L fte — =

File(E) Commands(C] Help(H) [J utc
name fixup id pid flag nspace  links type crtime mtirme ctirme atirme crtime(FN) &
FMFT 89 I i File Wind2/D |1 FILETIME 2018/01/26 09:41:285642366 | 2018,/01/26 09:41:28 5642366 |2018/01,/26 0%:41:28 5642366 |2018/01/26 09:41:285642366 | 2018/01/26 03:41:25 5642366
FMFTMirr 89 1 b File Win32/D |1 FILETIME 2018701426 09:41:28 5642366 | 201801,/26 09:41:28 5642366 | 20180126 094 1:28 6642366 | 201801426 09:41:28 8642366 | 201801726 09:41:28 5642366
floeFile a9 2 § File Wind2/D |1 FILETIME 2018401726 09:41: 286642366 | 201801726 094 1:28 8642366 | 20180126 004 1:26 5642366 | 2018401726 09:41:28 5642366 | 2018701726 09:41:28 5642366
Fuiolume a9 3 b File Win32/D |1 FILETIME 2018501726 09:41:28 564 2366 | 2018./01,/26 094 1:28 5642366 | 20180126 004 1:28 5642366 | 2018401726 09:41:28 5642366 | 2018701726 09:41:28 5642366
Baittr Def 14 4 b File Win32/D |1 FILETIME 201801426 094 1:28 5642366 | 2018/01/26 09:41:28.564 2366 | 201801726 094 :28 5642366 |2018/01/26 09:41:28564 2366 | 201801726 09:41:28 5542366
. 16 b b Falder Wind2/D |1 FILETIME 2017/09/29 10:45:11.6801233 | 2018,/01/26 11:35:16.6992653 |2018/01/26 11:35:166992653 |2018/01/26 11:35:16.6992653 | 2018/01/26 03:41:28 5642366
$Bitmap 16 fi f File Win32/ T |1 FILETIME 201870126 094 1:28 6642366 | 20180126 094 1:28 5642866 | 20180126 094 1:28 6642366 | 2018/01/26 09:41:28 8642366 | 201801726 09:41:28 5642366
$Boot 14 7 § File Win32/D |1 FILETIME 2018501726 09:41:28 5642366 | 20180126 094 1:28 5642366 | 20180126 004 1:26 5642366 | 2018401726 09:41:28 8642366 | 2018701726 09:41:28 5642366
$BadClus § [ b File Win32/D |1 FILETIME 2018/01/26 0%:41: 285642366 | 20180126 094 1:28 5642366 | 201801726 004 1:26 5642366 | 2018401726 09:41:28 5642366 | 2018701726 08:41:28 5642366
$Secure ] 9 b Unknown  |Win32/D |1 FILETIME 201801426 094 1:28 5642366 | 20180126 09:41:28.564 2366 | 20180126 0%:4 1:28 5542366 |2018/01/26 09:41:28.5642366 | 201801726 03:41:28 5542366
fUpCase b 10 f File Wind2/0 |1 FILETIME 201840126 09:41:28. 5642366 | 2018,/01/26 09:41:25 5642366 |2018/01/26 0%:41:28 5642366 |2018/01/26 09:41:285642366 | 2018/01/26 03:41:25 5642366
$Extend § 1 b Falder Win32/ T |1 FILETIME 2018701426 09:41:28 6642366 | 2018.01,/26 094 1:28 5642366 | 20180126 094 1:28 6642366 | 2018701726 09:41:28 8642366 | 201801726 09:41:28 5642366
$luots 7 24 1 Urkown | POSTH 1 FILETIME 2018401726 09:41:28.9385548 | 201801726 0%:41:28. 9386548 | 20180126 004 1:26 9386548 | 2018401726 09:41:28 0295548 | 2018701726 09:41:28.9355548
$Obijld 7 25 1 Unkgawr | POSIH 1 FILETIME 2018501726 09:41:28.9385548 | 2018./01,/26 0%:41:28 93856548 | 20180126 094 1:26 9385548 2018401726 09:41:28.9395548 | 2018701426 09:41:28.9385548
tReparse 7 26 1 Unkmown | POSIH 1 FILETIME 201801426 094 1:28. 9385548 | 2018/01/26 09:41:28.9385548 | 201801726 094 1:28. 9380548 201801726 09:41:28.9285548 | 201801726 03:41:25 9385548
FRmMetadata 7 27 1 Falder POSIH 1 FILETIME 201801426 09:41:28.9385548 | 2016,/01/26 09:41:28 9385548 |2018/01,/26 0%:41:28.9385548 |2018/01/26 09:41:28.9385548 | 20180126 03:41:25 9385548
tRepair 7 28 27 Unkmown | POSTH 1 FILETIME 2018701726 09:41:28.9385648 | 20180126 09:41:28. 9386048 | 20180126 094 1:28 9380548 | 2018/01/26 09:41:28.0385048 | 2016701726 08:41:28.9385548
$Deleted 7 29 1 Unkpown | POSTH 1 FILETIME 2018501726 09:41:28.0385648 | 20180126 02:41:28. 9386548 | 201801/26 004 1:26 9386548 | 2018401726 09:41:28.0385548 | 2018701426 09:41:28.9385548
$TxfLog 7 30 27 Falder POSIH 1 FILETIME 2018/01/26 09:41:28.9385548 | 20180126 0%:41:29.0168858 | 201801726 094 1:290168858 | 2018401726 09:41:200168888 | 2018701726 08:41:25 9355548
BT 7 31 27 Falder POSIH 1 FILETIME 20180126 094 1:28.9385548 | 20180126 09:41:28.9385548 | 20180126 09:4 1:28. 9385548 |2018/01/26 09:41:28.9385548 | 201801726 03:41:28 9385548
$Tops 12 12 a0 File POSIE 1 FILETIME 201840126 09:41:28.9385548 | 2016,/01/26 09:41:25. 9385548 |2018/01,/26 0%:41:28.9385548 |2018/01/26 09:41:28.9385548 | 2018/01/26 03:41:25 9355548
$TectLoe blf 12 23 a0 File POSTH 1 FILETIME 2018701426 09:41:28.9380648 | 201801,/26 10:59:31.8347412 20180126 10:59:318347412 2018701726 09:41:28.9985048 | 201801726 09:41:28.9385548
$TeflogCantainer00... {12 a4 a0 File POSTH 1 FILETIME 2018401726 09:41:28.09385548 | 201801726 1059318347412 20180126 1059318347412 2018401726 09:41:28.0395548 | 2018701726 09:41:28.9355548
$TxfLogContainerdn.. |12 35 30 File POSIH 1 FILETIME 2018501726 09:41:29.0168858 | 2018/01,/26 0947014706369 20180126 0947014706369 2018401726 09:41:20.0168888 | 2018401426 08:41:29.01684848
MainQueueOnlinelg |7 36 45 File DOS, Win |2 FILETIME 201801426 094939 9867430 | 2018/01/26 09:49:39.9867430 | 201801726 094339 9867430 2018401726 09:49:39.9867430 | 201801426 09:43:39 9867430
Contents | dir 7 a7 45 File DOS, Win |2 FILETIME 201801426 09:49:39.9867430 | 2016,/01/26 09:49:39.9867430 |2018/01/26 0949399867430 |2018/01/26 09:49:39.9867430 | 201870126 03:49:39 9867430
Setupevix 7 a8 LR File DOS, Win |2 FILETIME 201870126 09:4%4 11115805 | 20180126 0949461429494 20180126 09%49:46.1420494 | 2018701726 09:4%:41.1116805 | 2018701726 09:45:41.1116805
ShutdownCKGL et 7 a9 5719 File DOS, Win |2 FILETIME 2018/01/26 09:4%44 2211612 | 20180126 10:5931.4763623 | 20180126 10:59:31.4753623 | 2018701726 0949442211612 |2018/01/26 09:49:44 2211612 | v
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name | fixup|id|pid|flag|nspace|links | cype|crtime mtime |ctime |atime |croime (FN) |mtime (FN) |ctime (FN) |atime (FN) |remark
EMFT|89|0|5|File |Win32/DO5|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26

09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cx = m = c = a = for = fm = fc = fa
SMFTMirr|89|1|5|File|Win32/D0OS|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|20168/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cx = m = ¢ = a = fer = fm = fc = fa
$LogFile|89|2|5|File|Win32/D0OS|1|FILETIME |2018/01/26 09:41:25.5642366|2018/01/26 09:41:28.5642366(2018/01/26 09:41:28.5642366|20168/01/26 09:41:28.5642366|2018/01/26
00:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 00:41:28 . 5642366|2018/01/26 09:41:28.5642366] ex = m = ¢ = a = fer = fm = fe = fa
$Volume|8§9]3|5|File |Win32/D05|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366)2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cr = m = ©¢ = a = for = fm = fc = fa
S$httrDef|14(4|5|File|Win32/D0OS|1|FILETIME |2018/01/26 00:41:36.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5643366] cx = m = ¢ = a = fer = fm = fc = fa
.116]5]5|Folder |Win32/D0S |1 |FILETIME |2017/09/29 10:45:11.6801233|20168/01/26 11:35:16.6992653|2018/01/26 11:35:16.6992653|2018/01/26 11:35:16.6992653|2018/01/26
00:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28 . 5642366|2018/01/26 09:41:28.5642366| cr <« fer = fm = fec = fa <« m = ¢c = a
$Bitmap|15]6]5|File|Win32/D05|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cx = m = ¢ = a = fcr = fm = fc = fa
$Boot|14|7|5|File |Win32/D0S|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cx = m = c = a = for = fm = fc = fa
$BadClu=|5|8|5|File|Win32/D05|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cx = m = ©¢ = a = fer = fm = fc = fa
$Secure|5|9]5|Unknown |Win32/D05| 1| FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:25.5642366|2018/01/26 09:41:28.5642366|2018/01/26
00:41:28.5642366|2018/01/26 009:41:28.5642366|2018/01/26 00:41:28 . 5642366|2018/01/26 09:41:28.5642366] ex = m = ¢ = a = fer = fm = fec = fa
$UpCase|5|10]5|File |Win32/D05|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366)2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cx = m = ¢ = a = fcr = fm = fc = fa
$Extend|5|11]5|Folder |Win32/D05|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 009:41:28.56425366|2018/01/26 09:41:28.56425366|2018/01/26 00:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5643366] cx = m = © = a = fer = fm = fc = fa
$Quota|7|2411|Unknown | FOSIX|1|FILETIME | 2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28,9385548|2018/01/26 09:41:258.9385548|2018/01/26
00:41:28.9385548|2018/01/26 09:41:28, 9385548 |2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548| cr = m = ¢ = a = fer = fm = fc = fa

$0b3Id| 72511 |Unknown | POSIX|1|FILETIME |2018/01/26 09:41:28.9385548|2018/01/26 09:41:25.9385548|2018/01/26 09:41:23.9335545|2013101f25 09:41:25.9385548|2018/01/26
09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548| cx = m = ¢ = & = fcr = fm = fc = fa
$Reparse|7|26|11|Unknown | BOSIX|1|FILETIME |2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:258.9385548 |2018/01/26 09:41:28.9385548|2018/01/26
09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548| cr = m = ¢ = a = for = fm = fc = fa
$EmMetadata|7|27)11|Folder |BOSIX|1|FILETIME |2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 009:41:28.9385548|2018/01/26
09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548) cr = m = ©¢ = a = fer = fm = fc = fa
$Repair|7|28]27|Unknown |POSIX|1|FILETIME |2018/01/26 09:41:28.9385548|2018/01/26 09:41:268.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.93855458|2018/01/26
00:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 00:41:28 . 9385548 |2018/01/26 09:41:28.93855848) ex = m = ¢ = a = fer = fm = fe = fa
$Deleted|7]29]11|Unknown | BOSIX|1|FILETIME |2018/01/26 09:41:25.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:258.9385548 |2018/01/26 09:41:28.9385548|2018/01/26
09:41:28.9385548|20168/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548) cx = m = ¢ = a = fcr = fm = fc = fa
$TxfLog|7|30]27|Folder | BPOSIX|1|FILETIME |2018/01/26 09:41:28,9385548|2018/01/26 09:41:29. 0168858 |2016/01/26 09:41:29, 0168858 |2018/01/26 09:41:29.0168858 |2018/01/26
09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.93685548| cr = for = fm = fo = fa < m = ¢ = a
$Txf|7|31|27|Folder |POSIX|1|FILETIME |2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26
09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.93685548) cr = m = ¢ = a = fer = fm = fc = fa
$Tops|12]32|30|File | POSIX|1|FILETIME |2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385545|2018/01/26 09:41:28.9385548|2018/01/26
09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548|2018/01/26 09:41:28.9385548| cx = m = ¢ = & = fcr = fm = fc = fa

Obtiene, del fichero ‘MFT’, marcas de tiempo precisas y varias informaciones sobre NTFS

@ Honey! ON

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_
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name | fixup|id|pid|flag|nspace|links | cype|crtime mtime |ctime |atime |croime (FN) |mtime (FN) |ctime (FN) |atime (FN) |remark
EMFT|89|0|5|File |Win32/DO5|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26

09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366| cr = m = ¢ = a = fcr = fm = fc = fa
SMFTMirr|89|1|5|File|Win32/D0S|1|FILETIME |2018/01/26 09:41:28.5642366|20168/01/26 09:41:28.5642366|20168/01/26 09:41:28.5642366(2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366]|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cr = m = ¢ = a = fcr = fm = £fc = fa
$LogFile|89]2|5|File|Win32/D0S|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366| cx = m = c = a = fer = fm = fc = fa
$Volume|89]3|5|File|Win32/DO5S|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366] cr = m = ¢© = a = for = fm = fc = fa
SactrDef|14)4|5|File|Win32/D0OS|1|FILETIME |2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26 09:41:28.5642366|2018/01/26
A B C D E F G H | J
1 ﬂ nspace ﬂ Iinksﬂ
2 |css 5 796 795 Folder Win32/D0S 1 FILETIME 2017/09/30 16:44:28.1043331 2017/09/30 16:44
3 |amded_microsoft-windows-e..-protocol-host-peer_31bf3856ad364e35_10.0.16299.15 none_ 9 9216 6704 Folder DOs, Win32 2 FILETIME 2017/09/29 15:42:06.7512504 2017/09/29 15:42
4 |amde4_microsoft-windows-m..nsettings.resources_31bf3856ad364e35_10.0.16299.15_es-es. 7 10801 6704 Folder DOS, Win32 2 FILETIME 2017/09/30 16:40:22.5355543 2017/09/30 16:4C
3 |amded_microsoft-windows-w..cywmdmapi.resources_31bf3856ad364e35_10.0.16299.15_es- 7 13710 6704 Folder DOs, Win32 2 FILETIME 2017/09/30 16:40:18.6815117 2017/09/30 16:4(
& 'wowb4_adobe-flash-for-windows_31bf3856ad364e35_10.0.16293.15_none_58e0badb0f14c8: 6 16762 6704 Folder DOS, Win32 2 FILETIME 2017/09/29 15:41:23.1071072 2017/09/29 15:41
7 |[TIPRES™1.MUI 2 21512 13231 File Dos 3 FILETIME 2017/09/29 15:41:54.0939790 2017/09/29 15:41
8 |AppxBlockMap.xml 4 22568 2397 File POSIX 2 FILETIME 2017/09/30 16:43:54.1954557 2017/09/30 16:43
3 |Undo.png 4 23704 458 File POSIX 2 FILETIME 2017/09/30 16:45:52.1371518 2017/09/30 16:45
10 |RoundedFreehand3D.mp4 4 23875 475 File POSIX 2 FILETIME 2017/09/30 16:45:52.4591640 2017/09/30 16:45
11 |OneConnectApplist.scale-100.png 4 24916 2631 File POSIX 2 FILETIME 2017/09/30 16:43:17.6332049 2017/09/30 16:43
12 |SkypeMedTile.scale-125_contrast-white.png 4 25376 2693 File POSIX 2 FILETIME 2017/09/30 16:43:24.7868738 2017/09/30 16:43
13 |MSFT_PackageManagementSource.strings.psdl 3 31049 14253 File DOS, Win32 2 FILETIME 2017/09/30 16:40:11.5644648 2017/09/30 16:4C
14 resource.xml 3 31450 11663 File POSIX 2 FILETIME 2017/09/30 16:40:12.3664717 2017/09/30 16:4C
15 |bootmgr.efi.mui 2 32145 1953 File POSIX 3 FILETIME 2017/09/29 15:41:52.9376348 2017/09/29 15:41
16 |MICROS™1.DLL 3 34547 14719 File DOs 3 FILETIME 2017/09/30 16:40:19.7265163 2017/09/30 16:4C
17 |SYSTEM™1.DLL 2 35249 16415 File Dos 3 FILETIME 2017/09/29 15:43:08.2093248 2017/09/29 15:43
18 |CbsMsg.dll.mui 3 37139 4526 File POSIX 3 FILETIME 2017/09/30 16:40:04.9953960 2017/09/30 16:4C
19 |shutdown.exe 5 44179 4559 File Win32/D0s 2 FILETIME 2017/09/29 15:41:45.8901923 2017/09/29 15:41
20 |\WinSyncProviders.dll 2 45044 4559 File POSIX 3 FILETIME 2017/09/29 15:41:44.6400918 2017/09/29 15:41
21 \Wwanpref.dll 4 45255 4559 File POSIX 2 FILETIME 2017/09/29 15:42:08.1576131 2017/09/29 15:42
22 |spaceport.sys.mui 3 46227 15541 File Win32 3 FILETIME 2017/09/30 16:40:05.8934028 2017/09/30 16:4C
23 [CNBXAQPIPELINECOMFIG.XML 3 47237 5132 File POSIX 3 FILETIME 2017/09/29 15:41:05.1369092 2017/09/29 15:41
24 |hpbxmmw8l.gpd 2 47615 5149 File POSIX 3 FILETIME 2017/09/29 15:41:07.0901924 2017/09/29 15:41
23 |CheckNetlsolation.exe.mui 3 48715 5399 File POSIX 5 FILETIME 2017/09/30 16:40:10.6344322 2017/05/30 16:4C

Obtiene, del fichero ‘MFT’

#HoneyCON18

, marcas de tiempo

Marcos Fuentes Martinez | @_N4rr34n6_

precisas y varias informaciones sobre NTFS

@ Honey! ON



MFTECmd

https://ericzimmerman.github.io/

BN Simbolo del sistema
C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\MFTECmd.exe" -f "C:\Users\Marcos\Desktop\#HoneyCON18\Evidence
sA\MFT" --csv C:\Users\Marcos\Desktop\#HoneyCON18\Reports\MFTECmd"

MFTECmd version 8.3.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/MFTECmd

Command line: -f C:\Users\Marcos\Desktop\#HoneyCON18\Evidences\MFT --csv C:\Users\Marcos\Desktop\#HoneyCON18\Reports\MFT

ECmd®,

Processed 'C:\Users\Marcos\Desktop\#HoneyCON18\Evidences\MFT" in 18,2873 seconds

Parsea, en linea de comandos, el fichero ‘MFT’ y puede exportar directamente en ‘.csv’
o Honevh‘_v

Marcos Fuentes Martinez | @_N4rr34n6_
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MFTECmd

https://ericzimmerman.github.io/

B Simbolo del sistema — O >

i1

:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\MFTECmd .exe" -f "C:\Users\Marcos\Desktop\#HoneyCON18\Evidence

sAMFT" --csv C:\Users\Marcos\Desktop\#HoneyCON18\Reports\MFTECmd"

A
LEntryNumber,SequenceNumber,lnUse,ParentEntr\;Number,ParentSequenceNumber,ParentPath,FiIeName,Extension,FileSi2e,ReferenceCount,ReparseTarget,Is[]irectory,HaSAds,lsAds,SI<:FN,uSecZeros,Copied,SiFlz
0,1,True,5,5,.,5MFT,,94109696,1,,False,False,False,False,False,False,Hidden | System,DosWindows,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,
1,1,True,5,5,., SMFTMirr, 4096,1,,False,False,False,False,False,False, Hidden | System,DosWindows,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,
2,2,True,5,5,.,5LogFile,,23085056,1,,False,False,False,False,False, False,Hidden | System, DosWindows, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.56423
3,3,True,5,5,.,5Volume, 0,1, False,False,False,False,False,False, Hidden | System,DosWindows,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,0, 1|
4,4,True,5,5,.,5AttrDef,,2560,1,,False,False, False,False,False,False,Hidden | System, DoswWindows, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 03:41:28.5642366,,1
5,5,True,5,5,.,.,,0,1,, True,False,False, True,False,False,Hidden | System,DosWindows,2017-09-29 08:45:11.6801233,2018-01-26 08:41:28.5642366,2018-01-26 10:35:16.6992653,2018-01-26 08:41:28.5642366,2018-01-26 10:3!
6,6,True,5,5,.,5Bitmap,,473888,1,,False,False,False,False,False, False, Hidden | System, DosWindows, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.564236€
7.7.True,5,5,.,5Boot,,8192,1,,False,False,False, False,False,False,Hidden | System,DosWindows, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,0,0
8,8,True,5,5,.,5BadClus,,0,1,,False, True,False,False,False, False,Hidden | System, DosWindows, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 03:41:28.5642366,,2018-01-26 08:41:28.5642366,,0,83
8,8,True,5,5,.,5BadClus:5Bad,, 15528357888, 1,,False,False, True,False, False, False Hidden | System, DosWindows,2018-01-26 08:41:28.5642366,,2018-01- 26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41
9,9,True,5,5,.,%5ecure,,1382740,1, False, True,False, False,False,False,Hidden | System | IsindexView, DosWindows, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08,
9,9,True,5,5,.,55ecure:5505,,1382740,1,, False, False, True, False, False,False,Hidden | System | IsindexView, DosWindows,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-
10,10,True,5,5,.,5UpCase,, 131072,1,,False, True,False,False,False,False,Hidden | System, DosWindows,2018-01- 26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.56423
10,10,True,5,5,.,5UpCase:SInfo,,32,1,,False, False True, False, False,False, Hidden | System, DosWindows, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,, 2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642
11,11,True,5,5,.,5Extend,, 0,1, True,False,False, False,False,False,Hidden | System, DosWindows,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,0,1
24,1,True,11,11,.\5Extend,5Quota,,0,1,,False,False,False,False,False, False, Hidden | System | Archive | IsindexView, Posix, 2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01
25,1,True,11,11,.\5Extend,50bjld,,0,1, False,False,False,False,False,False,Hidden | System | Archive | IsindexView,Posix, 2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01
26,1,True,11,11,.\5Extend, SReparse,, 0,1, False,False,False,False,False, False, Hidden | System | Archive | IsindexView, Posix, 2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-
27,1,True,11,11,.\5Extend,5RmMetadata,,0,1,, True,False,False,False, False,False,Hidden | System, Posix,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01- 26 08:41:28.9385548,,2018-01- 26 08:41:28.938,
28,1,True,27,1, \SExtend\SRmMetadata, SRepair,,0,1,,False, True, False,False,False, False, Hidden | System | Archive, Posix, 2018-01-26 08:41:28.9385548,, 2018-01-26 08:41:28.9385548, , 2018-01-26 08:41:28.9385548,,2018-01
28,1,True, 27,1, \5Extend\SRmMetadata, 5Repair:5Config,,8,1,,False,False, True,False,False,False,Hidden | System | Archive, Posix, 2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,
28,1,True,27,1, \SExtend\SRmMetadata, SRepair:SCorrupt, 8388608,1,, False, False, True,False,False,False,Hidden | System | Archive, Posix,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.!
28,1,True, 27,1, \5Extend\SRmMetadata, SRepair:$Verify,,1048576,1,,False,False, True,False,False,False, Hidden | System | Archive,Posix, 2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.93
29,1,True,11,11,.\5Extend,SDeleted,, 0,1, True,False,False,False,False,False, Hidden | System, Posix, 2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,, 2018-01-26 08:41:28.9385548,,2018-01-26 08:41:28.9385548,

Parsea, en linea de comandos, el fichero ‘MFT’ y puede exportar directamente en ‘.csv’

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_
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MFTECmd

https://ericzimmerman.github.io/

B Simbolo del sistema — O >

i1

:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\MFTECmd .exe" -f "C:\Users\Marcos\Desktop\#HoneyCON18\Evidence
sAMFT" --csv C:\Users\Marcos\Desktop\#HoneyCON18\Reports\MFTECmd"

A -
1 LEntryNumber,SequenceNumber,lnUse,ParentEntr\;Number,ParentSequenceNumber,ParentPath,FiIeName,Extension,FileSi2e,ReferenceCount,ReparseTarget,Is[]irectory,HaSAds,lsAds,SI<:FN,uSecZeros,Copied,SiFlz
2 |0,1,True,5,5,.,SMFT,,94109696,1,,False,False,False,False,False,False,Hidden | System,DosWindows,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,,2018-01-26 08:41:28.5642366,

A B C D E F -~
1 M SequenceNumber ﬂ InUse ﬂ ParentEntryNumber ﬂ ParentSequenceNumber ﬂ ParentPath ﬂ FileName
2 15847 1 True 6704 1 \Windows\WinSx5 amd6d_windows-id
3 22727 1 True 290 1 \Program Files\WindowsApps\Microsoft.Messaging_3.32.15001.0_x64 8wekyb3d8bbwe\T en-Us.Messaging.cc
4 22931 1 True 330 1 \Program Files\WindowsApps\DeletedAllUserPackages\Microsoft.MicrosoftSolitaireCollec SplashScreen.scale-
5 27257 1 True 729 1 \Program Files\WindowsApps\Microsoft. WindowsCamera_2017.727.20.0 x84 8wekyb3d8 WindowsCamerahp
6 30883 1 True 3186 1 \windows\InfusedApps\Packages\Microsoft.ZuneVideo_10.17063.24021.0_x64__ 8wekyb3d FileExtension.targe’
7 31192 1 True 1208 1 \Program Files\WindowsPowershell\Modules\Pester\3.4.0\Functions\Assertions Contain.Tests.psl
] 31639 1 True 1498 1 \Users\Default\AppData\Local\Microsoft\Windows\WinX\Group3 04 - Disk Manageme
g 32201 1 True 1973 1 \Windows\Boot\Fonts msjh_boot.ttf
10 32508 1 True 10301 1 \windows\WinSxS\amd64_microsoft-windows-maintenancediagnostic_31bf3856ad364e35 RS_UserDiagnosticH
1 33565 1 True 6959 1 \Windows\WinSxS\amde4 _dual_c_media.inf_31bf3856ad364e35 10.0.16299.15 none_8a89 ¢ media.inf
12 34153 1 True 15190 1 \wWindows\WinSxS\amd64_netfxd-_dataperfcounters_ini_b03f5f7f11d50a3a_4.0.15522.0_nt¢_DataPerfCounters_
13 36255 1 True 14708 1 \Windows\WinSxS\amde4 netfxd-legacy web h..rust_config_default_b03f5f7f11d50a3a_4 legacy.web_hightru
14 47166 1 True 4559 1 \Windows\System32 drvstore.dll
15 43443 1 True 15500 1 \Windows\WinSxS\amded windows.networking.vpn.nethost _31bf3856ad364e35 10.0.162¢ NetHost.exe
16 44340 1 True 13066 1 \windows\WinSxS\amd64_microsoft-windows-sxs-store_31bf3856ad364e35_10.0.16299.15 sxsstore.dll
17 44613 1 True 4559 1 \Windows\5ystem32 user32.dll
18 45495 1 True 19119 1 \wWindows\WinSxS\wow64_microsoft-windows-p..rgraphing.resources_31bf3856ad364e35_p2p-mesh.mfl
19 47779 1 True 5174 1 \Windows\5ystem32\DriverStore\FileRepository\prams005.inf_amd64_34c0896eaelbfsd0 MSxpsPCLE-pipeling
20 48343 1 True 14324 1 \windows\WinSxS\amd64_microsoft.windows.c..-controls.resources_6595b64144ccf1df_5.i cometl32.dIl.mui
21 50416 1 True 17750 1 \Windows\WinSxS\wow64 microsoft-windows-font-fms.resources_31bf3856ad364e35_10. fms.dll.mui
22 51378 1 True 21009 1 \Windows\WinSxS\x86_microsoft.windows.c..-controls.resources_6595b64144ccfldf_5.82.1comctl32.dIl.mui
23 54712 1 True 5938 1 \Windows\SystemApps\Microsoft.Windows.AddSuggestedFoldersToLibraryDialog_cw5nlh AppxBlockMap.xml
24 58278 1 True 18857 1 \Windows\WinSxS\wow64_microsoft-windows-msvcp110_31bf3856ad364235_10.0.16299.1 msvep110_win.dll
25 58685 1 True 6232 1 \Windows\SysWOwe4 RpcRtRemote.dll

Parsea, en linea de comandos, el fichero ‘MFT’ y puede exportar directamente en ‘.csv’
o Honev‘lw_
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ExTip

https://sourceforge.net/projects/ex-tip/

BE¥ Simbolo del sisterna - cpan install DatazTimeline — O >

]
C:\Users\Marcos\Desktop\#HoneyCON18\Toolshex-tip 8.1.2086881882perl ex-tip.pl -i Registry INFILE="C:\Users‘\Marcos‘Desktop
“#HoneyCON18\Evidences\NTUSER.DAT" -o StandardOut OUTFILE="C:\Users\Marcos\Desktop\#HoneyCON18\Reports\Ex-TipNTUSER.csv"

|SﬂJm1Adding inqu packages .

[registry Adding package Registry .

Iregistr) Setting "INFILE'="C:\Users‘\Marcos‘\Desktop\#HoneyCON18\Evidences \NTUSER.DAT'
Uemﬂqndding uutpgt packages

[registry Adding package StandardOut

[registr) Setting "OUTFILE'='C:\Users\Marcos\Desktop\#HoneyCON18\Reports\Ex-TipNTUSER.csv’
WedOCPrucess?ng package Registry

Uegﬂqp"GCE551”3 package StandardOut

[registry Writing to output file C:\Users\Marcos\Desktop‘\#HoneyCON18\Reports\Ex-TipNTUSER.csv

[registry]MROOT\AppEvents\Evenilabels\.Default

[registry] MROOT\AppEvents\EventLabels\ActivatingDocument
[registry] MROOT\AppEvents\EventLabels\AppGPFault
[registry] MROOT\AppEvents\EventLabels\BlockedPopup
[registry] MROOT\AppEvents\EventLabels\CCSelect

[registry] MROOT\AppEvents\EventLabels\ChangeTheme
[registry] MROOT\AppEvents\EventLabels\Close

[registry] MROOT\AppEvents\EventLabels\CriticalBatteryAlarm
[registry] MROOT\AppEvents\EventLabels\DeviceConnect
[registry] MROOT\AppEvents\EventLabels\DeviceDisconnect
[registry] MROOT\AppEvents\EventLabels\DeviceFail

[registry] MROOT\AppEvents\EventLabels\DisNumbersSound
[registry] MROOT\AppEvents\EventLabels\EmptyRecycleBin
[registry] MROOT\AppEvents\EventLabels\FaxBeep

[registry] MROOT\AppEvents\EventLabels\FeedDiscoverad
[registry] MROOT\AppEvents\EventLabels\HubOffSound
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Prueba de concepto que emula la funcionalidad ‘mactime’, de TSK, sobre el Registro

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



ExTip

https://sourceforge.net/projects/ex-tip/

BE¥ Simbolo del sisterna - cpan install DatazTimeline — O x
B8 Simbolo del sisterna - cpan install DatazTimeline — O *
C:\Users\Marcos\Desktop\#HoneyCON18\Tools\ex-tip @.1.208081682>type "C:\Users‘\Marcos‘\Desktop'\#HoneyCON18\Reports\Ex-TipNT ~
USER.csv" | more -
1 [53UU|1Sat Jul 16 11:49:88 2816
2 |[registry [registry] M ROOTA\SOFTWARE\Microsofti\Windows NT\CurrentVersion\TileDataModel\NewAUMIDs
3 |[registry [registry] M ROOTA\SOFTWARE\Microsoft\Windows NT\CurrentVersion\TileDataModel\NewAUMIDs\Microsoft.Skyp
4 |[registryeApp kzf8quf38zgSc!App
5 |[registry [registry] M ROOTA\SOFTWARE\Microsofti\Windows NT\CurrentVersion\TileDataModel\OldAUMIDs
& |[registry [registry] M ROOTA\SOFTWARE\Microsoft\Windows NT\CurrentVersion\TileDataModel\0ldAUMIDs\Microsoft.Mess
7 |Wed Oclaging_ Bwekyb3d8bbwe ! App
§ |[registry [registry] M ROOT\SOFTWARE\Microsoft\Windows NT\CurrentVersion\TileDataModel\0ldAUMIDs\Microsoft.Skyp
§ |[registnjeApp_kzf8qxf38zg5c!Skype.AppId
10 [registnfled Oct 18 18:45:59 2817
11 |[registry [registry] M ROCT\AppEvents
12 |[registry [registry] M ROOT\AppEvents\EventlLabels
13 |[registry [registry] M ROOT\AppEvents\EventlLabels' .Default
14 |[registry [registry] M ROOT\AppEvents\EventlLabels\ActivatingDocument
15 |[registry [registry] M ROOT\AppEvents\EventLabels\AppGPFault
16 |[registry [registry] M ROOT\AppEvents\EventlLabels\BlockedPopup
17 |[registry [registry] M ROOT\AppEvents\EventlLabels\CCSelect
12 |[registry [registry] M ROOT\AppEvents\EventlLabels\ChangeTheme
19 |[registry [registry] M ROOT\AppEvents\EventlLabels\Close
20 |[registny [registry] M ROOT\AppEvents\EventlLabels\CriticalBatteryAlarm
21 |[registny [registry] M ROOT\AppEvents\EventLabels\DeviceConnect
22 |[registny [registry] M ROOT\AppEvents\EventLabels\DeviceDisconnect
23 |[registny [registry] M ROOT\AppEvents\EventLabels\DeviceFail
24 |[registry [registry] M ROOT\AppEvents\EventLabels\DisNumbersSound
25 |[registry [registry] M ROOT\AppEvents\EventLabels\EmptyRecycleBin
[registry] M ROOT\AppEvents\EventLabels\FaxBeep
[registry] M ROOT\AppEvents\EventlLabels\FeedDiscovered
[registry] M ROOT\AppEvents\EventLabels\HubOffSound v

Prueba de concepto que emula la funcionalidad ‘mactime’, de TSK, sobre el Registro

@ Honey! ON
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ExTip

https://sourceforge.net/projects/ex-tip/

BE¥ Simbolo del sisterna - cpan install DatazTimeline — O x
]

C:\Users\Marcos\Desktop\#HoneyCON18\Toolshex-tip 8.1.2086881882perl ex-tip.pl -i Registry INFILE="C:\Users‘\Marcos‘Desktop
“#HoneyCON18\Evidences\SYSTEM" -o StandardOut OUTFILE="C:\Users‘\Marcos\Desktop\#HoneyCON18\Reports\Ex-TipSYSTEM.csv"
Adding input packages -

1|5ﬂJm1 Adding package R?gistryl . . .

2 |[registr) Setting "INFILE'="C:\Users\Marcos\Desktop\#HoneyCON18\Evidences\SYSTEM

3 Uegﬂwndding uutpgt packages

4 |[registny Adding package StandardOut

= |sat 1ol Setting "OUTFILE'='C:\Users\Marcos\Desktop\#HoneyCON18\Reports\Ex-TipSYSTEM.csv’

6 Uegﬂqprucess?ng package Registry

7 UegﬂquGCESSIHE package StandardOut

8 |[registry Writing to output file C:\Users\Marcos\Desktop\#HoneyCON18\Reports\Ex-TipSYSTEM.csv

% | [registry] MROOT\ControlSet001\Control\Class\{3e3f0674-c83c-4558-bb26-9820e 1eba5c5}\Properties

[registry] MROOT\ControlSet001\Control\Class\{3e3f0674-c83c-4558-bb26-9820e1ebascs\Properties\ {6a3433f4-5626-40e8-a9b9-dbd9ecd2884b}
[registry] MROOT\ControlSet001\Contral\Class\{3e3f0674-c83c-4558- bb26-9820e1eba5c5 )\ Properties\{6a3433f4-5626-40e8-a9b9-dbd9ecd 2884b }\0006
[registry] MROOT\ControlSet001\Control\Class\{43675d81-502a-4a82-9f84-b75f418c5deal\Properties

[registry] MROOT\ControlSet001\Control\Class\{43675d81-502a-4a82-9f84-b75f418c5deal\Properties\{6a3433f4-5626-40e8-a9b9-dbd9ecd 2884b}
[registry] MROOT\ControlSet001\Control\Class\{43675d81-502a-4a82-9f84-b75f418c5dea)\Properties\ {6a3433f4-5626-40e8-a9b9-dbd9ecd 2884b 10006
[registry] MROOT\ControlSet001\Contral\Class\{48721b56-6795-11d2-b1a8-0080c72e74a2}

[registry] MROOT\ControlSet001\Control\Class\{48721b56-6795-11d2-b1a8-0080c72e74a2}\Properties

[registry] MROOT\ControlSet001\Control\Class\{48721b56-6795-11d2-b1as-0080c72e 74a2}\Properties\{fa3433f4-5626-40e8-a9b3-dbdYecd2384b}
[registry] MROOT\ControlSet001\Control\Class\{48721b56-6795-11d2-b1a8-0080c72e74a2}\Properties\ {6a3433f4-5626-40e8-a9b9-dbd9ecd 2884b}\ 0006
[registry] MROOT\ControlSet001\Contral\Class\{48d3ebcd-4cf8-48ff-b869-9c68ad42ebIf}\Properties

[registry] MROOT\ControlSet001\Control\Class\{48d3ebc4-4cf8-48ff-b869-9c68ad42ebaf P\ Properties\{6a3433f4-5626-4028-a9b9-dbd9ecd2884b}
[registry] MROOT\ControlSet001\Control\Class\{48d3ebcd-4cf8-48ff-b869-9c68ad42ebf}\Properties' {6a3433f4-5626-40e8-a9b9-dbd9ecd 2884b 1\ 0006
[registry] MROOT\ControlSet001\Control\Class\{49ce6acs-6f86-11d2-ble5-0080c72a74a2}
[registry]MROOT\ControlSet001\Control\Class\{49ce6ac8-6f36-11d2-b1e5-0080c72e74a2 [\ Properties

[registry] MROOT\ControlSet001\Control\Class\{49ce6ac8-6f86-11d2-ble5-0080c72e74a2}\Properties\{6a3433f4-5626-40e8-a9b9-dbd9ecd 2884b}
[registry]MROOT\ControlSet001\Control\Class\{49ce6ac8-6f86-11d2-b1e5-0080c72e74a2}\Properties\{6a3433f4-5626-40e8-a3b9-dbd3ecd 2884b }\0006
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Prueba de concepto que emula la funcionalidad ‘mactime’, de TSK, sobre el Registro
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ExTip

https://sourceforge.net/projects/ex-tip/

BE¥ Simbolo del sisterna - cpan install DatazTimeline — O x
B8 Simbolo del sisterna - cpan install DatazTimeline — O *
#-TipSYSTEM.csv" | more ~
Sat Jul 16 @6:84:28 2816 -
1|SHJM1 [registry] M ROOTh\Controlset@@l\Controli\Winlogon
2 |[registry [registry] M ROOTh\ControlSet@@l\Services\EventLog\System\Microsoft-Windows-Servicing
3 |[registry [registry] M ROOTh\Controlset@@l\Services\TrustedInstaller\Security
4 |[registnfSat Jul 16 11:45:57 2816
5 [SatJull [registry] M ROOTV\ControlSet@@l\ControliClassh{2dbl5374-786e-4131-a8c7-d7c78eb828%a }\Properties
& |[registry [registry] M ROOT\ControlSet®@l\ControliClassh{2dbl5374-786e-4131-a8c7-d7c78eb828%a \Properties\{6a34
7 |[registy33+4-5626-48e8-39b9-dbd%ecd2884b}
& |[registry [registry] M ROOT\ControlSet®@l\ControliClassh{2dbl5374-786e-4131-a8c7-d7c78eb828%a \Properties\{6a34
9 |[registry33f4-5626-48e8-a9b9-dbd%ecd2884b1\ 0086
10 |[registry [registry] M ROOT\ControlSet@@l\ControliClassh{3e3f0674-c83c-4558-bb26-9828eleba5c5 \Properties
11 |[registry [registry] M ROOT\ControlSet®@l\ControliClassh{3e3f0674-c83c-4558-bb26-9828eleba5c5 \Propertiesi{6a34
12 |[registn33f4-5626-48e8-39b2-dbd9ecd2884b}
13 |[registry [registry] M ROOT\ControlSet®@l\ControliClassh{3e3f0674-c83c-4558-bb26-9828eleba5c5 \Propertiesi{6a34
14 |[registnf33f4-5626-48e8-a9b9-dbd%ecd2884b1\ 0006
15 |[registry [registry] M ROOTV\ControlSet@@l\ControliClassh{43675d81-5825-4a82-9184-b75f418c5dea }\Properties
16 |[registry [registry] M ROOTh\ControlSet®@l\ControliClassh{43675d81-5825-4a82-9184-b75f418c5dea }\Properties\{6a34
17 |[registn|33f4-5626-40e8-a0bo-dbdoecd2884b}
1% |[registry [registry] M ROOTh\ControlSet®@l\ControliClassh{43675d81-5825-4a82-9184-b75f418c5dea }\Properties\{6a34
19 |[registn{33T4-5626-48e8-a0b9-dbd%ecd2884b}\ 666G
20 |[registny [registry] M ROOT\ControlSet®8l\ControliClassh{48721b56-6795-11d2-bla8-0888c72e74a2}
21 |[registny [registry] M ROOT\ControlSet@@l\ControliClassh{48721b56-6795-11d2-b1a8-8888c72e74a2 \Properties
22 |[registry [registry] M ROOT\ControlSet®@l\ControliClassh{48721b56-6795-11d2-b1a8-8888c72e74a2 \Properties\{6a34
23 |[registn33T4-5626-48e8-a9b%-dbd%ecd2884b}
24 |[registry [registry] M ROOT\ControlSet®@l\ControliClassh{48721b56-6795-11d2-b1a8-8888c72e74a2 \Properties\{6a34
25 |[registn|33T4-5626-40e8-a%9b9-dbd9ecd2884b}\ 6006
[registry] M ROOT\ControlSet@@l\ControliClassh{48d3ebcd-4cf8-48ff-b869-9c68ad42ebof \Properties
[registry] M ROOT\ControlSet®@l\ControliClassh{48d3ebcd-4cf8-48ff-b869-9c68ad42ebof \Properties\{6a34
33f4-5626-48e8-a9b9-dbd9ecd2884b} hd
Prueba de concepto que emula la funcionalidad ‘mactime’, de TSK, sobre el Registro
@ Honey!
#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_ fe



Regtime

https://github.com/keydet89/Tools

BN Simbolo del sisterna - cpan install DatazTimeline — O e

15085312
15085312 ~

1508331200\ |Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\Tools\exe\regtime.exe” -r "C:\Users\Marcos\Desktop\#HoneyCON1

15085312

15085312¢8 \Evidences\NTUSER.DAT" »>> "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\NTUSER.txt"

1508531200 |REG] | 1M, .

150953119°|REG]]]H...
1508531195 |REG] | IM. ..
1508531195 |REG| | |M. ..
1508531192 |REG]| | M. ..
1508531163 |REG| | IM...
1508531163 |REG| | |M. ..
1508531163 |REG| | M. ..
1508531162 |REG| | IM. ..
1508531162 |REG] | M. ..
1508531161 |REG| | M. ..
1508531160 |REG] | IM. ..
1508531158 |REG| | M. ..
1508531156 |REG] | IM. ..
1508531152 |REG| | IM. ..
1508531149 |REG| | M. ..
1508531149 |REG| | IM...
1508531146 |REG| | |M. ..
1508531146 |REG] | M. ..
1508531144 |REG| | IM...
1508531138 |REG| | M. ..
1508531133 |REG| | M. ..
1508531130 |REG] | IM...
1508531130 |REG| | M. ..
1508531103 |REG| | IM. ..
1508531103 |REG| | IM...
1508531074 |REG| | M. ..
1508531074 |REG] | IM. ..
1508531074 |REG| | |M. ..
1508531074 |REG| | M. ..
1508531074 |REG] | IM. ..
1508531055 |REG| | M. ..
1508531053 |REG| | M. ..
1508531048 |REG| | IM. ..
1508531039 |REG| | M. ..
1508531039 |REG| | M. ..
1508531030 |REG| | IM. ..
1508531028 |REG| | M. ..

. /ROOT /SOFTWARE /Microsoft /Windows/CurrentVersion/ContentDeliveryManager/Health/Placement-3

. fROOT /S0OFTWARE /Microsoft/Windows/CurrentVersion/Search/Flighting

. /ROOT/Control Panel/Desktop

. fROOT /SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/Wallpapers

. /ROOT/SOFTWARE /Microsoft/Windows NT/CurrentVersion/AppCompatFlags/Compatibility Assistant/Store

. /ROOT/SOFTWARE /Microsoft,/Windows/CurrentVersion/Internet Settings/Connections

. fROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Search/Recentipps

. /ROOT/SOFTWARE /Microsoft,/Windows,/CurrentVersion/Search/Recenthpps,/{14E34377-B8B5-4791-B791-7T31E3915B1E4}
. /ROOT/SOFIWARE /Microsoft/Windows/CurrentVersion/Security and Maintenance/Checks/{E852FBlFE-5CC6-4567-9C0E-TC330FE80TC2Y . .check. 100
. fROOT/S0FTWARE /Microsoft/Windows/CurrentVersion/Security and Maintenance/Checks/{B852FB1F8-5CC6-4567-9CO0E-TC330FEE07C2} .check.101
. /ROOT/SOFTWARE /Microsoft/Windows,/CurrentVersion/ContentDeliveryManager/Health/Flacement-10

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer

. fROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/ContentDeliveryManager/Health/Flacement-1

. /ROOT/SOFTWARE /Microsoft,/Windows/CurrentVersion/Explorer/Modules/NavPane

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Search

. /ROOT/SOFTWARE /Microsoft/Windows NT/CurrentVersion/Devices

. /ROOT/SOFTWARE /Microsoft/Windows NT/CurrentVersion/PrinterPorts

. fROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/Userhissist/ {F4E5TC4B-2036—-45F0-A9AE-443BCFE33D9F} /Count

. /ROOT /SOFTWARE /Microsoft/Windows/CurrentVersion/Search/RecentApps/ {C47CB463-C976—-4256-8F2A-074500315FTA}

. /ROCT/SOFTWARE/Piriform/CCleaner

. fROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Explorer/FileExts

. /ROOT/S0FTWARE /Microsoft/Windows/CurrentVersion/Explorer,/ComD1g32,/CID5izeMRU

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/ComDl1g32

. fROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Explorer/ComDlg32/LastVisitedPidlMRULegacy

. /ROOT/SOFIWARE /Microsoft/Internet Explorer

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/RecentDocs

. fROOT/S0OFTWARE /Microsoft/Internet Explorer/Main

. /ROOT/SOFIWARE /Microsoft/Internet Explorer/Main/WindowsSearch

. fROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Internet Settings/5.0/Cache/Extensible Cache

. /ROOT/S0OFTWARE /Microsoft/Windows Search/ProcessedSearchRoots

. /ROOT/SOFTWARE /Microsoft/Windows Search/ProcessedSearchRoots/0004

. /ROOT/SOFTWARE /Microsoft,/Windows/CurrentVersion/Run

. /ROOT/S0FTWARE /Microsoft

. /ROOT/SOFIWARE /Microsoft/Windows/CurrentVersion/Search/Recenthpps/ {4BDSDEE5-FEBF-4837-A12C-EDE4BDEF35R4}

. fROOT/S0FTWARE /Microsoft/Windows/CurrentVersion/Explorer/CD Burning/Drives/Volume{5edla5e8-b43b-11e7-9c07-806e6f6e6963}

. /ROOT/SOFTWARE /Microsoft,/Windows/CurrentVersion/Explorer/CD Burning/StagingInfo/Volume{SedlaSef-b43b-11e7-9c07-806e6f626963}
. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/HomeGroup

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/PushNotifications

Analiza uno, o varios, archivos del Registro y genera una linea de tiempo en formato ‘TLN’

#HoneyCON18

Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



Regtime

https://github.com/keydet89/Tools

BN Simbolo del sisterna - cpan install DatazTimeline — O e

15085312
15085312 ~

iggf:ggC:‘aUser*s‘aI'-larcow“C:‘aUser*5‘a|'-1.aPc05‘1DE5kt0pE#HoneyCDNlS‘aTools‘aTools‘aexe‘aPegtime.exe" -r "C:\Users\Marcos\Desktop\#HoneyCON1

1508531248 \Evidences\NTUSER.DAT" >> "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\NTUSER.txt"

1508531200 |REG| | M. .. ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/ContentDeliveryManager/Health/Placement-3
1508531198 |REG| | [M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Search/Flighting
1508531195 |REG] | [M... ./ROOT/Control Panel/Desktop
A B C -

1 m i Columnaz B3 columnas

2 | 1508353227 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Authentication/LogonUl/Notifications/BackgroundCapability/S-1-15-2-1288279408-4010470124-2163985056-447644096- 19460
3 | 1508352375 REG M... ./ROOT/AppEvents/Schemes/Apps/.Default/CriticalBatteryAlarm/.Current

4 | 1508352381 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Explorer/FileExts/.gif/UserChoice

5 | 1508352359 REG M... ./ROOT/AppEvents/Schemes/Apps/.Default/Motification.Looping.Call2

4] 1508353304 REG M... ./ROOT/SOFTWARE/Microsoft/Unified Store

7 | 1508352381 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Explorer/FileExts/.swf/OpenwithList

2 | 1508352359 REG M... ./ROOT/SOFTWARE/Microsoft/CTF/SortOrder/Assemblyltem

3 | 1508352370 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Devicebccess/Global /{E5323777-F976-4f5b-9B55-Bo4699C46E44}

10| 1508352381 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/Roaming/Openwith/FileExts/.orf

11| 1508353238 REG M... ./ROOT/SOFTWARE/Policies/Microsoft/SystemCertificates/Disallowed,/CRLs

12 | 1508352387 REG M... ./ROOT/SOFTWARE/Microsoft/Speech_OneCore/Isolated/ohD01Sgy3MzgdEgEbAWYTDS4eikKwN2EBIJ1CYr7HTFO/HKEY LOCAL MACHINE/SOFTWARE/Microsoft/Speech_OneCore/Spet
13| 1508352376 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/DeviceAccess/5-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162- 737981194

14| 1508531025 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/BackgroundAccessApplications/Microsoft.XboxldentityProvider_8wekyb3dsbbwe

15| 1508353307 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Security and Maintenance/Checks/{2374911B-B114-42FE-900D-54F95FEE92E5}.check.100

16| 1508352381 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Explorer/FileExts/.amr/UserChoice

17 | 1508352359 REG M... ./ROOT/AppEvents/Schemes/Apps/.Default/Notification.Looping.Alarm10/.Current

18| 1508352371 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Explorer/UserAssist/{B267E3AD-AB25-4A09-82B9-EEC22AA3B847}/Count

19| 1508352381 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Explorer/FileExts/.png

20| 1508352359 REG M... ./ROOT/Control Panel/PowerCfg/PowerPolicies/3

21| 1508353239 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Authentication/LogonUl/Notifications/BackgroundCapability/5-1-15-2-2246530975-808720366- 17764 70054-230329187-415322
22 | 1508352374 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Authentication/LogonUI/Notifications/BackgroundCapability/s-1-15-2-1861897761-1695161497-2927542615-642690995-32784
23| 1508352381 REG M... ./ROOT/SOFTWARE/Microsoft/Windows/Roaming/OpenWith/FileExts/.mky

24 | 1508352359 REG M... ./ROOT/SOFTWARE/Policies/Power/PowerSettings

2 1508352377 REG M.

nooLn

. ./ROOT/SOFTWARE/Microsoft/Windows/CurrentVersion/Authentication/LogonUl/Notifications/BackgroundCapability/5-1-15-2-350187224-1905355452- 1037736396- 3028 148496-26 241

Analiza uno, o varios, archivos del Registro y genera una linea de tiempo en formato “TLN’

@ Honey! ON

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



Regtime

https://github.com/keydet89/Tools

BE¥ Simbolo del sisterna - cpan install DatazTimeline — O >

15085312
15085312

L]

150833123c:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\Tools\exe\regtime.exe” -r "C:\Users\Marcos\Desktop\#HoneyCON1

15085312

1nossz1zq8 WEvidences\SYSTEM" »» "C:\Users‘\Marcos‘\Desktop'\#HoneyCON18\Reports\SYSTEM, txt"

1508531206 |REG| | M.
1508531206 |REG] | M.

1508531206 |REG] | IM. ..
1508531206 |REG| | M. ..
1508531206 |REG]| | M. ..
1508531206 |REG| | IM. ..
1508531206 |REG| | M. ..
1508531206 |REG| | M. ..
1508531206 |REG| | IM. ..
1508531206 |REG| | M. ..
1508531206 |REG| | M. ..
1508531206 |REG] | IM. ..
1508531206 |REG| | M. ..
1508531206 |REG| | IM. ..
1508531206 |REG] | IM. ..
1508531206 |REG]| | M. ..
1508531206 |REG| | IM. ..
1508531206 |REG| | M. ..
1508531204 |REG| | M. ..
1508531192 |REG| | IM...
1508531183 |REG| | M. ..
1508531173 |REG| | M. ..
1508531173 |REG| | IM...
1508531173 |REG| | |M...
1508531173 |REG| | IM. ..
1508531173 |REG| | IM...
1508531173 |REG| | |M. ..
1508531173 |REG| | IM. ..
1508531173 |REG| | |M...
1508531173 |REG| | M. ..
1508531173 |REG| | IM...
1508531173 |REG| | |M...
1508531173 |REG| | M. ..
1508531173 |REG| | IM...
1508531173 |REG| | |M...
1508531173 |REG| | M. ..
1508531173 |REG| | IM...
1508531165 |REG] | M. ..

. /ROOT /ControlSet001/Control /WMI/Autologger/Autologger-Diagtrack-Listener

. fROOT/ControlSetd01/Control /WMI/Autologger/hutologger-Diagtrack-Listener,/ {0D943590-B235-5BDE-FE524—-B89520F32FCOB}

. /ROOT/ContralSec00l/Control /WMI/Autologger/Autologger-Diagtrack-Listener/ {22FB2CD6-0ETB-422B-AC0CT-2FADIFDOET16}

. fROOT/ControlSetd01l/Control /WMI/Autologger/Autologger-Diagtrack-Listener,/ {2839FF94-8F12-4E1E-82E3-AFTAFTTA450F}

. /ROOT/ControlSetd01l/Control /WMI/Autologger/intologger-Diagtrack-Listener,/ {331C3B3A-2005-44C2-AC5E-77220C37D6B4}

. /ROOT/ControlSet001l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/ {4F50731A-89CF-4782-B3E0-DCESCI0476BA}

. fROOT/ControlSetd01l/Control /WMI/Autologger/Autologger-Diagtrack-Listener,/ {53B78FC6-E359-453E-89FE-LSF4ESFF4AF3}

. /ROOT/ControlS5et00l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/ { SECBOBAC-BY930-47F5-ABL4-E8253525EDBT}

. /ROOT/ControlSet001l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/ {96F4R050-TE31-453C-8BBE-9634F4EQ02139}

. fROOT/ControlSetd01l/Control /WMI/Autologger/hutologger-Diagtrack-Listener,/ {97648310-986E-4640-8BFE—7736EEGDIBAS}

. /ROOT/Control5et00l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/ { 9DFCE457-4D69-44CT-EFCD-192290702R89}

. /ROOT/ControlSet00l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/ {A0B6BES3-B959-50C3-3C92-8451B6F965CS}

. /ROOT/ControlSetd01l/Control /WMI/Autologger/hutologger-Diagtrack-Listener,/ {A19FDC69-A626-5289-BE4D-1F508RBC9A3R}

. /ROOT/ContralSet00l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/ {BAB4F32B-8AF2-5006-F147-5030CDDTF22D}

. /ROOT/ControlSet00l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/ {DBESB3E83-TCF3-4331-91CC-A3CEB16A3BE3E}

. /ROOT/ControlSetd01/Enum/SWD,/ MSDAS/ {ceS58e9a-424f-4cB8-86Ff4-11314821e75a} /Properties/{83da6326-97a6—-4088-9453-a1923f573b29} /0067

. /ROOT/ControlSetd0l/Services

. fROOT/ControlSetd0l/Services,/Winmgnt /PFarameters

. /ROOT/ControlSetd01/Control/Diagnostics,/Performance

. /ROOT/ControlSet001/Services/VE5/Diag

. fROOT/ControlSetd01/Control/S5ession Manager

. /ROOT/Control5et00l/Control/DeviceContainers/ {00000000-0000-0000-FFFF-FFFFFFFFFFFF}/FProperties,/{3464f7a4-2444-40b1-980a-20903cb6d812} /0008
. /ROOT/ControlSet00l/Control/DeviceContainers/{00000000-0000-0000-FFFF-FFFFFFFFFFEF} /Properties/{T8c34fc8-104a-4aca-92a4-524d452996257 /0069
. fROOT/ControlSetd01l/Control/DeviceContainers,/ {0a568158-2954-f19c-89f3-03acaeelfB5e}/Properties,/{3464f7a4-24494-40b1-980a-e0903cbadl12}

. /ROOT/ControlSet00l/Control/DeviceContainers/{0a568158-2954-f19c-89f3-03acaeelfise} /Properties,/ {3464f7a4-2444-40b1-980a8-20903ckb6d812} /0008
. /ROOT/ControlSetd0l/Control/DeviceContainers,/{0at68158-2954-f19c-88f3-0%acaeelfite}/Properties/ {T8c34fcE-104a-4aca—9=2a4-524d52936257 /0069
. /fROOT/ControlSetd0l/Control/DeviceContainers,/ {5edlasfi-b43b-11e7-9c07-806e6f6e6963} /Properties,/{3464f7a4-24494-40b1-980a-e0903cbad212} /0008
/ROOT/ControlSet00l/Control/DeviceContainers/{5edlasf0-b43b-11e7-9c07-80626f6e62963} /Properties,/ {T8c34fcE-104a-4aca-9=2a4-524d452996e57} /0063
. fROOT/ControlSetd0l/Control/DeviceContainers,/ {cale9e80-3e97-fcac-730a-B8cb080fa2581} /Properties,/ {3464f7a4-2444-40bl-980a-e0903cbed912}

. /ROOT/ControlSetd0l/Control/DeviceContainers,/ {calef9e80-3e97-focac-730a-8ch080fa2581} /Properties,/{3464f7a4-2444-40b1-980a-e0903cbad912} /0008
. /ROOT/ControlSet00l/Control/DeviceContainers,/{calede80-3e97-fcac-730a-8cb080fa2581} /Properties,/ {T8c34fcE-104a-4aca-9=a4-524d452996e57} /0069
. fROOT/ControlSetd01l/Control/DeviceContainers,/ {d397268a-T724c-b4ef-d641-c9234ba2948b}/Properties,/{3464f7a4-2444-40bl-980a-e0903cbed912}

. /ROOT/Control5et00l/Control/DeviceContainers/{d397268a-T24c-h4ef-d641-c9234baZ948b} /Properties,/ {3464fT7a4-2444-40b1-980a8-20903cb6d812} /0008
. /ROOT/ControlSet00l/Control/DeviceContainers/{d397268a-T24c-bd4ef-d641-c9234baZ948b} /Properties/{T8c34fc8-104a-4aca-92a4-524d452996257 /0069
. fROOT/ControlSetd01l/Control/DeviceContainers,/ {ed17222b—f1lc7-537f-9546-745658ade2e3} /Properties,/ {3464f7a4-2444-40bl1-980a—-e0903cbad912}

. /ROOT/Control5et00l/Control/DeviceContainers/{edl17222b-f1cT-537f-9546-745658ade2e3} /Properties,/ {3464fT7a4-2444-40b1-980a8-20903cb6d812} /0008
. /ROOT/ControlSetd0l/Control/DeviceContainers,/{edl7222b-f1cT-537£-9546-745658ade2e3} /Properties/ {78c34fc8-104a-4aca—9=2a4-524d52936=257 /0069
. /ROOT/ControlSetd0l/Services,/awtojgiopxvaxgg941

Analiza uno, o varios, archivos del Registro y genera una linea de tiempo en formato ‘TLN’

#HoneyCON18

Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



Regtime

https://github.com/keydet89/Tools

BE¥ Simbolo del sisterna - cpan install DatazTimeline — O >

15085312
15085312 ~

iggfggi;C:EUSEPSHMaPCGSV'C:‘-LLISEr15‘-LI'-1.ar1c05‘-LDe5ktup‘-L#Honey[ﬂNlSETuulsHTuolsHeerPegtime.exe" -r "C:\Users\Marcos\Desktop\#HoneyCON1

1nossz1zq8 WEvidences\SYSTEM" »» "C:\Users‘\Marcos‘\Desktop'\#HoneyCON18\Reports\SYSTEM, txt"

1508531206 |REG| | M. .. ./ROOT/ControlSet00l/Control/WMI/Autologger/Autologger-Diagtrack-Listener
1508531206 |REG| | M. .. ./ROOT/ControlSet001/Control/WMI/Autologger/Antologger-Diagtrack-Listener/{0D943590-B235-5BDB-FE54—-8B9520F32FCOB}
1508531206 |REG] | [M... ./ROOT/ControlSet00l/Control/WMI/Autologger/Autologger-Diagtrack-Listener/{22FB2CD6-0ETB-422B-A0CT-2FADIFDOET16}
1508531206 IREGI I IM. .. ./ROOT/ControlSet001/Control /WMI/Autologoer/Autologoer—-Diagtrack-Listener/{2839FF94-8F12-4E1B-82E3-LAFTAFTTA450F}
A B C -
1 d Columna2 lumnas
2 1468669626 REG M... .erDDTfDri‘u’erDatabaSEj'[]EviCEIdePCIfVEN_103C&DEV_10ED
3 | 1468669709 REG M... ./ROOT/ControlSet001/Control/Power/Powersettings/F15576E8-98B7-4186-6944-EAFAGR4402D9/ DefaultPowerschemeValues
4 | 1468669657 REG M... ./ROOT/DriverDatabase/DriverPackages/vsmraid.inf_amd&4_3d2bbec45931b8232/Configurations/vsmraid/Services/vsmraid/Parameters
5 | 1468669646 REG M... ./ROOT/DriverDatabase/DriverPackages/hidirkbd.inf_amd64_8c1605d359765877/ Descriptors/HID/IrDeviceV2&COLOS
& 1508351679 REG M... .!RDDTfControISetﬂ-leEnum!USB!VID_EGEE&PI[]_0021,J'5&18f54cb?&0&1!Pr0pertiesf{SMﬁ?lﬂO-—Sc?B-dEbS—aadS-ceES?elﬁcSEe}
7 1468669626 REG M... ./ROOT/DriverDatabase/Devicelds/PCI/VEN_1000&DEV_0091
2 | 1468669709 REG M... ./ROOT/ControlSet001/Control/Power/PowerSettings/7516b95f-f776-4464-8c53-06167f40cc93/ FBDIAAGG-9553-4097-BA44-EDGEIDE5SEABS/ DefaultPowerSchemeValues/8c5e 7fda-e8bf
3 | 1468669657 REG M... ./ROOT/DriverDatabase/DriverPackages/ndisvirtualbus.inf_amd64 d43186f422629%a9/Descriptors/ROOT
10| 1468669646 REG M... ./ROOT/DriverDatabase/DriverinfFiles/compositebus.inf
11| 1468669710 REG M... ./ROOT/ControlSet001/Control/NetDiagFx/Microsoft/HostDLLs/WPPTrace/HelperClasses/wireless_dbg/Providers/{2DD11DE3-FDDE-4DAY-B57A-AF6585F 74233}
12 | 1468669709 REG M... ./ROOT/Setup/Service Reporting API/Baselines/2.0/1
13| 1468669733 REG M... ./ROOT/ControlSet001/Services/vmicvmsession/Triggerinfo/0
14| 1468669709 REG M... .!RODT,"COntroISetﬂOL"Control!Power}'PowerSettingsf54533251-82be-482£|~96c1—4?bﬁﬂb?-!IJDdO-Dj'be33?23&0[182—4145—aﬁﬁﬂ--ﬂle?dﬁdd?Oc?
15| 1468669626 REG M... ./ROOT/DriverDatabase/Devicelds/PCI/VEN_1000&DEV_0059&SUBSYS 000D15D9
16 | 1468669710 REG M... ./ROOT/ControlSet001/Control/NetDiagFx/Microsoft/HostDLLs/WPPTrace/HelperClasses/WirelessDisplay/Providers/{00000002-0dc3-401d-b3b8-05e4ecad977e}
17 | 1468669657 REG M... ./ROOT/DriverDatabase/DriverPackages/mshdc.inf_amd64 67bad2c7196330b6/Descriptors/PCI/VEN_S8086&DEV_24DB
18| 1508351687 REG M... ./ROOT/ControlSet001/Enum/DISPLAY/Default_Monitor/1&8713bca&0&UID0/Properties/{a8b865dd-2e3d-4094-ad97-e593a70c75d6}/0006
19| 1468669620 REG M... ./ROOT/DriverDatabase/Devicelds/USB/VID_(4BA&PID 4C67
20| 1468669709 REG M... ./ROOT/ResourcePolicyStore/ResourceSets/PolicySets/DefaultPPLE
21| 1468669733 REG M... ./ROOT/ControlSet001/5ervices/Spooler
22 | 1468669656 REG M... ./ROOT/DriverDatabase/DriverPackages/stexstor.inf_amd64_fefcl1160d15aa667/Descriptors/PCI/VEN_105A&DEV_8760&SUBSYS_4262105A
23| 1468669626 REG M... ./ROOT/DriverDatabase/Devicelds/*PNPOADG
24 | 1468669709 REG M... ./ROOT/ControlSet001/Control/Power/PowerSettings/54533251-82be-4824-96c1-47b60b740d00/619b7505-003b-4e82-b7a6-4dd29c300972/ DefaultPowerSchemeValues/381b4222-f694
25| 1468669657 REG M... ./ROOT/ControlSet001/Services/EventLog/System/ushser

Analiza uno, o varios, archivos del Registro y genera una linea de tiempo en formato “TLN’

@ Honey! ON
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Log Parser
https://github.com/keydet89/Tools

RecordNun B Simbole del sistera — O >
581,20174

582, 20174 o
1_5_21_“[:HUSEPSEMaPCGSV'C:‘-LUSEr15‘-LI'-1ar1c05‘1De5kt0p‘-L#H0ney[ﬂNiSHToulsETuulsHeerLogparser.exe" -i:evt -o:csv "SELECT RecordNumber,T

Frocess §

Process g0_UTCTIME(TimeGenerated),EventID,Sourcelame,Strings FROM C:\Users\Marcos\Desktop\#HoneyCON18\EvidencesiLogsi*" »> C:ilUse gStore
\Parents |ps\Marcos\Desktop\#HoneyCON18\Reports\EVTXParse_Todo 5trings.txt”

Process fctatistics:Elements processed:Elements output:Execution time: . P
Frocess § iEC

\WindowsYC ! \Users\Marcoss

Frocess 1428 (\Device\HarddiskVolumeZ\Windows\5ystem32svchost.exe) has opened key \REGISTEY\USER.S5-1-5-2Z1-3930698692-3150784357-1811628781-1001%S0FTWARE\Microsoft
\Windows\CurrentVersion\Internet Settings

Process 1428 (\Device\HarddiskVolume2\Windows\System32\svchost.exe) has opened key \REGISTRY\USER.5-1-5-21-3930698692-3150784357-1811628781-1001\S0FTWARE"Policies
“Microsoft\WindowsDataCollection

Process 1428 (\Device\HarddiskVolumeZ\Windows\System3Z2\svchost.exe) has opened key \REGISTRY\USER.S5-1-5-21-3930698692-3150784357-1811628781-1001\SOFTWARE Y Policies
‘Microsoft\Windows\CurrentVersionInternet Settings

Process 1428 (\Device\HarddiskVolume2‘\Windows\Svstem32\svchost.exe) has opened key “\REGISTRY\USER.'5-1-5-21-3930698692-3150784357-1811628781-1001\50FTWARE\Microsoft
“Internet Explorer‘\Main

Process 600 (\Device\HarddiskVolumezZ\Windows'\System3Z\svchost.exe) has opened key “REGISTRY\USER\5-1-5-21-3930698692-31507684357-1811628781-1001\System\GameConfigStore
“Children

Process 1428 (\Device\HarddiskVolumeZ\Windows\System32hsvchost.exe) has opened key “REGISTRY\USERW5-1-5-21-3930698692-3150784357-1811628781-1001\50FTWARE\Microsoft
“Internet Explorer\Security

Process 836 (\Device\HarddiskVolume2'\Windows\System32\svchost.exe) has opened key “REGISTRY\USER\5-1-5-21-3930698692-3150764357-1811628781-1001\50FTWARE \Microsoft
“Windows\CurrentVersion\Internet Settings\Connections

"

583,2017-10-20 20:23:30,1532,Microsoft-Windows-User Profiles Service,

584,2017-10-20 20:23:42,4625,EventSy=stem, 86400 | SuppressDuplicateluration|Software\Microsoft\EventSystem\EventLog

585,2017-10-20 20:23:42,6003, Wlclntfy, TrustedIn=staller

586,2017-10-20 20:23:42,153]1 ,Microsoft-WHindows-User Profiles Service,

587,2017-10-20 20:23:43, 6003, Wlclntfy, SessionEnv

588,2017-10-20 20:23:44,6000,Wlclntfy, SessionEnv

589,2017-10-20 20:23:43,5615, Microsoft-WNindows-WHI,

590,2017-10-20 20:23:45,900, 5oftware Protection Platform Service,trigger=logon;sessionid=l

591,2017-10-20 20:23:45,5617 ,Microsofc-Hindows-WMI,

§92,2017-10-20 20:23:47,1066,5o0ftware Protection Platform Service,"C:\Windows‘\system32\sppwinob.dll, msft:spp/windowsfunctionality/agent/7.0, 0x00000000, Ox00000000
C:\Windows\system32\ sppobis.dll, msft:rm/algorithm/inherited/1.0, 0x00000000, Ox00000000

\Windowsh\system32\sppokis.dll, msft:rm/algorithm/phone/1.0, 0x00000000, 0x00000000

:\Windowshsystem32\sppobjs.dll, msft:rm/algorithm/pkey/detect, O0x00000000, 0Ox00000000

Z\Windows\svstem32\sppobijs.dll, msft:spp/ActionScheduler/1.0, 0x00000000, 0Ox00000000

A\Windowshsystem32\sppobis.dll, msft:spp/TaskScheduler/1.0, 0x00000000, 0Ox000000O00

ZWindows\syvstem32\sppobis.dll, m=sft:spp/statecollector/pkey, O0x00000000, Ox00000000

A\Windows\svstem32\sppobis.dll, msft:spp/volume/services,/kms/1.0, O0x00000000, Ox00000000

A\Windowsh\system32\sppobis.dll, msft:spp/volume,/services/kms/activationinfo/1.0, 0x00000000, Ox00000000

noononon

Analiza los registros de eventos desde los archivos '.evtx'

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



Log Parser
https://github.com/keydet89/Tools

RecordNul ol Simbolo del sistema — O >
5g1,2017

582,2017 o
ggi'ggﬂC:HUSEPSHMaPCGSV'C:‘-LLISEPs‘al'-laPcu5‘1DesktcupH#Hur'|E}f[ﬂNlEHTuols‘aTouls‘aeerLugParser.exe" -i:evt -o:csv "SELECT RecordNumber,T
ses5,2017/0_UTCTIME({TimeGenerated),EventID,Sourcelame,Strings FROM C:\Users\Marcos\Desktop‘\#HoneyCON18\EvidencesiLogs\*" »»> C:\Use

586, 2017 rs\Marcos\Desktop\#HoneyCON18\Reports\EVTXParse_Todo_Strings.txt”

g;}zgizStatistics:Elements processed:Elements output:Execution time:
Ty

539, 2017/C: \Wsers\Marcos?»

590,2017-10-20 20:23:45,900, Software Protection Platform Service
591,2017-10-20 20:23:45, 5617, Microsoft-Windows-WMI

592,2017-10-20 20:23:47,1066,50ftware Protection Platform Service

593,201710 28 =0 A anno oo b eSS s I ) =

594,20171 B Simbole del sistema ) i g
595,2017

5%96,2017 ~

gg;ggizC:EUSEPSEMarc05>“C:EUSEPSEMaPcoSEDE5kt0pE#HoneyCDNlSEToolSEToolsﬁexEELogParser.Exe“ -i:evt -o:csv "SELECT RecordNumber,T

599,2017/0_UTCTIME({TimeGenerated),EventID,SourceName FROM C:‘\Users\Marcos\Desktop\#HoneyCON18\EvidencesiLogs\*" »>»> C:\Users\Marco
600,2017 s\ Desktop\#HoneyCON18\Reports\EVTXParse_Todo.txt"

gg;ggi;Statistics:Elements processed:Elements output:Execution time:

603,2017/C: \Users\Marcos>_
804,2017-10-20 Z0:24:13,10000,Microsoft-Windows-EestartManager
605,2017-10-20 20:24:14,10001, Microsoft-Windows—RestarctManager
606,2017-10-20 20:24:25,16384, Software Protection Platform Service
607,2017-10-20 20:24:25,903, 50ftware Protection Platform Service
608,2017-10-20 20:24:33,10000, Microsoft-Windows-RestartManager
609,2017-10-20 20:24:33,10001,Microsoft-Windows-RestartManager
610,2017-10-20 20:24:34,10000,Microsoft-Windows-RestartManager
611,2017-10-20 20:24:35,10001, Microsoft-Windows-RestartManager
612,2017-10-20 20:24:35,10000,Microsoft-Windows-RestartManager
613,2017-10-20 20:24:52,490,ESENT

61l4,2017-10-20 20:24:52, 636,ESENT

615,2017-10-20 20:25:02,490,ESENT

6l6,2017-10-20 20:25:02, 454, ESENT

617,2017-10-20 20:25:02,10001, Microsoft-Windows—-RestartManager
618,2017-10-20 20:25:51,8900, 5oftware Protection Platform Service
619,2017-10-20 20:25:51,1066,5o0ftware Protection Platform Service
620,2017-10-20 20:25:51,1003,5o0ftware Protection Platform Service
621,2017-10-20 20:25:51,8902, 50ftware Protection Platform Service
622,2017-10-20 20:25:51,1, SecuritcyCenter

Analiza los registros de eventos desde los archivos '.evtx'

@ Honey! ON

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



Log Parser
https://github.com/keydet89/Tools

RecordNul ol Simbolo del sistema — O >
5g1,2017

582,2017 P
gg?ggi;C:HUSEPSHMaPc05>“C:HUSEPSHMaPcu51DesktupH#HunEy[ﬂNlEHTuolsﬁToulsﬁeerLugParser.exe“ -i:evt -o:csv "SELECT RecordNumber,T
ses5,2017/0_UTCTIME({TimeGenerated),EventID,Sourcelame,Strings FROM C:\Users\Marcos\Desktop‘\#HoneyCON18\EvidencesiLogs\*" »»> C:\Use
586,2017rs\Marcos\Desktop\#HoneyCON18\Reports\EVTXParse_Todo_S5trings.txt”

g;}zgizStatistics:Elements processed:Elements output:Execution time:
Ty

539, 2017/C: \Wsers\Marcos?»

590,2017-10-20 20:23:45,900, Software Protection Platform Service
591,2017-10-20 20:23:45, 5617, Microsoft-Windows-WMI
592,2017-10-20 20:23:47,1066,50ftware Protection Platform Service

593,201710 28 =0 A anno oo b eSS s I ) =

594,20171 B Simbole del sistema ) i g
595,2017

5%96,2017 ~

gg;ggizC:EUSEPSEMarc05>“C:EUSEPSEMaPcoSEDE5kt0pE#HoneyCDNlSEToolSEToolsﬁexEELogParser.Exe“ -i:evt -o:csv "SELECT RecordNumber,T

599,2017/0_UTCTIME({TimeGenerated),EventID,SourceName FROM C:‘\Users\Marcos\Desktop\#HoneyCON18\EvidencesiLogs\*" »>»> C:\Users\Marco
600,2017 s\ Desktop\#HoneyCON18\Reports\EVTXParse_Todo.txt"
601,200 Mo tatistics:Elements processed:Elements output:Execution time:

602,2017
603,2017/C: \Users\Marcos>_

804,2017-10-20 Z0:24:13,10000,Microsoft-Windows-EestartManager
605,2017-10-20 20:24:14,10001, Microsoft-Windows—RestarctManager
606,2017-10-20 20:24:25,16384, Software Protection Platform Service

607,201 71020 202420 002 Cafea Dot i D] st ern, O newrd

608,20171 & Simbele del sistema ) - "
§09,2017

6l10,2017

:iiggi;C:EUsersEMarcus}”C:EUSEPSEMaPcD51DE5ktupE#HDneyCDNlEETDDlSETGDlSEEKEELDgParser.exe” -irevt -o:csv "SELECT RecordNumber,T

613,2017{0_UTCTIME( TimeGenerated),EventID,Sourcellame FROM C:\Users\Marcos\Desktop\#HoneyCON18\EvidencesiLogs\Application.evix" »>
614,20171 "C:\Users\Marcos\Desktop\#HoneyCON18\ReportsiLogParser_Application.txt”

gi?ggi;Statistics:Elements processed:Elements output:Execution time:

617, 2017/C: \Users\Marcos>"C: \Users\Marcos\Desktop\#HoneyCON18\Tools\Tools\exe\LogParser.exe" -i:evt -o:csv "SELECT Recordiumber,T
618,2017{0_UTCTIME({TimeGenerated),EventID,Sourcelame FROM C:\Users\Marcos\Desktop\#HoneyCON18\EvidencesiLogs\Security.evix” »> "C
& o201 7: \Users\Marcos\Desktop\#HoneyCON18\Reports\LogParser_Security.txt”

Gzﬂ2017Statistics:Elements processed:Elements output:Execution time:

622,2017{C:\Useps\Marcos»

Analiza los registros de eventos desde los archivos ".evtx'

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



Log Parser
https://github.com/keydet89/Tools

A B C D E -

1 TO UTCTIME({TimeGeneratecBd EventiD B SourceName
2 123 18/10/2017 19:00 227 Microsoft-Windows-AppReadiness Marcos | install::Microsoft.WindowsMaps_8wekyb3dsbbwe | 3
3 (315 20/10/2017 20:23 200 Microsoft-Windows-DeviceSetupManager
4 129990 20/10/2017 20:25 175 Microsoft-Windows-Diagnosis-DPS {11‘36801C—0AOF—4D3D-‘32?5—012F44DI315;&B}|{2&5CC810—2DDD-43I31—A‘36E—
5 1183 19/10/2017 20:01 5313 Microsoft-Windows-GroupPolicy Directiva de grupo local
6 |265 18/10/2017 18:46 62144 Microsoft-Windows-Shell-Core Microsoft.BingWeather_8wekyb3d8bbwe |Instalando|0
7 564 18/10/2017 19:19 62171 Microsoft-Windows-5hell-Core 0| InitializeBrowserSsoCookie
g |22 19/ A B c D adows\AppRepository\StateRepos
g 188 iR B [RecordNumber B4 70_UTCTIME(TimeGenerated) B4 EventiD B SourceName |~ llBac} | @Microsoft.ZuneMusic_3.6.
10 |37 18/: 2 211 19/10/2017 20:02 3052 Microsoft-Windows-PushMaotifications-Platform | DESKTOP-ICDAIVS| | 824 | Unk
11 |536 18/ 3 586 18/10/2017 18:37 447 Microsoft-Windows-AppXDeployment-Server
12 |14 18/: 4 996 18/10/2017 18:46 822 Microsoft-Windows-AppXDeployment-Server
13 1061 18/ 5 |30663 20/10/2017 20:25 175 Microsoft-Windows-Diagnosis-DP3 ft.DesktopApplnstaller_1.5.2600
14 1329 18f: © |280 18/10/2017 18:47 6067 Microsoft-Windows-SettingSync tication::UserHostAuthenticatic
15 1167 18/; 7 1357 18/10/2017 18:46 613 Microsoft-Windows-AppXDeployment-Server it found: EmajiMFU [fMarkDefau
16 120711 20/: 8 |90 18/10/2017 18:39 375 Microsoft-Windows-ApplicationResourceManagementSystem B}| {40A03229-41E0-4FBC-BFD8-€
17 /29586 20f: 9 |1955 18/10/2017 19:00 8106 Microsoft-Windows-AppXDeployment-Server B}| {249C9718-ABSB-4073-864F-5
18 1111 18/ 10 20097 20/10/2017 20:25 175 Microsoft-Windows-Diagnosis-DPS bwe
19 19 18/: 11 |164 18/10/2017 19:21 5325 Microsoft-Windows-GroupPolicy
20 (192 18/; 12 |1396 18/10/2017 18:46 813 Microsoft-Windows-AppXDeployment-Server ewSn1h2txyewy|0|0.6518007
21 |94 18/ 13221 18/10/2017 18:36 613 Microsoft-Windows-AppXDeployment-Server tication::UserHostAuthenticatic
22 1432 18/ 14 (193 19/10/2017 20:01 5340 Microsoft-Windows-GroupPolicy
23 11209 18/; 15 |295 18/10/2017 19:19 6115 Microsoft-Windows-Liveld .23901.0_x64  Bwekyb3dsbbwe
24 (307 18/: 16 |29817 20/10/2017 20:25 175 Microsoft-Windows-Diagnosis-DPS IDCRL" version="1.0"/><Authent
25 130307 20/; 17 |627 19/10/2017 20:01 62171 Microsoft-Windows-Shell-Core B}| {36EAFD13-5471-4295-8290-5

12 131194 20/10/2017 20:25 175 Microsoft-Windows-Diagnosis-DPS

191293 20/10/2017 20:23 8001 Microsoft-Windows-GroupPolicy

20 588 20/10/2017 20:24 2028 Microsoft-Windows-Liveld

21263 18/10/2017 18:36 613 Microsoft-Windows-AppXDeployment-Server

22 11783 18/10/2017 19:00 603 Microsoft-Windows-AppXDeployment-Server

23 |797 18/10/2017 18:46 303 Microsoft-Windows-AppReadiness

24 |A78 18/10/2017 18:36 613 Microsoft-Windows-AppXDeployment-Server

25 (1751 18/10/2017 19:00 10000 Microsoft-Windows-AppXDeployment-Server

Analiza los registros de eventos desde los archivos '.evtx'

@ Honey! ON

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



EVTX Parse

https://github.com/keydet89/Tools

B Simbole del sistema — O >
150853101

150853101 ~

jégf:gigc:\Users\Marc05>“C:\Users\Marcu5\Deskt0p\#HuneyCDN1SETuulskTuuls\exeﬂeutxparse.exe“ "C:\Users\Marcos\Desktop\#HoneyCON18

1ngsszigdWReportsiLogParser_Application.txt™ »» "C:i\Users\Marcos\Desktop\#HoneyCON18\Reports\EVTXParse_Application.txt"”
150853103
150853109 s \Users\Marcos»"C: \Users\Marcos\Desktop\#HoneyCON18\Tools\Tools\exe\evixparse.exe” "C:\Users\Marcos\Desktop\#HoneyCON1S

jjggggiilﬁepnPtSELngPaPSEP_SecuPity.txt“ »» "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\EVTXParse_Security.txt"”

150853104, . S—
1508531025 |EVIX| | [Microsoft-Windows-WMI/5617;
1508531027 |EVIX| | | Software Protection Platform Service/1066;
1508531027 |EVTX| | | Software Protection Platform Service,1003;
1508531027 |EVIX| | | Software Protection Platform Service,/902:
1508531032 |EVTX| | | Software Protection Platform Service/1003;
1508531032 |EVTX| | | Software Frotection Flatform Service,1003;
1508531032 |EVTIX| | | Software Protection Platform Service/8198;
1508531034 |EVTX| | |Windows Error Reporting/1001;
1508531034 |EVIX| | |Windows Error Reporting/1001;
1508531034 |EVIX| | |[ESENT/102;

1508531034 |EVTX| | |[ESENT/105;

1508531034 |EVIX| | |[ESENT/326;

1508531035 |EVIX| | |Windows Search Service/1003;

1508531053 |EVTX| | |Microsoft-Windows-RestartManager/10000;
1508531054 |EVIX| | |Hicrosoft-Windows-RestartManager/10001;
1508531065 |EVTX| | | Software Protection Platform Service/16384;
1508531065 |EVIX| | | Software Protection Platform Service/303;
1508531073 |EVIX| | |Hicrosoft-Windows-RestartManager/10000;
1508531073 |EVTX| | |Hicrosoft-Windows-RestartManager/10001;
1508531074 |EVIX| | |Hicrosoft-Windows-RestartManager/10000;
1508531075 |EVIX| | |Hicrosoft-Windows-RestartManager /10001 ;
1508531075 |EVTX| | |MHicrosoft-Windows-RestartManager/10000;
1508531092 |EVIX| | |[ESENT/490;

1508531092 |EVIX| | |[ESENT/636;

1508531102 |EVTX| | |[ESENT/490;

1508531102 |EVIX| | |[ESENT/454;

1508531102 |EVTIX| | |Hicrosoft-Windows-RestartManager/10001;
1508531151 |EVTX| | |Software Protection Platform Service/300;
1508531151 |EVIX| | |Software Protection Platform Service/1066;
1508531151 |EVTX| | | Software Protection Platform Service/1003;
1508531151 |EVTX| | |Software Protection Platform Service/30Z;
1508531151 |EVTIX| | | SecurityCenter/1;
1508531153 |EVTX]| | | SecurityCenter,/15;

Parsea la salida del comando LogParser

@ Honey! ON

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



TSK, (The SleuthKit)

https:/ /www.sleuthkit.org/sleuthkit/download.php

B Simbole del sistema — O >
0|/%Ater

o|/sacerlC:Users\Marcos»"Ci\Users\Marcos \Desktop\#HoneyCON18Y\Tools \sleuthkit-4.6.2-win32\bin\fls.exe" -i raw -f ntfs -b 512 -rpl ~

gHgE:gg -m / "C:\Users\Marcos\Desktop\#HoneyCON18\Evidences\Win1@x64.888" >» "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\FLSWi

OusBam:n_winiaxﬁd_Budy.txt“
01/$Bitmd, - , , S . . .
0|/%Bitmap|6-128-4|r/rr-xr-xr-x| 0|0 639296 | 1508354468 | 1508354468 | 1508354468 | 1508354468

0|/$Boot (SFILE NAME) |7-48-2|r/rr-xr-xr-x|48|0|76|1508354468 | 1508354468 | 1508354468 | 1508354466
0|/%Boot|7-128-1|r/rr-xr-xr-x|48|0|8192| 1508354468 | 15085354468 | 1508354468 | 1508354468

0|/$Extend (SFILE WAME) |11-48-3|d/dr-xr-xr-x|0|0|80|1508354468 1508354468 |1508354468 1508354468
0]/SExtend|11-144-4|d/dr-xr-xr-x|0|0]| 6561508354468 | 1508354468 | 1508354468 | 1508354468

0|/$Extend/$Deleted (S$FILE MAME) |24-48-1|d/dr-xr-xr-x|0|0|82|1508354469|1508354469|1508354469|1508354469
0|/$Extend/$Deleced|24-144-2 |d/dr-xr-xr-x|0]| 0|48 | 1508354469 | 1508354469 | 1508354469 | 1508354469

0|/$Extend/$0biId (SFILE NAME) |26-48-1|r/rr-xr-xr-x|0]0|78]|1508354469| 1508354469 1508354469 1508354469
0|/%Extend/SC0biId:$0|26-144-5|r/rr-xr-xr-x|0|0|56| 1508354469 | 1508354469 | 1508354469 | 1508354469

0|/%$Extend/$Quota (SFILE MNAME) |25-48-1|r/rr-xr-xr-x|0]|0|78|1508354462|1508354469|1508354469|1508354469

0]/S8Extend/SQuota: 50|25-144-3 | o/ rr-xr-xr-x|0|0| 881508354469 1508354469 1508354469 1508354469

0|/%Extend/SQuota: $Q|25-144-2 |r/rr-xr-xr-x|0|0|208 | 15085354469 | 1508354469 | 1508354469 1508354469

0|/$Extend/$Reparse (S$FILE NAME) |27-48-1|r/rr-xr-xr-x|0|0|82]|1508354469| 1508354469 1508354469 | 1508354469
0|/SExtend/SReparse:SR|27-144-5|o/rr-xr-xr-x|0| 0|56 | 1508354469 1508354469 |1508354469 1508354469

0|/$Extend/$RmMetadata (SFILE NAME) |28-48-1|d/dr-xr-xr-x|0|0|88|1508354469|1508354469|1508354469| 1508354469
0|/SExtend/SEnMetadata|28-144-2|d/dr-xr-xr-x|0|0|336| 1508354469 | 1508354469 | 1508354469 | 1508354469

0|/$Extend/S$RuMetadata/$Repair ($FILE NAME) |29-48-1|r/rr-xr-xr-x|0|0|80|1508354469|1508354469| 1508354469 1508354489
0|/%Extend/SRmMetadata/$Repair|29-128-4|r/rr-xr-xr-x|0|0]|0| 1508354469 | 1508354469 | 1508354469 | 1508354469
0|/SExtend/SEnMetadata/SRepair: SConfig|29-128-2 |r/rr-xr-xr-x|0|0|8| 1508354469 | 1508354469 | 1505354469 | 1508354469
0|/%Extend/SRmMetadata/SRepair: $Corrupt |29-128-6|r/rr-xr-xr-x|0|0| 8388608 | 1508354469 | 1508354469 | 1508354469 | 1508354469

0| /$Extend/$RmMetadata/$Repair: $Verify|29-128-8 | r/rr-xr—-xr-x|0|0]| 1048576 | 1508354469 | 1508354469 | 1508354469 | 1508354469

0|/$Extend/SRnMetadata/$Txf (SFILE NAME) |31-48-1|d/dr-xr-xr-x|0]0]74|1508354469|1506354469] 1506354469 |1508354469
0|/%Extend/SRmMetadata/STxE|31-144-2 |d/dr-xr-xr-x|0]0| 48| 1508354469 | 1508354469 | 1508354469 | 1508354469

0|/$Extend/$RnMetadata/$Txflog (SFILE MEME) |30-48-1|d/dr-xr-xr-x|0|0|80]|1508354469| 1508354469 1508354469 | 1508354469
0|/SExtend/SEmMetadata/STxflog| 30-144-2 |d/dr-xr-xr-x|0|0| 5681508354470 |1508354470| 1508354470 1508354469

0|/$Extend/$RuMetadata/$Txflog/$Tops ($FILE NAME) |32-48-1|r/rr-xr-xr-x|0|0|76|1508354469 1508354469 |1508354469 | 1508354469
0|/SExtend/SEnMetadata/STxfLog/ $Taps |32-128-2 |r/rr-xr-xr-x|0]0]100| 1508354469 | 1508354469 | 1508354469 | 1505354469
0|/%Extend/SRmMetadata/STxfLog/STops: 8T |32-1268-4 | r/rr—xr-xr-x|0|0| 1048576 | 1508354469 1508354469 | 1508354469 | 1508354469
0|/$Extend/$RmMetadata/$Txflog/S$Txflog.blf (SFILE NAME) |33-48-2|r/rrwxrwxrwx|0|0|88| 1508354470 (15083544 70|1508354470|1508354470
0|/SExtend/SEnMetadata/STxflog/STxfLlog.b1f|33-128-1 |/ rrwxrwxrwx |0|0| 65536 | 1508354470 1508531211 1508531211 1508354470
0|/$Extend/S$RuMetadata/$Txflog/$TxfLogContainer00000000000000000001 ($FILE MAME) |$4-48-2 |r/rrwxrwxrwx|0]|0|138|1508354470|1508354470|1508354470| 1508354470
0]/$Extend/$RmMetadata/$TxfLog/ $TxfLogContainer00000000000000000001|34-128-1 |/ rruxrwrrwx|0]|0|10485760 1508354470 1508531211 1508531211 1508354470
0|/S$Extend/$RnMetadata/$TxfLog/ $TxfLogContainer00000000000000000002 (SFILE NAME) |35-48-2 |r/rrwxrwxrwx |0|0|138|1508354470|1508354470|1508354470]1508354470
0|/%Extend/SRmMetadata/S$TxfLog/ $TxfLogContainer00000000000000000002 |35-128-1 | r/rruxrwxrwx | 0| 0| 10485760 15085354470 | 1508355258 | 1508355258 | 1508354470
0|/%$Extend/$UsnIrnl ($FILE NAME) [45993-48-1|r/rr-xr-xr-x|0|0|82|1508351676| 1508351678 |1508351678| 1508351678

0]/S8Extend/SUanJrnl: 57| 45993-128-3 | r/rr-xr-xr-x|0|0] 9819416 | 15085351678 | 1508351678 | 1508351678 | 1508351678

0|/%Extend/SUsndrnl: $Max | 45995-128-10|r/rr-xr-xr-x|0|0|32| 1508351678 | 1508351678 | 1508351678 | 1508351678
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TSK, (The SleuthKit)

https:/ /www.sleuthkit.org/sleuthkit/download.php

B Simbole del sistema — O >
0|/%Ater

o|/sacerlC:Users\Marcos»"Ci\Users\Marcos \Desktop\#HoneyCON18Y\Tools \sleuthkit-4.6.2-win32\bin\fls.exe" -i raw -f ntfs -b 512 -rpl ~

gHgE:gg -m / "C:\Users\Marcos\Desktop\#HoneyCON18\Evidences\Win1@x64.888" >» "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\FLSWi

0|/sBaacin_Winlex64 Body.txt"
0]/¢Bicmd, - , , — , , ,
0|/%Bitmap|6-128-4|r/rr-xr-xr-x| 0|0 639296 | 1508354468 | 1508354468 | 1508354468 | 1508354468
01/$Boot (SFILE NEME) |7-48-2|r/rr—xr-xr-x|48|0|76]|1508354468|1508354468|1508354468| 1508354468
01/8Boot17-128-1lr/rr-xr-xr-x148101819211508354468115083544681150835446811508354468

1 |Mon Dec 311979 23:00:00 349186 m...r/rrwxrwxrwx 0 0 93738-128-1 /Users/Marcos/Downloads/Twitter-Cabecera.jpeg
2 43504 m... rfrrwxrwrwx 0 0 93739-128-1 /Users/Marcos/Downloads/Twitter-Perfil.jpeg
3 31790 m... rfrrwxrwxrwx 0 0 93749-128-1 f/Users/Marcos/Downloads/Logo - Cibercooperantes.png
4 22028 m... rfrrwxrwxrwx 0 0 93750-128-1 fUsers/Marcos/Downloads/Logo - Cibervoluntarios.png
1]
n

51221 m... r/rrwxrwxrag 0 93751-128-1 /Users/Marcos/Downloads/Logo - FWHIBBIT.png

340420 Pl rarvnere 0 aA1N7 122 A fllcare fMlarenc iDnunlaadc Muittar Cohorars inao WKCEY

3
4]
7 B Simbole del sistema — O >
8
g

C:\Users\Marcossperl "C:\Users\Marcos\Desktop\#HoneyCON18\Tools\sleuthkit-4.6.2-win32\bin\mactime.pl" -b "C:\Users\Marco
syDesktoph#HoneyCON18\Reports\FLSWin_Winl@x64 Body.txt" »» "C:\Users‘\Marcos\Desktop‘\#HoneyCON18\Reports\FLSWin_Winl@x64_
Body.csv"

TP TTVEAT YW AT VWA w = i RS el e - RS b EUS A SRS R S I ) EE IS S P TR TN I ST T R T TEC I HIVIE |

12 22312 m... rfrrwxrwxrwx 0 0 94219-128-4 fUsers/Marcos/Downloads/Logo - Cibervoluntarios.png.WNCRY

13 132mo.rfrrwxrwxrwx 0 0 94219-48-5 /Users/Marcos/Downloads/Logo - Cibervoluntarios.png. WMNCRY (SFILE NAME)
14 51512 m... rfrrwxrwxrwx 0 0 94220-128-4 [Users/Marcos/Downloads/Logo - FWHIBBIT.png. WNCRY

15 116 m... rfrrwxrwxrwx 0 0 94220-48-5 /Users/Marcos/Downloads/Logo - FWHIBBIT.png. WNCRY (SFILE_ NAME)

16 |Fri Dec 31 1999 23:00:00 3197106 ma.b r/rrwxrwsxrwx 0 0 94296-128-3 /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/libeay32.dll
17 719217 ma.b rfrrwxrwxrwx 0 0 94297-128-4 /ProgramData/awtojgiopxvsxggd4l/TaskData/Tor/libevent-2-0-5.dll

18 417759 ma.b rfrrwxrwxrwx 0 0 94298-128-4 /ProgramData/awtojgiopxvsxggd4l/TaskData/Tor/libevent_core-2-0-5.dll
19 411369 ma.b rfrrwxrwxrwx 0 0 94299-128-4 /ProgramData/awtojgiopxvsxggd4l/TaskData/Tor/libevent_extra-2-0-5.dl
20 523262 ma.b rfrrwxrwxrwx 0 0 94300-128-4 /ProgramData/awtojgiopxvsxggd4l/TaskData/Tor/libgee_s_sjlj-1.dll

21 92599 ma.b r/rrwxrwxrwx 0 0 94301-128-3 /ProgramData/awtojgiopxvsxggd4l/TaskData/Tor/libssp-0.dll

22 711459 ma.b rfrrwxrwxrwx 0 0 94302-128-3 /ProgramData/awtojgiopxvsxgg941/TaskData/Tor/ssleay32.dll

23 3098624 ma.b rfrrwxrwxrwx 0 0 94303-128-3 /ProgramData/awtojgiopxvsxggd4l/TaskData/Tor/tor.exe

24 107520 ma.b rfrrwxrwxrwx 0 0 94304-128-3 /ProgramData/awtojgiopxvsxgg941/TaskData/Tor/zlib1.dll

25 3098624 m... rfrrwxrwxrwx 0 0 94305-128-1 /ProgramData/awtojgiopxvsxggd4l/TaskData/Tor/taskhsve.exe

Lista los archivos y los nombres de directorios en un sistema de archivos
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TSK, (The SleuthKit)

https:/ /www.sleuthkit.org/sleuthkit/download.php

1 |Date,Size, Type,Mode,UID,GID,Meta,File Name

Mon Dec 31 1979 23:00:00,349186,m...,r/rrwxrwxrwx,0,0,93738-128-1,"/Users/Marcos/Downloads/Twitter-Cabecera.jpeg"

Mon Dec 31 1979 23:00:00,43504,m....r/rrwxrwxrw,0,0,93739-128-1," fUsers/Marcos/Downloads/ Twitter-Perfil.jpeg"

Mon Dec 31 1979 23:00:00,31790,m...,r/rrwxrwxrwx,0,0,93749-128-1," /Users/Marcos/Downloads/Logo - Cibercooperantes.png”

Mon Dec 31 1979 23:00:00,22028,m....r/rrwxrwxrwx,0,0,93750-128-1," fUsers/Marcos/Downloads/Logo - Cibervoluntarios.png”

Mon Dec 31 1979 23:00:00,51221,m...,r/rewxrwxrwx,0,0,93751-128-1," /Users/Marcos/Downloads/Logo - FWHIBBIT.png"

Mon Dec 31 1979 23:00:00,349480,m....r/rrwxrwxrax,0,0,94107-128-4, " fUsers/Marcos/Downloads/ Twitter-Cabecera.jpeg. WNCRY"

Mon Dec 31 1979 23:00:00,120,m...,r/rrwxrwxnwvx,0,0,94107-48-5," /Users/Marcos/Downloads/Twitter-Cabecera.jpeg. WNCRY (SFILE_NAME)"

Mon Dec 31 1979 23:00:00,43784,m....r/rrwxrwxrwx,0,0,94109-128-4," fUsers/Marcos/Downloads/Twitter-Perfil.jpeg. WNCRY"

Mon Dec 31 1979 23:00:00,116,m...,r/rrwxrwxrnwvx,0,0,94109-48-5," {Users/Marcos/Downloads/ Twitter-Perfil. jpeg. WNCRY [SFILE_NAME)"

Mon Dec 31 1979 23:00:00,32072,m....r/rrwxrwxrw,0,0,94218-128-4," fUsers/Marcos/Downloads/Logo - Cibercooperantes.png. WNCRY"

Mon Dec 31 1979 23:00:00,132, m....r/rrwxrwxnwvx,0,0,94218-48-5," /Users/Marcos/Downloads/Logo - Cibercooperantes.png. WMNCRY [SFILE._ MAME)"
Mon Dec 31 1979 23:00:00,22312,m....r/rrwxrwxrws,0,0,94219-128-4," fUsers/Marcos/Downloads/Logo - Cibervoluntarios.png. WNCRY"

Mon Dec 31 1979 23:00:00,132, m....r/rrwxrwxrwvx,0,0,94219-48-5," /Users/Marcos/Downloads/Logo - Cibervoluntarios.png. WMNCRY [SFILE._ NAME)"
Mon Dec 31 1979 23:00:00,51512,m....r/rrwxrwxrwx,0,0,94220-128-4," fUsers/Marcos/Downloads/Logo - FWHIBBIT.png. WNCRY"

Mon Dec 31 1979 23:00:00,116,m...,r/rrwxrwxnwx,0,0,94220-48-5," {Users/Marcos/Downloads/Logo - FWHIBBIT.png. WNCRY (SFILE_ NAME)"

Fri Dec 31 1999 23:00:00,3197106,ma.b,r/rrasrwxrwx, 0,0,94296-128-3," /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/libeay32.dII"

Fri Dec 31 1999 23:00:00,719217,ma.b, r/rrwxrwxrwx,0,0,94297-128-4," /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/ libevent-2-0-5.d11"

Fri Dec 31 1999 23:00:00,417759,ma.b, r/rrwsxrwxrwx,0,0,94298-128-4," /ProgramData/awtojqiopxvsxggd41/TaskData/Tor/ libevent_core-2-0-5.dII"

=T - - I - IR T SR

F IR SR (8]

I- L I- FI L

Fri Dec 3 —t -t .

Fripecd Bl Simbole del sistema _ O >

FriDec 3

Frinecfc:wsepswapcgpperl "C:\UsersiMarcos\Desktop\#HoneyCON18\Tools\sleuthkit-4.6.2-win32\bin\mactime.pl” -d -b "C:‘\Users\Ma
Fr!neciPcc,5\.LDes,ktgp&#HuneyCDNiE‘aRepurts‘\FLSI-fin_l-finiaxEri_Bud}r.txt-- »» "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\FLSWin Window
Fribeciciax64 Delimited.csv”

0 W 00 =] h LN

ra

I

il kL i BN % NN o I o B L |
w

411369 ma.b rfrrwxrwxrwx 0 94299-128-4 [ProgramData/awtojgiopxvsxggd41/TaskData/Tor/libevent_extra-2-0-5.dll
94300-128-4 /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/libgee_s_sjlj-1.dll
92599 ma.b r/rrwxrwxrwx 0 94301-128-3 /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/ libssp-0.dlI

]
523262 ma.b r/frmwxrwxrwx 0 0
0
711459 ma.b rfrrwxrwxrwx 0 0 94302-128-3 /ProgramData/awtojgiopxvsxgg941/TaskData/Tor/ssleay32.dll
]
]
]

IR =R = - R ¥ ]

ra

(V5]

3098624 ma.b r/rrwxrwxrw 0 94303-128-3 /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/tor.exe
94304-128-3 /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/zlib1.dll

94305-128-1 /ProgramData/awtojgiopxvsxggd41/TaskData/Tor/taskhsvc.exe

=

107520 ma.b rfrrwxrwxrw 0

ra o ra o rara

L

3098624 m... rfrrwxrwxrwx 0
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https:/ /www.sleuthkit.org/sleuthkit/download.php

TSK, (The SleuthKit)

Date,Size, Type,Mode,UID,GID,Meta,File Name

Mon Dec 31 1979 23:00:00,349186,m...,r/rrwxrwxrwx,0,0,93738-128-1,"/Users/Marcos/Downloads/Twitter-Cabecera.jpeg"

Mon Dec 31 1979 23:00:00,43504,m...
Mon Dec 31 1979 23:00:00,31750,m...
Mon Dec 31 1979 23:00:00,22028,m..
Mon Dec 31 1979 23:00:00,51221,m..

rfrrwsrwxrwx,0,0,93739-128-1," /Users/Marcos/Downloads/ Twitter-Perfil. jpeg"
rfrrwxrwxrwx,0,0,93749-128-1," /Users/Marcos/Downloads/Logo - Cibercooperantes.png"”
LFfrmarwenwx,0,0,93750-128-1, " fUsers/Marcos/Downloads/Logo - Cibervoluntarios.png"
Lhfrrwesrwxnwx,0,0,93751-128-1," /Users/Marcos/Downloads/Logo - FWHIBBIT.png"

Mon Dec 31 1979 23:00:00,349480,m....r/rrwxrwxrax,0,0,94107-128-4, " fUsers/Marcos/Downloads/ Twitter-Cabecera.jpeg. WNCRY"

A

Sat Jul 16 2016 08:04:24
Sat Jul 16 2016 03:04:27
Sat Jul 16 2016 08:24:46
Sat Jul 16 2016 11:31:30
Sat Jul 16 2016 11:46:17
Sat Jul 16 2016 13:36:29
Sat Jul 16 2016 13:38:07
Sat Jul 16 2016 13:40:29
Sat Jul 16 2016 13:42:13
Sat Jul 16 2016 13:42:14
Sat Jul 16 2016 13:42:17
Sat Jul 16 2016 13:42:13
Sat Jul 16 2016 13:42:24
Sat Jul 16 2016 13:42:30
Sat Jul 16 2016 13:42:39
Sat Jul 16 2016 13:42:40
Sat Jul 16 2016 13:43:14
Sat Jul 16 2016 13:43:50
Sat Jul 16 2016 13:45:36
Sat Jul 16 2016 14:37:51
Sat Jul 16 2016 21:54:56
Sun Jul 17 2016 00:38:00
Sun Jul 17 2016 00:38:10

#HoneyCON18

B C D
H Type ﬂ Mode

56 ...b dfdrwxrwxrwx
374112 ma.b  rfrrwsrawerw
13653 m... /WX MWX MW
24392 m... I/ WX rWX WX
9416 m... /WX nwxnwx
1587 .a.b /MW rWX MW
131 ...b /MW MWX MW
109 ma.. /WMWY MW
87040 ma.b  r/rrwxrwxrwx
17408 ma.b  rfrrwxrwxrw
6144 ma.b  rfrrwxrwxrwx
577536 ma.b  rfrrwxrwxrwx
384 ma.b  dfdrwxrwxrwx
70000 ma.b  rfrrwxnanocrne
60928 ma.b  rfrrwxrwxrw
152 ma.b  dfdrwxrwxrax
1315 ma.b  rfrrwxrwxnwx
19968 ma.b  rfrrwxrarn
317 ma.. /WX rwWXnwx
4289938 .a.. r/FrwXrwxnwx
9417 m... /MW rWX MW
261 ..b /MW MWX MW
462 ma.. /WX MWX MW

O C \V O \/

E

B uin B cio Bl meta

(=]

L= e e e R T e Y e o e e e . s Y e o s o o Y o Y o R

G

0 47936-128-4
0 36057-128-8
0 40888-128-8
0 42122-128-8
0 42108-128-4
0 76540-128-1
0 770604-128-1
0 53485-128-4
0 45521-128-3
0 45711-128-4
0 46532-128-4
0 12073-144-1
0 31253-128-3
0 48251-128-3
0 11014-144-1
0 57009-128-4
0 4p474-128-4
0 34543-128-1
0 66685-128-4
0 37484-128-8
0 74857-128-1
0 84270-128-4

[ &5 &

ﬂ File Name
0 14865-144-12 /Windows/WinSxS/Manifests

fwindows/WinSxS/amd64_microsoft-windows-d..gement-winproviders_31bf3856ad364e35_10.0.14393.0_none_edc225
/Windows/servicing/Packages/Microsoft-Client-License-Platform-Package™31bf3856ad364e35~amd64™+10.0.14393.0.ca;
/Windows/System32/CatRoot/{F750E6C3-38EE-11D1-85E5-00C04FC295EE} Microsoft-Windows-Multilingual-windows-Ps
/Windows/servicing/Packages/Microsoft-Windows-SecConfig-Package™31bf3856ad364e35~amd64™~~10.0.14393.0.cat
[/windows/servicing/Packages/Microsoft-Windows-SearchEngine-Client-Package-base™31bf3856ad364e35~amd64™~~10.
/Windows/WinSxS/Manifests/amd64_microsoft-windows-o..-winsock-deployment_31bf3856ad364e35_10.0.14393.0_n¢
/Windows/WinSx5/Manifests/famde4_microsoft-windows-powershell-preloc_31bf3856ad364e35 10.0.14393.0_none_fe
/Windows/System32/ro-RO/msimsg.dll.mui
/windows/WinSxS/amd&4_microsoft-windows-ktmutil_31bf3856ad364e35_10.0.14393.0_none_b5fe639917db7cd 7/ ktmi
/Windows/System32/microsoft-windows-storage-tiering-events.dll

[Windows/System32/RMActivate.exe

/Windows/WinSxSfamde4 microsoft-windows-synchost_31bf3856ad364e35 10.0.14393.0 none 96f5789413450b4a
/Windows/Fonts/app950.fon
/Windows/WinSx5/amd&4_microsoft-windows-rasbase-core_31bf3856ad364e35_10.0.14393.0_none_5f5ae511dacclcfa/
fWindows/WinSx5/amd64_microsoft-windows-printing-oleprn_31bf3856ad364e35_10.0.14393.0_none_as9b47d575f543
[Windows/WinSxS/amd64_microsoft-windows-c..ssets.icons.cortana_31bf3856ad364235_10.0.14393.0_none_323e6efgc
/Windows/WinSx5/amd64_microsoft-windows-recoverycenter-core_31bf3856ad364e35 10.0.14393.0 none_3860cb0b7
/Windows/Microsoft. NET/Framework64,/v4.0.30319/ASP.NETWebAdminFiles/App Data/GroupedProviders.xml
/windows/WinSx5/Backup/wow64_microsoft-windows-directui_31bf3856ad364e35_10.0.14393.0_none_eebf097a39a9¢
/Windows/servicing/Packages/Microsoft-OneCore-NowPlayingSessionManager-shell-Package™~31bf3a56ad364e35~ame
fWindows/ WinSxS/Manifests/amd64_microsoft-windows-idctris.resources_31bf3856ad364e35_10.0.14393.0_es-es_f77:
/Windows/WinSxS/Manifests/wow64 microsoft-windows-n..-security.resources_31bf3856ad364e35 10.0.14393.0 es-e

W TaTaFait) Aip Rdonifo a 2 cofig racn = aTi dso A0 14205 0 oo o a (h2044 25 o
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Plaso
https://github.com/log2timeline /plaso/releases

SV

B¥ Simbolo del sisterna - "C\Users\Marcos\Desktop'\#HoneyCON18\Tools\plaso-20170930-amd64\ psteal.exe” -o 12tcsv --source C\Users\Marcos\Deskto... — O x

L]

C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Toolshplaso-28178938-amd64d \psteal.exe” -o 12tcsv --source C:h\Usersh
Marcos'\Desktop\#HoneyCON18\Evidences\ImagenDiscoMOOC -w C:\Users‘\Marcos‘\Desktop\#HoneyCON18\ReportsiPlaso Linux Psteal.c

A

Ldate,time,timezone,MACB,s0urce,sourcetype,type,user,host,short,desc,version,fiIename,inode,notes,format,extra

1

2 12/30/1899,00:00:00,UTC,M....,PLSRecall,PL/SQL Developer Recall file,Content Modification Time,SH NAME

3 |tcpd \- access control ,team-0002,541611054 SH NAMEtcpd \- access control facility for internet services.SH DE...,Sequence number: 541611054 Username: SH NAMEtcpd \- access control Database name: facility for ir

4 |01/01/1970,00:00:00,UTC,M...,FILE,GZIP Content Modification Time,Content Modification Time,-,team-0002,/usr/share/man/man3/Perl4::CoreLibs.3pm.gz,GZIP:/ usr/share/man/man3/Perl4::CoreLibs.3pm.gz Type: fil
01/01/1970,00:00:00,UTC,M...,FILE,GZIP Content Modification Time,Content Modification Time,-,team-0002, fusr/share/man/man1/smtp-sink.1.gz,GZIP:/usr/share/man/man1/smtp-sink.1.gz Type: file,2,GZIP:fusr/sh;
01/01/1970,00:00:00,UTC,M...,FILE,GZIP Content Modification Time,Content Modification Time,-,team-0002,/usr/share/man/manl/setfacl.1.gz, GZIP:{usr/share/man/manl/setfacl.1.gz Type: file,2,GZIP:fusr/share/mz

01/01/1970,00:00:00,UTC,M...,FILE,GZIP Content Modification Time,Content Modification Time,-,team-0002,/usr/share/doc/liblogging-stdlogd/changelog.Debian.gz, GZIP:/usr/share/doc/liblogging-stdlog0/changelog

5
6
7 |01/01/1970,00:00:00,UTC,M...,FILE,GZIP Content Modification Time,Content Modification Time,-,team-0002,/usr/share/man/man3/DBI::ProfileDumper::Apache.3pm.gz, GZIP:{/usr/share/man/man3/DBI::ProfileDumpi
8
g

01/01,/1970,00:00:00,UTC,M...,FILE,GZIP Content Modification Time,Content Modification Time,-,team-0002,/usr/share/i18n/charmaps/TIS-620.gz, GZIP:/usr/share/i18n/charmaps/TIS-620.gz Type: file,2,GZIP:/usr/shat
10 |01/01/1970,00:00:00,UTC,M...,FILE,GZIP Content Modification Time,Content Modification Time,-,team-0002,/usr/share/man/man7/systemd.journal-fields.7.gz,GZIP:/usr/share/man/man7/systemd.journal-fields.7.g;

530833 10/11/2016,06:39:05,UTC,M

630834|10/11/2016,06:40:01,UTC,M...
630835|10/11/2016,06:40:01,UTC,M...
530836/10/11/2016,06:40:02,UTC,M...
630837|10/11/2016,06:45:01,UTC,M...
530838(10/11/2016,06:45:01,UTC,M...
630838(10/11/2016,06:45:02,UTC,M...
630840(10/11/2016,06:50:01,UTC, M...
630841|10/11/2016,06:50:01,UTC,M...

...,LOG,Log File,Content Maodification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Modification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Madification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Modification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Modification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Modification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Modification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Modification Time,-,team-0002,[CRON pid:
,LOG,Log File,Content Modification Time,-,team-0002,[CRON pid:

7554] pam_unix(cron:session): session closed for user root, [CRON pid: 7554] pam_unix(cron:session): session close
7642] (www-data) CMD (php --define suhosin.memory_limit=512M fusr....,[CRON pid: 7642] (www-data) CMD {php -
7641] pam_unix{cron:session): session opened for user www-data by...,[CRON pid: 7641] pam_unix{cron:session): s
7641] pam_unix({cron:session): session closed for user www-data,[CRON pid: 7641] pam_unix{cron:session): sessior
7643] (www-data) CMD (php --define suhosin.memory_limit=512M fusr...,[CRON pid: 7648] (www-data) CMD (php -
7647] pam_unix({cron:session): session opened for user www-data by...,[CRON pid: 7647] pam_unix{cron:session): s
7647] pam_unix{cron:session): session closed for user www-data,[CRON pid: 7647] pam_unix{cron:session): sessior
7654] (www-data) CMD (php --define suhosin.memory_limit=512M fusr...,[CRON pid: 7654] (www-data) CMD {php -
7653] pam_unix{cron:session): session closed for user www-data,[CRON pid: 7653] pam_unix{cron:session): sessior

530342' 10/11/2016,06:50:01,UTC,M...

,LOG,Log File,Content Maodification Time,- team-0002,[CRON pid:

7653] pam_unix(cron:session): session opened for user www-data by.... [CRON pid: 7653] pam_unix(cron:session): s

e
|
|

#HoneyCON18
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Plaso
https://github.com/log2timeline /plaso/releases

B¥ Simbolo del sisterna - "C\Users\Marcos\Desktop'\#HoneyCON18\Tools\plaso-20170930-amd64\ psteal.exe” -o 12tcsv --source C\Users\Marcos\Deskto... — O x

]
C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Toolshplaso-28178938-amd64d \psteal.exe” -o 12tcsv --source C:h\Usersh
Marcos'\Desktop\#HoneyCON18\Evidences\ImagenDiscoMOOC -w C:\Users‘\Marcos‘\Desktop\#HoneyCON18\ReportsiPlaso Linux Psteal.c

S
A =
1 Ldate,time,timezone,MACB,s0urce,sourcetype,type,user,host,short,desc,version,fiIename,inode,notes,format,extra
A B C D E F G | J -
1 source
2 |01/01/1970 0:00:00 uTcC M... FILE GZIP Content Modification Time Content Modification Time team-0002  /usrf/share/doc/libdatriel/changelog.Debian.gz
3 |01/01/1570 (0:00:00 uTC M... FILE GZIP Content Modification Time Content Madification Time team-0002  fusr/share/man/manl/euca-describe-instance-types.1.|
4 |0Bf07f2013 2:31:22 uTcC M... FILE UNKNOWN Content Modification Time  Content Modification Time team-0002  /fusrfshare/doc/cactifhtml/advanced_topics.html
5 |07/16/2014 18:03:20 UTC M... FILE UNKNOWN Content Modification Time  Content Maodification Time team-0002  fusr/shareflocale/ms/LC_MESSAGES/nano.mo
6 |09/17/2014 17:11:27 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time team-0002  fusr/share/terminfo/d/d413-unix-sr
7 |09/26/2014 15:06:53 UTC M... FILE UNKNOWN Content Modification Time  Content Maodification Time team-0002  fusr/share/perl5/CPAN/Meta/Spec.pm
2 |10/05/2014 15:16:07 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time team-0002  /usrfshare/doc/fakeroot/copyright
3 |10/08/2014 23:23:31 UTC M... FILE UNKNOWN Content Modification Time  Content Maodification Time team-0002  fusr/share/man/manl/euscale-set-desired-capacity.1.g
10 |11/08/2014 16:24:03 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time team-0002  /lib/xtables/libxt_bpf.so
11 |05/02/2016  22:45:13  UTC M... FILE UNKNOWN Content Modification Time  Content Maodification Time team-0002  fusr/share/man/mang/update-alternatives.g.gz
12 |07/05/2016 18:15:44 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time team-0002  /fusrfshare/zoneinfo/right/Poland
13 |09/03/2016  9:59:28 uTC M... FILE UNKNOWN Content Modification Time  Content Maodification Time team-0002  /lib/modules/3.16.0-4-686-pae/kernel/drivers/video/fh
14 |09/03/2016 21:01:53 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time team-0002  fusrfshare/i18n/charmaps/1S0O-8859-15.g7
15 |09/05/2016  6:20:33 uTC M... FILE UNKNOWN Content Modification Time  Content Maodification Time team-0002  fusr/lib/i386-linux-gnu/gconv/1508859-6.50
16 |09/19/2016 12:34:50 UTC ..C. FILE UNKNOWN Metadata Modification Time Metadata Modification Time team-0002  Jusr/share/zoneinfo/Etc/GMT-13
17 |09/19/2016 12:34:51 UTC ..C. FILE UNKNOWN Metadata Modification Time Metadata Modification Time team-0002  /usr/share/zoneinfo/posix/America/Metlakatla
18 |09f/19/2016 12:35:27 UTC ...B FILE UNKNOWN Creation Time Creation Time team-0002  /var/flib/dpkg/info/debian-archive-keyring.conffiles
19 |09/19/2016 12:37:07 UTC ...B FILE UNKNOWN Creation Time Creation Time team-0002  /lib/modules/3.16.0-4-686-pae/kernel/net/netfilter/xt
20 |09/19/2016 12:37:34 UTC ...B FILE UNKNOWN Creation Time Creation Time team-0002  /lib/modules/3.16.0-4-686-pae/kernel/drivers/media/i:
21 09/19/2016 12:37:42 UTC ..C. FILE UNKNOWN Metadata Modification Time Metadata Modification Time team-0002  /lib/modules/3.16.0-4-686-pae/kernel/sound/pcifsnd-e
22 |09f19/2016 12:37:42 UTC ..C. FILE UNKNOWN Metadata Modification Time Metadata Modification Time team-0002  /lib/modules/3.16.0-4-686-pae/kernel/drivers/hid/hid-i
23 09/19/2016 12:38:56 UTC ...B FILE UNKNOWN Creation Time Creation Time team-0002  /usr/share/consolefonts/Greek-Terminusl6.psf.gz
24 |09/19/2016 12:42:32 UTC ..C. FILE UNKNOWN Metadata Modification Time Metadata Modification Time team-0002  fusr/share/perl/5.20.2/Module/Build/Version.pm
25 09/19/2016 12:44:16 UTC ...B FILE UNKNOWN Creation Time Creation Time team-0002  Jusr/share/terminfo/n/news31-a
Super linea de tiempo de todas las cosas
o Honey_
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Plaso
https://github.com/log2timeline /plaso/releases

B¥ Simbolo del sisterna - "C\Users\Marcos\Desktop'\#Honey CON12\ Tools\plaso-20170920-amd6d\ log2timeline.axe” "C\Users\Marcos\Desktop\#Honey... — O e

L]
C:\Wsers\Marcos»"C:\Users\Marcos\Desktop\#HoneyCON184\Tools\plaso-28178938-amd64\log2timeline.exe” "C:\UsersiMarcos\Deskt
op\#HoneyCON18\Evidences\ImagenDiscoMOOC. plaso” "C:\Users\Marcos\Desktop\#HoneyCON18\Evidences\ImagenDiscoMOOC"
Checking availability and versions of dependencies.

[OPTIONAL] missing: lzma.

[OK]

The following partitions were found:

Identifier Offset (in bytes) Size (in bytes)

pl 1848576 (exeelooees) 1.8MiB / 1.8MB (1848576 B)

p2 2897152 (exe00200888) 28.0GiB / 21.5GB (21471698752 B)

Please specify the identifier of the partition that should be processed.
A1l partitions can be defined as: "all". MNote that you can abort with Ctrl~C.
all

Super linea de tiempo de todas las cosas
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Plaso
https://github.com/log2timeline /plaso/releases

B Simbole del sistema — O >

]
C:\Users\Marcos»"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\plaso-28178938-amded\psort.exe” "C:\Users\Marcos\Desktop\#Hon
eyCON18\Evidences\ImagenDiscoMOOC.plaso” -w "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\Plaso ImagenDiscoMOOC.csv”
2818-16-13 13:14:44,980 [WARNING] (MainProcess) PID:4896 <psort_tool» Appending to an already existing storage file.
2818-16-13 13:14:49,214 [INFO] (MainProcess) PID:4896 <zip_file> Finished filling ewvent heap, added 3777 events
Processing completed.

B Simbole del sistema — O >

]
C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Toolshplaso-28178938-amd6d \psort.exe” -o 12ttln "C:\Users\Marcos\De
sktop\#HoneyCON18\Evidences\ImagenDiscoMOOC.plaso” -w "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\Plaso_ImagenDiscoMOOC
12ttln.csv”
2818-16-13 17:13:18,325 [WARNING] (MainProcess) PID:18432 <psort tool» Appending to an already existing storage file.
2818-16-13 17:13:12,861 [INFO] (MainProcess) PID:18432 <zip file» Finished filling event heap, added 3777 events
Processing completed.

Bl Simbole del sistema — O pe

My
C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\plaso-28178938-amd6d\psort.exe” -o tln "C:\Users‘\Marcos‘\Deskt
op\#HoneyCON18\Evidences\ImagenDiscoMOOC.plaso” -w "C:\Users\Marcos‘\Desktop\#HoneyCON18\Reports\Plaso_ImagenDiscoMOOC_tl
n.csv"”
2818-16-13 17:44:83,525 [WARNING] {Malnprucess} PID:12528 <p50rt tuul> Appending to an already existing 5tnrage file.

Ea s T I T I o MY s T e B I O o ol W 1 [l ol N ¥ | rA X} 2 N DT . A T T L 2 | S I o Ad- A 73T

B Simbole del sistema — O x>

el
C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\plaso-28178938-amd6d\psort.exe” -o dynamic "C:\Users‘\Marcos)
Desktop\#HoneyCON18YEvidences \ImagenDiscoMOOC.plaso” "select date,time,mach,source.sourcetype,type,short,desc,user,filen
ame,inode” -w "C:\Users‘\Marcos‘\Desktop\#HoneyCON18\Reports\Plaso_ImagenDiscoMO0C_dynamic.csv"
2818-16-13 18:85:47,368 [WARNING] (MainProcess) PID:18932 <psort_tool» Appending to an already existing storage file.
2818-16-13 18:85:56,726 [INFO] (MainProcess) PID:16932 <zip file» Finished filling event heap, added 3777 events
Processing completed.

Super linea de tiempo de todas las cosas
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Plaso
https://github.com/log2timeline /plaso/releases

B Simbole del sistema

C:\Users\Marcos»"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\plaso-28178938-amd64d \psort.exe”
eyCON18\Evidences\ImagenDiscoMOOC.plaso”

A

C

| x

]
"C:\Users\Marcos\Desktop\#Hon

-u "C:\Users\Marcos\Desktop\#HoneyCON18\ReportsiPlaso ImagenDiscoMOOC. csv”

llrime K2
2 1476082362 LOG team-0002 2016-10-10T06:52:42+00:00; Content Maodification Time; [postfix/pickup, pid: 13287] A4AA520CCT: uid=0 from=<root:
3 1475419830 FILE team-0002 - 2016-10-02T14:50:30.896000+00:00; Creation Time; TSK:/usr/srcflinux-headers-3.16.0-4-686-pae/finclude/config/net/vendor/smsc.h Type: file
4 (1476080616 LOG team-0002 - 2016-10-10T06:23:36+00:00; Content Maodification Time; [postfix/pickup, pid: 13287] warning: maildrop/A6BES209BC: error writing 362C720CC5: queue file write error
5 11475384944 LOG team-0002 - 2016-10-02T05:09:04+00:00; Content Modification Time; [postfix/smtp, pid: 11142] 2D23821D01: to=<root@mooc-hacking-team-xxx.mondragon.edu>, orig_to=<root>, relay
& 1476087520 LOG team-0002 - 2016-10-10T08:18:40+00:00; Content Maodification Time; [postfix/pickup, pid: 13680] warning: maildrop/BADCB20BC5: error writing D7ES120CCE: queue file write error
7 1476127619 FILE team-0002 - 2016-10-10T19:26:59.828000+00:00; Last Access Time; TSK:/usr/share/doc/e2fslibs/copyright Type: file
8 |1474289130 FILE team-0002 - 2016-09-19T12:45:30.977593+00:00; Metadata Modification Time; TSK:/usr/include/python2.7/Imaging.h Type: file
g 1476040262 LOG team-0002 - 2016-10-09T19:11:02+00:00; Content Modification Time; [postfix/pickup, pid: 9817] 1E64320B5B: uid=0 from=<root>
10 (1476057017 LOG team-0002 - 2016-10-09T23:50:17+00:00; Content Maodification Time; [postfix/pickup, pid: 11637] 3C0D4209BC: uid=0 from=<root:>
A B C D E F G H | J - =
1 B2 user BA host Bd short
2 |01/01/1970 0:00:00 uTC M... FILE GZIP Content Maodification Time Content Modification Time - team-0002  fusr/share/doc/libdatriel/changelog.Debian.gz
3 |01/01/1970 0:00:00 uTc M... FILE GZIP Content Madification Time Content Modification Time team-0002  fusr/share/man/manl/euca-describe-instance-types.1.gz
4 |08/07/2013 2:31:22 uTC M... FILE UNKNOWN Content Modification Time  Content Modification Time - team-0002  fusr/share/doc/cacti/html/advanced_topics.html
5 |07/16/2014 18:03:20 UTC M... FILE UNKNOWNM Content Modification Time  Content Modification Time team-0002  fusr/share/locale/ms/LC_MESSAGES/nano.mo
6 |09/17/2014 17:11:27 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time - team-0002  fusr/share/terminfo/d/d413-unix-sr
7 09/26/2014 15:06:53 UTC M... FILE UNKNOWNM Content Modification Time  Content Modification Time team-0002  fusr/share/perls/CPAN/Meta/Spec.pm
2 |10/05/2014 15:16:07 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time - team-0002  fusr/share/doc/fakeroot/copyright
5 |10/08/2014 23:23:31 UTC M... FILE UNKNOWNM Content Modification Time  Content Modification Time team-0002  fusr/share/man/manl/euscale-set-desired-capacity.1.gz
10 |11/08/2014 16:24:03 UTC M... FILE UNKNOWN Content Modification Time  Content Modification Time - team-0002 /flib/xtables/libxt_bpf.so

C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\plaso-28178938-amd64\psort . exe”

™

-0 dynamic "C:\Usersi\Marcos)

Desktop\#HoneyCON18YEvidences\ImagenDiscoMOOC.plaso” "select date,time,mach,source.sourcetype,type,short,desc,user,filen
ame,inode” -w "C:\Users‘\Marcos‘\Desktop\#HoneyCON18\Reports\Plaso_ImagenDiscoMO0C_dynamic.csv"

2818-16-13 18:85:47,368 [WARNING] (MainProcess) PID:18932 <psort_tool» Appending to an already existing storage file.
2818-16-13 18:85:56,726 [INFO] (MainProcess) PID:16932 <zip file» Finished filling event heap, added 3777 events
Processing completed.
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Timeline Color Template

https://blogs.sans.org/computer-forensics/files/2012/01/TIMELINE_COLOR_TEMPLATE.zip

1 source B source 1 FILE OPENING
2 |07/16/2016 1:18:30 UTC M... REG UNKNOWN Content Modification Time [\sharedPC\Accour
- g e . - 2 WEB HISTORY
3 |07/16/2016 1:41:26 UTC PE PE Compilation time Creation Time pe_type
4 07/16/2016  1:45:06 UTC ...B PE PE Compilation time Creation Time pe_type el DELETED DATA
5 |07/16/2016 = 11:42:21 UTC M... FILE MNTFS Content Modification Time Content Modification Time Swindows/winsxs 4 [3(SaiiN{ely|
& |07/16/2016 11:42:38 UTC MA.B FILE MNTFS Content Modification Time Content Modification Time; Creation Time; Last Access Time !Windows!System LS DEVICE or USBE USAGE
7 |07/16/2016 11:42:45 UTC MA.B FILE NTFS Content Modification Time Content Modification Time; Creation Time; Last Access Time fWindowsfSysWO\ 6
8 |07/16/2016 11:42:46 UTC MA.B FILE NTFS Content Modification Time Content Modification Time; Creation Time; Last Access Time  /Windows/SysWoO!

9 |07/16/2016 11:42:50 UTC MA.B FILE MNTFS Content Modification Time Content Modification Time; Creation Time; Last Access Time  /Windows/WinSxs, 7 E]_G FILE
10 |07/16/2016 11:43:08 UTC MA.B FILE MNTFS Content Modification Time Content Modification Time; Creation Time; Last Access Time !Windows!SystemBZ,"mem.

107/16/2016  11:46:30 UTC ...B FILE MNTFS Creation Time Creation Time fwindows/System32/DriverStore/FileRepository/mdmgc
12 |07/16/2016 22:48:12 UTC MA.B FILE NTFS Content Modification Time Content Modification Time; Creation Time; Last Access Time  /Program Files/WindowsApps/microsoft.windowscommu
13 |10/18/2017 18:35:09 UTC ..C. FILE Metadata Modification Time sdstor.sys 48304-1 USN_REASON_SECURITY CHAMNGE
14 |10/18/2017  18:35:41 UTC ..C. FILE Metadata Modification Time setupapi.dev.log 88871-1 USN_REASOMN_DATA_EXTEND
15 |10/18/2017 18:36:11 UTC ..C. FILE Metadata Modification Time resources.pri 21063-1 USN_REASON_SECURITY_CHANGE
16 |10/18/2017 18:36:11 UTC ..C. FILE MNTFS Metadata Modification Time Metadata Modification Time [Program Files/WindowsApps/Microsoft.Getstarted 3.11
17 110/18/2017  18:36:38 UTC ..C. FILE Metadata Modification Time OneNotePageSmallTile.scale-150.png 23346-1 USMN_REAS(
18 |10/18/2017  18:36:39 UTC .C. FILE MNTFS Metadata Modification Time Metadata Modification Time /Program Files/WindowsApps/Microsoft. Office.OneMote
12 |10/18/2017 18:36:49 UTC ..C. FILE Metadata Modification Time mu_44x30.png 24736-1 USN_REASON_SECURITY_CHANGE
20 |10/18/2017  18:37:00 UTC ..C. FILE Metadata Modification Time microsoft.system.package.metadata 89823-1 USN_REASOI
21 |10/18/2017  18:37:05 UTC ..C. FILE Metadata Modification Time HxCalendarSmallTile.scale-200.png 26444-1 USN_REASON
22 10/18/2017  18:37:14 UTC ..C. FILE Metadata Modification Time StoreMedTile.scale-100.png 28012-1 USM_REASOM_SECUR
23 |10/18/2017 18:37:32 UTC ..C. FILE Metadata Modification Time tpmBEBC.tmp 90046-2 USN_REASOMN_FILE_CREATE USM_R
24 |10/18/2017 18:38:47 UTC ..C. FILE Metadata Modification Time CloudStore 90273-1 USN_REASON_BASIC INFO _CHAMNGE
25 10/18/2017  18:41:16 UTC .C. FILE Metadata Modification Time

Colorea de un color diferente cada uno de los distintos artefactos conocidos
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Timeline Color Template
https://blogs.sans.org/computer-forensics/files/2012/01/TIMELINE_COLOR_TEMPLATE.zip

1 source B source * FILE OPENING

2 |07/16/2016 1:18:30 UTC M... REG UNKNOWN Content Modification Time [\sharedPC\Accour

. e - - 2 WEB HISTORY

3 |07/16/2016 1:41:26 UTC ..B PE PE Compilation time Creation Time pe_type

4 07/16/2016  1:45:06 UTC ...B PE PE Compilation time Creation Time pe_type DELETED DATA

Y B c o E E T G ’ : ES EXECUTION
date Etime B timezone B mace B source B sourcetype B type B short 3 DEVICE or USB USAGE

187301/10/18/2017 18:37:43 UTC ..C. FILE Metadata Modification Time CiPTD0O00.0029C &
187302 |10/18/2017 18:41:28 UTC ..C. FILE Metadata Modification Time CiPTD000.001 B 7 |LOG FILE
187303 10/18/2017  18:45:47 UTC ..C. FILE Metadata Modification Time settings.dat 9079y0- I UsNEREAS NI DAIERERTEN DT
187304 (10/18/2017 18:46:10 UTC ..C. FILE Metadata Modification Time LocalCache 91095-1 USN_REASON_SECURITY_CHANGE l
187305|10/18/2017 18:46:11 UTC M... REG UMNKNOWN Content Modification Time [HI(EY_CURRENT_USER\SOFT‘INARE\MiCFUSUf‘t\WihdU\-‘n
187306|10/18/2017 18:46:21 UTC M... REG UNKNOWN Content Modification Time [HKEY_CURRENT_USER\SOFI’WARE\MichSOﬂ\Windom
187307(10/18/2017 18:46:27 UTC ..C. FILE Metadata Modification Time LocalCache 91787-1 USN_REASON_SECURITY_CHAMNGE
187308/10/18/2017  18:47:59 UTC ..C. FILE Metadata Modification Time FileSync.Resources.dll 92793-1 USN_REASON_DATA_E!
187309|10/18/2017 19:00:30 UTC ..C. FILE Metadata Modification Time VBoxDisp.dll 89775-2 USN_REASON_DATA_EXTEND U=
187310(10/18/2017 19:00:39 UTC M... REG UNKNOWN Content Modification Time [HKE‘(_CURRENT_USER\SOFFWARE\Microsoﬂ\Windo\n
187311|10/18/2017 19:02:02 UTC ..C. FILE Metadata Modification Time SET62C.tmp 93631-4 USN_REASON_RENAME_OLD_MARN
187312/10/18/2017  19:02:04 UTC .C. FILE Metadata Modification Time
187313 |10/18/2017 19:21:44 UTC ..C. FILE Metadata Modification Time www.bing[1].xml 91990-1 USN_REASON_DATA_EXTEN
187314|10/18/2017 19:21:54 UTC - o FILE Metadata Modification Time dmrc.idx.2 92837-2 USN_REASON_RENAME MNEW NAN
187315/10/18/2017 = 19:23:08 UTC ..C. FILE MNTFS Metadata Modification Time Metadata Modification Time /ProgramData/Microsoft/Device Stage/Task/{e35bed2
187316/10/18/2017 19:24:56 UTC ..C. FILE MNTFS Metadata Modification Time Metadata Modification Time fwindows/WinsSx5/amd64_dual_c_fsinfrastructure.ini
187317/10/18/2017 = 19:28:27 UTC ..C. FILE MNTFS Metadata Modification Time  Metadata Modification Time fwindows/System32/virtdisk.dll
187318/10/18/2017  19:32:03 UTC .C. FILE NTFS Metadata Modification Time Metadata Modification Time fWindows/5ysWOW64/dimsroam.dll
187319/10/18/2017 = 19:33:36 UTC ..C. FILE MNTFS Metadata Modification Time Metadata Modification Time fwindows/WinSxS/amd64_microsoft-windows-c..ram
187320/10/18/2017  19:33:36 UTC ..C. FILE MNTFS Metadata Modification Time Metadata Modification Time fwindows/WinSxS/amde4_microsoft-windows-d..ash
187321/10/18/2017  19:33:36 UTC ..C. FILE MNTFS Metadata Modification Time  Metadata Modification Time fwindows/WinsSx5/amd64_microsoft-windows-d..nt-¢
187322 |10/18/2017 19:33:36 UTC ..C. FILE MNTFS Metadata Modification Time Metadata Modification Time fwindows/Winsx5/amd64_microsoft-windows-i..mig
187323|10/18/2017 19:33:30 UTC ..C. FILE MNTFS Metadata Modification Time Metadata Modification Time fwindows/WinSx5{amd64_netr28ux.inf_31bf3856ad3
187324 /10/20/2017 20:21:02 UTC ..C. FILE Metadata Modification Time updatestore51b519d5-b6f5-4333-8dfe-e74d7c9aeadd. »
187325(10/20/2017 20:26:39 UTC ..C. FILE Metadata Modification Time AppCachel31530047986645983.txt.~tmp 92873-5 USN_|

Colorea de un color diferente cada uno de los distintos artefactos conocidos
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Timeline Explorer

https://ericzimmerman.github.io/

B bdicrosoft Excel ot

5 Mo hay suficiente memaria para completar esta accidn,
# Pruebe conmenos datos o cierre otras aplicaciones,
Para aurnentar la meroria disponible, tenga en cuenta la posibilidad
de:
- utilizar una wersion de 64 bits de Microsoft Excel,
- agregar mernoria a su dispositiva,

Aceptar

Abre, sin usar Excel, ficheros generados por ‘Mactime’y ‘Plaso’, ademas de cualquier ‘.csv’

@ Honey!
#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_ -



Timeline Explorer

https://ericzimmerman.github.io/

(7] Timeline Explorer v0.8.7.0 T Legend g
Eile Tools Help

FILE OPEMING

WEB HISTORY

DELETED DATA

EXECUTION

LOG FILE

Exporting T

Cancel

| Totallines: NA | Visible lines: NA |

Abre, sin usar Excel, ficheros generados por ‘Mactime’y ‘Plaso’, ademas de cualquier ‘.csv’
o Honevhw

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



Timeline Explorer

https://ericzimmerman.github.io/

{7 Timeline Explorer v0.8.7.0 7 Legend .
File Tools Help
FILE QPEMIMNG
"+ Please Wait WEB HISTORY

* Loading 1 file... DELETED DATA

EXECUTION

LOG FILE

Large file detectad!

| Timeline Explorer is not intended ko load very large timelines, The selected file is at leask 500 ME in size and may not load

o
e
X
_______________Bhm

| Totallines: NA | Visible lines: NA |

Abre, sin usar Excel, ficheros generados por ‘Mactime’y ‘Plaso’, ademas de cualquier ‘.csv’
o Honevh‘_v

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



Plaso
https://github.com/log2timeline /plaso/releases

B Simbole del sistema — O >
s

C:\Wsers\Marcos»"C:\Users\Marcos\Desktop\#HoneyCON18YTools\plaso-28178938-amd6d\psort.exe” -o dynamic "C:\Users\Marcos\D
esktop\#HoneyCON18\Evidences\Winlex64.plaso" "select date,time,macb,source,sourcetype,type,short,desc,user,filename,inod
e where parser is 'winreg/ccleaner'" -w "C:‘\Users\Marcos\Desktop\#HoneyCON18\Reports\Plaso\Windows1@x64\Plaso Win CClean

er.txt"”
B Simbole del sistema — O x>

My
C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\plaso-28178938-amd6d\psort.exe” -o dynamic "C:\Users‘\Marcos\D
esktop\#HoneyCON18\Evidences\Winléx6d.plaso” "select date,time,mach,source,sourcetype,type,short,desc,user,filename,inod
e where parser is "winreg/userassist’” -w "C:\Users\Marcos‘\Desktop‘\#HoneyCON18\ReportsiPlaso\Windowsl@x64\Plaso _Win_User
Assist.txt”
B Simbole del sistema — O x>

My

C:\Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\plaso-28178938-amd6d\psort.exe” -o dynamic "C:\Users‘\Marcos\D
esktop\#HoneyCON18\Evidences\Winléx6d.plaso” "select date,time,mach,source,sourcetype,type,short,desc,user,filename,inod
e where parser is ‘winreg/explorer _mountpoints2' or parser is ‘winreg/windows usbstor devices'" -w "C:\UsersiMarcosiDesk
top\#HoneyCON18\Reports\Plaso\Windows18x64\Plaso_Win_USBE.txt"

Super linea de tiempo de todas las cosas
o Honevhm

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



Timeline Explorer

https://ericzimmerman.github.io/

Line Tag Timestamp 4  Source Descr... Source Name mach Inode Long Description
= B o o 0 B o N
1 197@-21-81 @@:00:00 AppCompatCa... REG -} [HKEY_LOCAL_MACHINE\System\ControlSet@@l\Controll\s
2 1578-01-01 o0:08:08 AppCompatCa... REG ) [HKEY_LOCAL_MACHIMNE\System\ControlSet@@l\Controll\s
3 1578-01-01 o0:08:68 AppCompatCa... REG -} [HKEY LOCAL_ MACHINE\System\ControlSet@@l\Control),
4 197@-01-01 @0:00:80 AppCompatCa... REG B [HKEY LOCAL MACHINE\System\ControlSet@@l\Control)
5 197@-81-81 aa:e8:88 AppCompatCa... REG [z} [HKEY LOCAL MACHINE\System\ControlSet@@l\Control)
] 197@-81-81 @a:e0:88 AppCompatCa... REG ) [HKEY_LOCAL_MACHINE\System\ControlSet@@1\Controll\s
7 197@-81-81 @a:80:88 AppCompatCa... REG 2} [HKEY_LOCAL_MACHINE\System\ControlSet@@l\Controll\s
8 1978-81-@1 @a:88:88 AppCompatCa... REG ) [HKEY_LOCAL_MACHINE\System\ControlSet@@l\Controll\s
9 1578-01-01 o0:68:68 AppCompatCa... REG -} [HKEY_LOCAL_MACHINE\System\ControlSet@@l\Controll\s
le 197@-81-21 e@:00:00 AppCompatCa... REG ) [HKEY_LOCAL_MACHIMNE\System\ControlSet@@l\Controll\s
11 1978-81-81 @0:00:80 AppCompatCa... REG -} [HKEY LOCAL_ MACHINE\System\ControlSet@@l\Control),
12 197@-01-01 @0:00:80 AppCompatCa... REG B [HKEY LOCAL MACHINE\System\ControlSet@@l\Control)
13 197@-al1-81 aa:e8:68 AppCompatCa... REG [:} [HKEY LOCAL MACHINE\System\ControlSet@@l\Control)
14 197a-81-81 aa:e8:88 AppCompatCa... REG B [HKEY_ LOCAL_MACHINE\System\ControlSet@8l\Control)
15 197@-81-81 @a:80:88 AppCompatCa... REG 2} [HKEY_LOCAL_MACHINE\System\ControlSet@@l\Controll\s
16 1978-81-@1 @a:88:88 AppCompatCa... REG ) [HKEY_LOCAL_MACHINE\System\ControlSet@@l\Controll\s
17 1578-01-01 o0:68:68 AppCompatCa... REG -} [HKEY_LOCAL_MACHINE\System\ControlSet@@l\Controll\s
13 1578-01-01 o0:08:08 AppCompatCa... REG ) [HKEY_LOCAL_MACHIMNE\System\ControlSet@@l\Controll\s
19 1978-81-81 @0:00:80 AppCompatCa... REG -} [HKEY LOCAL_ MACHINE\System\ControlSet@@l\Control),
2@ 197@-81-01 @0:00:00 AppCompatCa... REG =) [HKEY_LOCAL_MACHIMNE\System\ControlSet@@l\Controll\s

Abre, sin usar Excel, ficheros generados por ‘Mactime’y ‘Plaso’, ademas de cualquier ‘.csv’

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



Timeline Explorer

https://ericzimmerman.github.io/

Line Tag Timestamp 4  Source Descr... Source Name mach Inode Long Description

[] = Al Al e = Al

1 197@-81-61 60:00:00 AppCompatCa... REG <]
2 1978-81-81 00:00:00 AppCompatCa... REG @
3 197@-01-81 ©0:00:00 AppCompatCa... REG @
4 197@-2l-al1 e0:00:00 AppCompatCa... REG @
5 197@-81-81 aa:e8:88 AppCompatCa... REG 8
[ 197@-81-81 @a:80:88 AppCompatCa... REG a8
¥ 10T7R-AT QAT Q& -« AA -« Gl AnnCnmnatCa RER ("]

Timestamp 4«  Source Name mach File Name

vi=| L o e

2017/16/20 20:26:23 FILE mac. TsK: /Users/Default/Desktop

2017/18/20 208:26:23 FILE mac. TSK: /Users/defaultuser@/Desktop

2017/18/20 208:26:23 FILE mac. TSK:/Users/Marcos/Desktop

2017/18/20 208:26:23 FILE mac. TSK:/Users/Public/Desktop

2017/16/20 20:26:23 FILE .8.b TSK: /Users/Default/Desktop/(@iWanalecryptorii. bmp

2017/18/28 208:26:23 FILE .a.b TSK: /Users/defaultuserd/Desktop/@Wanalecryptor. bmp

2017/18/28 208:26:23 FILE .a.b TSK: /Users/Marcos/Desktop/{iWanalDecryptor@. bmp

2017/18/20 208:26:23 FILE .a.b TSK: /Users/Public/Desktop/@WanabDecryptor. bmp

2017/18/28 208:26:23 ETIE b Tok: Mlcarc MMafanls Macktan fflianan P

2817/18/28 28:26:23 Export successfull %

20817/18/28 208:26:23
2017/168/20 20:26:23
2017/1@/20 28:26:23 o Data exported to 'C:\UsersiMarcos\Desktop\#HoneyCON 18\Reports\PlasoWindows 10x64120181015_191829_TimelineExplorer_Export. xlsx’
2017/18/20 20:26:23
2817/18/28 208:26:23
20817/18/28 208:26:23
2017/168/20 20:26:23 | : = =

2017/18/20 20:26:23 FILE ..c. TSK:/$Extend/SUsnIrnl

2017/16/260 20:26:23 FILE mach TSK: /Windows,/Temp/hibsys.WNCRYT
2017/16/20 20:26:23 REG Mm. .. TSK: /Windows/System32/config/SYSTEM
2817/18/268 208:26:23 REG m... TSK: /Windows/System32/config/SYSTEM

Abre, sin usar Excel, ficheros generados por ‘Mactime’y ‘Plaso’, ademas de cualquier “.csv’
o Honey_ 1/

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



cObsesion con las lineas de tiempo?

Una linea de tiempo siempre ayudara a entender qué ha pasado en un Sistema

e

¥ aad

~\

No es algo secundario, irrelevante o sin importancia

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



ListManifest

https://github.com/aramosf/listManifest

B Simbolo del sistera — *
C:\Users\Marcos»"C:\Users\Marcos\Desktop'\#HoneyCON18\Tools\stringsed.exe” -o "C:\Users\Marcos\Desktop\#HoneyCON18\Evidences\Manifest.mbdb" -

Strings v2.53 - Search for ANSI and Unicode strings in binary images.
Copyright (C) 1999-2816 Mark Russinovich
Sysinternals - www.sysinternals.com

2608 : mbdb

8888 : AppDomain-com.ea.nfsucbwsp

ee66: . N

2084 :com.apple.installd.static_usage

8127 :AppDomain-com.ea.nfsucbvsp

B8155:Library

8216 :AppDomain-com.ea.nfsucbvsp

8238:Library/Preferences

08385 :AppDomain-com.ea.nfsucbvsp
8332:8Library/Preferences/com.apple.PeoplePicker.plist
8382:D/private/var/mobile/Library/Preferences/com.apple.PeoplePicker.plist
8497 :AppDomain-com.ea.nfsucbvsp
8524:,Library/Preferences/.GlobalPreferences.plist
B578:@/private/var/mobile/Library/Preferences/.GlobalPreferences.plist
8681 :AppDomain-com.ea.nfsucbvsp

8709:Documents

8766 :AppDomain-com.ea.nfsucbvsp

8794 :Documents/gamesett

8868 : AppDomain-com.ea.nfsucbvsp

8888 :Documents/gamedata

954 : AppDomain-com.google.Gmail
1829:.com.apple.installd. container_creation_os_build
1878.:11D257

1887 :com.apple.installd.static_usage

1129 :&com.apple.installd.container_bundle_id
1176:com.google.Gmail

1189 : AppDomain-com.google.Gmail

1217:Library

1272 :AppDomain-com.google.Gmail

1386:Library/Preferences

1367 : AppDomain-com.google.Gmail
1394:2Library/Preferences/com.google.Gmail.plist.eE90p8L
1493 :AppDomain-com.google.Gmail
1528:*Library/Preferences/com.google.Gmail.plist

1611 :AppDomain-com.google.Gmail
1638:1Library/Preferences/com. apple.WebFoundation.plist
1715:bT<

1719:bT< v

Parsea la base de datos ‘Manifest.mbdb’, generada al realizar un backup de iTunes

@ Honey! ON

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



ListManifest

https://github.com/aramosf/listManifest

B si
c:hvu

Stri

@ roct@M4rr3dnt: ~/listManifest
root@N4rr3dné:~/listManifest# python listManifest.py /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Evidences/Manifest.mbdb >> « B4

copy/ Mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Manifest. txt
sysijroot@N4rr34né:~/listManifest# .

0 X

2088 :mbdb

rermissions|inode |uid|guid|size|class|mtime |atime |ctime |fileid|domain|application|filename |proprtiesl |propd |prop3

drwxr-xr-x|14936082 501|501 |0 |N5FileProtectiontlone |2014-07-14 00:03:10

(D5T) |2014-07-14 00:03:10

(D5T) |2014-07-14 00:03:10

(D5T) |cdlef4le0l8b446b0b03445ecBefE8cabb690b43 | CameraRollDomain| [Media/PhotoData,/Thumbnails/V2/DCIM/107APPLE/IMG 7434.JFG

drwxr—-xr-x|491754 | 501|501 |0 |NS5FileProtectionNone | 2011-12-07 17:37:42

(STD) |2012-01-01 10:59:02

(STD) |2011-12-07 17:37:42

{5TD) |030c94£ffb72e0c86e5219bchb5fa03bec40a04£95 | AppDomain|com. ea. nfsuchvsp| |com. apple.installd. static_usage=''\x00'\xc0hx1d\x08\x004\x00 \x00\x00"
drwxr-xr-x|19993608| 501|501 |0 |N5FileProtectionCompletelUntilFirstUserfducthenticaction|2014-12-25 16:56:08 (S5TD) |2014-12-25 1l6:56:08 (5TD) |2014-12-25 16:56:05

B385:AppDomalin-com.ea.nfsucbvsp
A

-MW-F--F--
drwxr-xr-x

B T S

drwxr-xr-x
-IW-r--r--
-TW-T--I--
drwxrwxr-x
-TW-T--I--
-IW-F--r--

oSRRT = R REN = (

=

drwxr-xr-x
drwxr-xr-x
2 drwxr-xr-x
13 | drwsr-xr-x
4 | drwxr-xr-x
drwxr-xr-x
-PW-F--r--
SAUT S

5
6
7
18 |-mW-r--1—
9 |-rw-r--r--

~MW-F--T--

21667364
19425531
18176205
23071418

9556123

1365123
24358742
13553526
14246786
22948020
23470471
20782436
15387552

8777252
15751265
12251700
17314561
20991647
21638570

C

501
501
501
501
501
501
501
501
501
501
501
501
501
501
501
501
501
501
501

3151 NSFileProtectionCompleteUntilFirstUserAuthentication
0 NSFileProtectionCompleteUntilFirstUserAuthentication
0 NSFileProtectionCompleteUntilFirstUserAuthentication
11409728 NSFileProtectionMone
53603 NSFileProtectionCompleteUntilFirstUserAuthentication
0 NSFileProtectionNone
61958 NSFileProtectionNone
68194 NSFileProtectionCompleteUntilFirstUserAuthentication
0 NSFileProtectionMone
0 NSFileProtectionCompleteUntilFirstUserAuthentication
0 NSFileProtectionCompleteUntilFirstUserAuthentication
0 NSFileProtectionCompleteUntilFirstUserAuthentication
0 MSFileProtectionMone
0 NSFileProtectionNone
3473 NSFileProtectionCompleteUntilFirstUserAuthentication
53230 NSFileProtectionCompleteUntilFirstUserAuthentication
26640 NSFileProtectionMNone
224531 NSFileProtectionCompleteUntilFirstUserAuthentication
3209 NSFileProtectionCompleteUntilFirstUserAuthentication

2015-02-15 18:11:33 (STD}
2014-12-07 14:25:44 (STD)
2014-10-28 09:22:25 (STD)
2015-04-07 11:25:02 (DST)
2013-11-02 17:21:07 (STD)
2015-03-10 13:51:40 (STD)
2015-03-16 12:47:09 (DST)
2014-05-16 20:43:57 (DST)
2014-06-14 18:10:07 (DST)
2015-04-03 13:43:42 (DST)
2015-04-28 08:46:51 (DST)
2015-01-19 13:00:50 (STD}
2014-08-01 11:45:08 (DST)
2015-05-14 18:36:29 (DST)
2014-08-14 19:58:22 (DST)
2014-03-27 00:22:00 (STD}
2014-10-09 06:51:00 (DST)
2015-01-24 15:38:09 (STD}
2015-02-14 13:40:44 (STD)

2015-02-15 18:11:33 (STD}
2014-12-07 14:25:44 (STD)
2014-10-28 09:22:25 (STD)
2015-04-07 11:25:02 (DST)
2014-03-12 16:37:03 (STD)
2015-03-10 13:51:40 (STD}
2015-03-16 12:47:09 (DST)
2014-05-16 20:43:57 (DST)
2014-06-14 18:10:07 (DST)
2015-04-03 13:43:42 (DST)
2015-04-28 08:46:51 (DST)
2015-01-19 13:00:50 (STD}
2014-08-01 11:45:08 (DST)
2015-05-14 18:36:29 (DST)
2014-08-14 19:58:22 (DST)
2014-03-27 00:22:00 (STD}
2014-10-09 06:51:00 (DST)
2015-01-24 15:38:09 (STD}
2015-02-14 13:40:44 (STD)

2015-02-15 18:11:33 (STD}
2014-12-07 14:25:42 (STD)
2014-10-28 09:21:34 (STD)
2015-04-07 11:24:59 (DST)
2013-11-02 17:21:07 (STD)
2012-03-15 14:22:38 (STD}
2015-05-16 12:47:09 (DST)
2014-05-16 20:43:57 (DST)
2014-06-14 18:10:07 (DST)
2015-04-03 13:43:40 (DST)
2015-04-21 21:55:05 (DST)
2015-01-19 13:00:50 (STD}
2014-08-01 11:45:08 (DST)
2013-09-23 21:20:58 (DST})
2014-08-14 19:58:22 (DST)
2014-03-27 00:22:00 (STD}
2014-10-02 23:04:56 (DST)
2015-01-24 15:38:08 (STD}
2015-02-14 13:40:44 (STD)

5feedechbb063c335629
7a65187c098a832d140:2
blee276190fada34d7as
b665a745408e5ee8e16¢
77b54525db3babdb2ale
3eda3%eaa’35chea3tel)
b4744030ec25b42d21c5
Oeb3dbee7ffd94381093
6831915f32313d341986]
cede7ab06adablB8fffI68
20d2a0cac24a4d92ed20
a3ff99a6bad0a06fdladc
cfadel293e636elecced
7d879ec02f10ceadbchl]
cfd0ed8c14159c32ea528
093f9734f3d755b57620°
420a32fac7dafa2bsabst
c070262f84af717dcad3c
183f2d29840e3202f976¢

LI7r1IoToTS

Parsea la base de datos ‘Manifest.mbdb’, generada al realizar un backup de iTunes

#HoneyCON18

Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



mbdbls.py

https://github.com/obsidianforensics /mbdbls

12870501 @ root@MArr3dnt: ~/mbdhbls - - -
12970511

1237051 rpot@N4rr34n6 i ~/mbdbls# python mbdbls.py -f /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Manifest.mbdb -g »>»> /mnt/c/Users/Mar ~

izgﬁgiicusfDe5ktDpf#HuneyCDNiEfManiFest.lug

13p405204root@NArr34ne i~/ mbdbls#

1309805375 | GSCDIEIE

1309805378 |User|M| fLibrary

1309805385 |User |M|/Library

1308805386 |User |M|/Library/Preferences,/com.apple.certui.plisc
1309805387 |User|M| /Media/PhotoData/Videos

1309805388 |User |M| /Media/PhotoData/Thumbnails
1309805407 |User |M|/TrustStore.sglice3

1314675166 |User|M|/Library/AddressBook
1314675166 |User |M| /Library/Caches

1314675166 |User|M|/Library/Cookies
1314675166 | User|M| /Library/Keyboard

1314675166 |User|M|/Library/Safari

1314675167 |User M|/

1314675167 |User |M|/Media

1314675167 |User|M | Media/DCIM

1314675167 |User|M|/Media/PhotoData
1315045596 |User |M| /Media/Recordings

1315045621 |Usex M|/

1315049581 |User|M| /Library/Caches

1315050039 |User|M|/Library/Preferences/com. apple.apsd. launchd
1315050376 |User|M| /Library
1315050376 |User |M| fLibrary/Application Support
1315050376 |Usexr |M|/Library/Application Support/emojifree
1315050376 |User |M|/Library/WebKit
1315050390 |User |M| /Library/PFreferences

1315050400 |User|M|/Documents

1315050400 |User|M| /Documents/googleanalytics. sqgl

1315050400 |User |M|/Documents/tumblesavestate v3.data
1315050400 |User|M|/Library/Application Support/emojifree/MobclixSDE
1315060230 |User |M| /Library/.initialTimestampl361505872 . archive
1315060231 |User|M|/Documents

1315060251 |User|M|/Documents/admnok app open

1315060231 |User |M| /Library/ . flurrySentl1361505872. archive
1315060242 |User|M|/Library/Preferences,/com.apple.AdLib.plist
1315060243 |User|M|/Library/Cookies/com.apple.ild. cookiedb
1315060276 |User |M|/Library/WebKit
1315063090 |User |M|/Library/WebKit

Parsea archivos Manifest.mbdb procedentes de directorios de copia de seguridad de iTunes

@ Honey! ON

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



mbdbls.py

https://github.com/obsidianforensics /mbdbls

12870501 @ root@MArr3dnt: ~/mbdhbls - - -
12970511

1237051 rpot@N4rr34n6 i ~/mbdbls# python mbdbls.py -f /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Manifest.mbdb -g »>»> /mnt/c/Users/Mar ~

igg;ggﬁ cos/Desktop/#HoneyCON18/Manifest. log

130405z94root@idrridnt: ~/mbdbls#

1309805375 | GSCDIEIE

1309805378 |User|M| fLibrary

1309805385 |User |M|/Library

1308805386 |User |M|/Library/Preferences,/com.apple.certui.plisc
1309805387 |User|M| /Media/PhotoData/Videos

1309805388 |User |M| /Media/PhotoData/Thumbnails
1309805407 |User |M|/TrustStore.sglice3

1314675166 |User|M|/Library/AddressBook
1314675166 |User |M| /Library/Caches

1314675166 |User|M|/Library/Cookies
1314675166 | User|M| /Library/Keyboard

13146751
131467514 BN Simbolo del sistemna - O X
13146751

13146751 -~
131487514 \Users\Marcos>"C:\Users\Marcos\Desktop\#HoneyCON18\Tools\gource-8.47 . .win64\gource.exe"” --log-format custom --realtime

igiggi:g -1280x728 -f -5 1 -a 1 --highlight-dirs --key --auto-skip-seconds 1 --highlight-dirs --title "@ N4rr34né_: Gource Manife

1315049585t .mbdb"” - "C:\Users\Marcos\Desktop\#HoneyCON18\ReportsiManifest.log"
131505005y |useD 7 GIOCar Y7 FrEIECENCESy Ol appIe . apsd. Tauncing
1315050376 | Usexr |M| fLibrary

1315050376 |User|M| fLibrary/Application Support

1315050376 |Usexr|M|/Library/Application Support/emojifree

1315050376 |User |M|/Library/WebKit
1315050390 |User |M| /Library/PFreferences

1315050400 |User|M|/Documents

1315050400 |User|M| /Documents/googleanalytics. sqgl

1315050400 |User |M|/Documents/tumblesavestate v3.data

1315050400 |User|M|/Library/Application Support/emojifree/MobclixSDE
1315060230 |User |M| /Library/.initialTimestampl361505872 . archive
1315060231 |User|M|/Documents

1315060251 |User|M|/Documents/admnok app open

1315060231 |User |M| /Library/ . flurrySentl1361505872. archive

1315060242 |User|M|/Library/Preferences,/com.apple.AdLib.plist
1315060243 |User|M|/Library/Cookies/com.apple.ild. cookiedb
1315060276 |User |M|/Library/WebKit

1315063090 |User |M|/Library/WebKit

Parsea archivos Manifest.mbdb procedentes de directorios de copia de seguridad de iTunes

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



Gource

https://github.com/acaudwell / Gource

Gource News Videos Controls Wiki Source Blog Donate

gource-0.47.win64-setup.exe gource-0.47 .win64.zip gource-0.49.tar.gz

¢ |ntroduction

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



Gource

https://github.com/acaudwell / Gource

Gource News Videos Controls Wiki Source Blog Donate

acaudwell / Gource ® Watch | 233 o Star 5,658 ¥ Fork 482

<» Code lssues 54 Pull requests 5

® timestamp - A unix timestamp of when thE: update occured.

® username - The name of the user who made the update.

® type - initial for the update type - (A)dded, (M)odified or (D)eleted.
* file - Path of the file updated.

* colour - A colour for the file in hex (FFFFFF) format. Optional.

e ad ’

gource-0.47 .win64-setup.exe gource-0.47 .win64.zip gource-0.49.tar.gz

¢ |ntroduction

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_



mbdbls.py

https://github.com/obsidianforensics /mbdbls

gource.exe --log-format custom --realtime -f -1280x720 -s
1 -a 1 --highlight-dirs --key --auto-skip-seconds 1 --
highlight-dirs --title “@_N4rr34n6_: Manifest. mbdb”

“C:\Users\Marcos\Desktop\#HoneyCON18\Reports\ Gour
ce\Manifest.log”

Demo effect? Video 00

......



Custom Log Format, (Bodytile

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

@) roct@N4r34n6: ~ — O e
150853111

146864304root@N4rr34nt ~# sed -e "s/|||MACB/|A|/;s/ ||| A/ AL/ ACL /M| /s IMAC. S M/ ss/ L C /ML s MG GBS AL s/ -

T B/IAl s/ M m /s ImALB/ AL/ s/l Imac /Ml /ss/T LA/ Ml 75/ | AL/ [n]/* /mnt/c/Users/Marcos/Desktop/#Honey

150835444CON18/Reports/Bodyfile/WinlBx64 BodyFile.txt »> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Gource/Winlex64 BodyFile
150835444 Gource.log

150835448 naot@NArr34n6  ~3

150835444

1505354469 |FILE[[[HACE [48] /img WinlO=&4.000/%Extend/SDeleted

1508354463 |FILE| | |[MACE [0] /img WinlOx64.000/$Extend/$0biId

1508354469 |FILE| | [MACE [0] /img WinlOx&4.000/S$Extend/S$Quota

1508354469 |FILE| | |MACE [0] /img WinlOx&4.000/$Extend/S$Reparse

1508354469 |FILE| | |MACE [336] /img WinlOxé4.000/$Extend/SRuMetadata
1508354463 |FILE| | |MACE [0] /img WinlOx&4.000/SExtend/SRuMetadata/SRepair

1508354469 |FILE| | |MACE [8] /img WinlOx64.000/$Extend/$RnMetadata/SRepair:$Config
1508354469 |FILE| | |[MACE [8388608] /img WinlOx64.000/$Extend/$RnMetadata/$Repair:$Corrupt
1508354469 |FILE| | |MACE [1048576] /img WinlOx&4.000/SExtend/SRuMetadata/SRepair: SVerify
1508354469 |FILE| | |[MECE [48] /img Winl10x&4.000/5Extend/SRuMetadata/STxf
1508354470 |FILE| | |MAC. [568] /img WinlOx64.000/SExtend/SRmMeradata/STxfLog

1508354463 |FILE|||...B [568] /img WinlOx&4.000/SExtend/SRnMetadata/STxflog
1508354469 |FILE| | [MACE [100] /img WinlOx64.000/$Extend/$RmMetadata/$TxfLog/$Tops
1508354469 |FILE| | |MACE [1048576] /img WinlOz64.000/$Extend/S$RuMetadaca/STxfLog/$Tops: ST
1508531211 |FILE|||M.C. [65536] /img WinlOx64.000/%$Extend/$RnMetadata/$Txflog/STxflog.blE

1508354470 |FILE|||.A.B [65536] /img WinlOx&4.000/$Extend/$RnMetadata/$Txflog/$Txflog.blf
1508531211 |FILE| | |M.C. [10485760] /img WinlOx64.000/$Extend/$RnMetadata/$TxfLog/ $TxfLogContainer00000000000000000001
1508354470 |FILE|||.A.B [10485760] /fimg WinlOx64%.000/$Extend/$RnMetadata/$Txflog/ $TxfLoglontainer00000000000000000001

1508355258 |FILE| | [M.C. [10485760] /img WinlOx64.000/5Extend/$RuMetadata/$TxfLog/$TxfLogContainer00000000000000000002
| 111 [ 1 mg_| . g

1508354470 |FILE|||.A.B [10485760] /img WinlOx&4.000/$Extend/S$RnMeradata/$Txflog/$TxfLogContainer00000000000000000002
1508351678 |[FILE| | |[MBCE [9819416] /img WinlOx&4.000/$Extend/$Usndrnl:§J

1508351678 |FILE| | |MACE [32] /img WinlOxé4.000/$Extend/$Usndrnl:$Max

1508354468 |FILE| | |MACE [29868032] /img WinlOxé&4.000/SLogFile

1508354468 |FILE| | |[MACE [96731136] /img WinlOx&4.000/§MFT

1508354468 |FILE| | |MACE [4096] /img WinlOxé4.000/$MFTMirr

1508531170 |FILE|| [MAC. [608] /img WinlOx&4.000/SRecycle.Bin

1468669667 |[FILE|||...B [608] /img WinlOx64.000/$Recycle.Bin
1508531170 |FILE|| |MAC. [152] /img WinlOx64.000/$Recycle.Bin/5-1-5-21-3930698692-3150764357-1811628781-1000
1508352359 |FILE|||...B [152] /img WinlOx64.000/$Recycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1000

1508352359 |FILE| | [MACE [129] /imgy WinlOx64.000/$Recycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1000/desktop.ini
1508531170 |FILE|| |[MAC. [152] /img WinlOx64.000/$Recycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1001

1508352394 |FILE|||...B [152] /img WinlOx64.000/$Recycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1001
1508352394 |FILE| | |MACE [129] /imgy WinlOx64.000/$Recycle.Bin/5-1-5-21-3930698692-3150784357-1811628781-1001/desktop.ini
1508354468 |FILE| | [MACE [1027440] /img WinlOx&4.000/$S5ecure:$5D5

1508354468 |FILE| | |MACE [131072] /img WinlOx64.000/$UpCase

@ Honey! ON
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Custom Log Format, (Bodytile

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

@) roct@N4r34n6: ~ — O e
126566500

128021843root@N4rr34nt ~# sed -e "s/|||MACB/|A|/ s/ ||| A/ Al s/ AC /M| /s ) IMAC. ML /ss/ L C /ML s MG GBS AL s/ -

T el BAIAL s/ M/ ss/ L ImALB/ AL/ ss/L L Imac /Ml /5s/] LA /Ml 75/ | ImAL /M| /" /mnt/c/Users/Marcos/Desktop/#Honey

123p2194{CON18/Reports/Bodyfile/Winlex64 BodyFile.txt »> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Gource/Winlex64 BodyFile
129021541 Gource.log

12302184  nant@NArr34n6  ~3

12802194]
1290219418 |FILE[A[ [37577]1 /img WinlOx&4.000/FrogramData/awtojgiopRvsxggo4l/msg/m norWwegian.wnry

1290219418 |FILE|A] [37580] /img WinlOx&4.000/ProgramData/awtojgiopxvsxgg94l/msg/m filipino.wnry

1250215418 |FILE|A| [37917] /img WinlOx64.000/ProgramData/awtojgiopxvsxggi4l/msg/m portuguese.wnry

1290219418 |FILE|A| [38377] /img WinlOx64.000/ProgramData/awtoijgiopxvsxgg94l/msg/m finnish.wnry

1290219418 |FILE|A| [38437] /img WinlOxé4.000/ProgramData/awtojgiopxvsxggd4l/msg/m french.wnry

1290219418 |FILE|A| [38483] /img WinlOx64.000/ProgramData/awtoijgiopxvsxgg94l/msg/m swedish.wnry

1290219418 |FILE|A| [39070] /img WinlOx64.000/ProgramData/avwtoijqiopxvsxgg94l/msg/m croatian.wnry

1290219418 |FILE|A| [39896] /img WinlOxé4.000/ProgramData/awtojgiopxvsxggf4l/msg/m polish.wnry

1290219418 |FILE|A| [40512] /img WinlOx&4.000/ProgramData/awtojgiopxvsxgg94l/msg/m czech.wnry

1290219418 |FILE|A| [41169] /img WinlOx&4.000/ProgramData/awtoijgiopxvexgg94l/meg/m latvian.wnry

1250215418 |FILE|A| [41391] /img WinlOx64.000/ProgramData/awtojgiopxvsxggi4l/msg/m slovak.wnry

12950219418 |FILE|A| [42582] /img WinlOx&4.000/ProgramData/awtoijgiopxvsxgg94l/msg/m turkish.wnry

1290219418 |FILE|A| [47108] /img WinlOx&4.000/ProgramData/awtojgiopxvsxgg94l/msg/m russian.wnry

1250215418 |FILE|A| [47879] /img WinlOx64.000/ProgramData/awtojgiopxvsxgg94l/msg/m bulgarian.wnry

1290219418 |FILE|A| [49044] /img WinlOx&4.000/ProgramData/awtojgiopxvsxgg94l/msg/m greek.wnry

1290219418 |FILE|A| [52161] /img WinlOx&4.000/ProgramData/avwtojgiopxvsxggd4l/msg/m romanian.wnry

1290219418 |FILE|A| [54359] /img WinlOxé4.000/ProgramData/awtojgiopxvexggf4l/msg/m chinese (simplified).wnry

1290219418 |FILE|A| [T793468] /img WinlOx&4.000/ProgramData/awtoljgiopxvsxgg941l/msg/m chinese (traditional).wnry

1290219418 |FILE|A| [81844] /img WinlOxé4.000/ProgramData/awtojgiopxvsxggd4l/msg/m_japanese.wnry

1290219418 |FILE|A| [91501] /img WinlOx&4.000/ProgramData/awtojgiopxvsxggfi4l/msg/m kKorean.wnry

1290219418 |FILE|A| [93778] /img WinlOx64.000/ProgramData/avwtoijqiopxvexgg94l/meg/m vietnamese.wnry

1458952086 |FILE|M| [402396] /fimg WinlOx64.000/Users/Marcos/Downloads/N4rr34né.png

1458952086 |FILE|M| [4026E80] /img WinlOx64.000/Users/Marcos/Downloads/N4rr34né.png.WHCRY

1480537702 |FILE|A| [150] /img WinlOx64.000/Users/Marcos/AppData/Local/Packages/Microsoft.Windows.Cortana cwinlh2txyvewy/LocalState/ConstraintIndex
/Input {74f757c4-350e-43ad-bT70c-a343bZadécdc}/apps.schema

1480537702 |FILE|A| [162] /img WinlOx64.000/Users/Marcos/AppData/Local/Packages/Microsoft.Windows.Cortana cwSnlh2txvewy/LocalState/ConstraintIndex
!Input_{?4f?5?54—350&—43ad—b705—a343bzadﬁcdc}isettings.schema

1460537702 |FILE|A| [31582] /img WinlOx64.000/Users/Marcos/AppData/Local/Packages/Microsoft.Windows.Cortana cwinlhZtxyewy/LocalState/ConstraintIndex
!Input_{T&f?5?c4—350e—&3ad—b70c—a3&3b2ad6cdc}iappscnnversians.txt

1460537702 |FILE|A| [31582] /img WinlOx64.000/Users/Marcos/AppData/Local/Packages/Microsoft.Windows.Cortana cwSnlhZtxyewy/LocalState/ConstraintIndex
fInput {74f757c4-350e-43ad-bT70c-a343b2Zadécdc}/settingsconversions. txt

1460537702 |FILE|A| [31864] /img WinlOx64.000/Users/Marcos/AppData/Local/Packages/Microsoft.Windows.Cortana cwinlh2txvewy/LocalState/ConstraintIndex
!Input_{T&f?5754—350&—43ad—b705—a343bzadﬁcdc}iappscunversions.txt.WNCRY

1480537702 |FILE|A| [31864] /img WinlOx&4.000/Users/Marcos/AppData/Local/Packages/Microsoft.Windows.Cortana cwinlh2txyewy/LocalState/ConstraintIndex
!Input_{?ﬂf?5?34—350&—43ad—b?03—a343bzadﬁcdc}isettingscanvexsinns.txt.WNCRY

@ Honey! ON
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Custom Log Format, (Bodyfile)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

gource.exe -f
“C:\Users\Marcos\Desktop\#HoneyCON 18\ Reports\ Gour
ce\Win10x64_BodyFile_Gource_2.log”

Demo effect? Video 01-02

......



Custom Log Format, (EVTX Parse)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

@ roct@M4rr3dnt: ~
150853104

- | =

150853100root@N4rr34nt:~# sed -e s/ |EVTX|/|Application]|/;s/|||/|A]l/" /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/EVTXParse A A

150853107
150853103

pplication.txt »»> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Application_Gource.log

15085310jroot@N4rr3dn6: ~# sed -e 's/|EVTX|/|Security|/;s/|||/|Al/" /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/EVTXParse_Secu
1sogsz10drity.txt »» /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Security Gource.log

130833100rpot@NArr34nG @ ~4
150853103

1508551023 |EVIX[[[Hicrosoft—wWindows WHI/S615;
1508531025 |EVTX]| | |Software Protection PFlatform Service,/900;
1508531025 |EVIX| | IMicrosoft-Windows-WMI/5617;
1508531027 |EVIX| | | Software Protection Platform Service/1066;
1508531027 |EVTX| | | Software Protection Flatform Service,1003;
1508531027 |EVIX| | | Software Protection Platform Service,/902:
1508531032 |EVTX| | | Software Protection Platform Service/1003;
1508531032 |EVTX| | | Software Frotection Flatform Service,1003;
1508531032 |EVTIX| | | Software Protection Platform Service/8198;
1508531034 |EVTX| | |Windows Error Reporting/1001;
1508531034 |EVIX| | |Windows Error Reporting/1001;
1508531034 |EVIX| | |[ESENT/102;

1508531034 |EVTX| | |[ESENT/105;

1508531034 |EVIX| | |[ESENT/326;

1508531035 |EVIX| | |Windows Search Service/1003;

1508531053 |EVTX| | |Microsoft-Windows-RestartManager/10000;
1508531054 |EVIX| | |Hicrosoft-Windows-RestartManager/10001;
1508531065 |EVTX| | | Software Protection Platform Service/16384;
1508531065 |EVIX| | | Software Protection Platform Service/303;
1508531073 |EVIX| | |Hicrosoft-Windows-RestartManager/10000;
1508531073 |EVTX| | |Hicrosoft-Windows-RestartManager/10001;
1508531074 |EVIX| | |Hicrosoft-Windows-RestartManager/10000;
1508531075 |EVIX| | |Hicrosoft-Windows-RestartManager /10001 ;
1508531075 |EVTX| | |MHicrosoft-Windows-RestartManager/10000;
1508531092 |EVIX| | |[ESENT/490;

1508531092 |EVIX| | |[ESENT/636;

1508531102 |EVTX| | |[ESENT/490;

1508531102 |EVIX| | |[ESENT/454;

1508531102 |EVTIX| | |Hicrosoft-Windows-RestartManager/10001;
1508531151 |EVTX| | |Software Protection Platform Service/300;
1508531151 |EVIX| | |Software Protection Platform Service/1066;
1508531151 |EVTX| | | Software Protection Platform Service/1003;
1508531151 |EVTX| | |Software Protection Platform Service/30Z;
1508531151 |EVTIX| | | SecurityCenter/1;
1508531153 |EVTX]| | | SecurityCenter,/15;

#HoneyCON18

Marcos Fuentes Martinez | @_N4rr34n6_
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Custom Log Format, (EVTX Parse)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

@) roct@N4r34né: ~ — O *
150853104

150853100root@N4rr34nt: ~# sed -e s/ |EVTX|/|Application]|/;s/||]|/|A]l/" /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/EVTXParse A A

oS tpplication.txt »» /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Application_Gource.log

150s5310fr00t@NArr34ntG : ~# sed -e 's/|EVTX|/|Security|/;s/|||/|A]l/" /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/EVTXParse_Secu
1sogs310drity.txt »» /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Security Gource.log

13083310 rpot@NArr34nG @ ~4

150853107
1508551020 | Securitv [A[Hicrosoft—Windows-Security-Auditing/ 2668,
1508531021 | Security|A|Microsoft-Windows-Security-Auditing/4608;
1508531021 |Security|A|Microsofc-Windows-Security-Auditing/4624;
1508531021 |Security|A|Microsoft—-Windows-Security-Auditing/4688;
1508531021 |Security|k|Microsofr-Windows-Security-Auditing/4688;
1508531021 |Security|A|Microsoft-Windowe-Security-Auditing/ 4688
1508531021 |Security|A|Microsoft-Windows-Security-Auditing/4688;
1508531021 |Security|k|Microsofr-Windows-Security-Auditing/4688;
1508531021 |Security|A|Microsoft-Windows-Security-Auditing/468
1508531021 |Security|A|Microsoft-Windows-Security-Auditing/468
1508531021 |Securicy|A|Microsofc-Windows-Security-Auditing/468
1508531022 |Application|A|EventSystem/4625;

1508531022 |Application|A|Microsoft-Windows-User Profiles Service/1531;
1508531022 |Application|&|Wlclntfy/6003;

1508531022 |Security|A|Microsoft—-Windows-Security-Auditing/4624;
1508531022 | Security|A|Microsoft-Windows-Security-Auditing/4624;
1508531022 |Security|A|Microsoft-Windowe-Security-Auditing/4624:;
1508531022 |Security|A|Microsoft-Windows-Security-Auditing/4624;
1508531022 |Security|h|Microsofr-Windows-Security-Auditing/4624;
1508531022 |Security|A|Microsoft-Windowe-Security-Auditing/4624:;
1508531022 |Security|A|Microsoft-Windows-Security-Auditing/4624;
1508531022 |Securitcy|A|Microsofc-Windows-Security-Auditing/4648;
1508531022 |Security|&|Microsoft-Windows-Security-Auditing/4672;
1508531022 |Security|A|Microsoft-Windows-Security-Auditing/4672;
1508531022 |Securitcy|A|Microsofc-Windows-Security-Auditing/4672;
1508531022 |Security|A|Microsoft—-Windows-Security-Auditing/4672;
1508531022 |Security|A|Microsoft-Windows-Security-Auditing/4672;
1508531022 |Security|h|Microsoft-Windows-Security-Auditing/4672;
1508531022 |Security|A|Microsoft—-Windows-Security-Auditing/4672;
1508531022 |Security|k|Microsofr-Windows-Security-Auditing/4798;
1508531022 |Security|A|Microsoft-Windowe-Security-Auditing/4902;
1508531023 |Application|A|Microsoft-Windows—-WMI/5615;

1508531023 |Application|A|Wlclntfy/6003;

1508531023 |Security|&|Microsoft-Windows-Security-Auditing/4624;
1508531023 |Security|A|Microsoft-Windows-Security-Auditing/4624;

-

r

0o o

-

@ Honey! ON
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Custom Log Format, (EVTX Parse)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

gource.exe -f --log-format custom --realtime -f -1280x720 -
s 1 -a 1 --highlight-dirs --key --auto-skip-seconds 1
“C:\Users\Marcos\Desktop\#HoneyCON18\Reports\ Gour
ce\Eventos_Gource.log”

Demo effect? Video 02

......



Custom Log Format, (Regtime

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

150853124
150853124

@) roct@N4r34n6: ~ — O e
root@i4rr3dné:~# sed -e "s/|||MACB/|Al/ s/ LAGB AL s/ LACL M s L IMACL /ML sd ) L. /ML ssd I LB AL ssd ) A

1soes312d. . B/ |AL s/ ML LS s IMaLB/ A ss/ L Imac A m) s/ LA A mL s/ maL LS m) St /mnt/c/Users/Marcos/Desktop/#Honey
150853120C0ON18/Reports/NTUSER.txt »> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/NTUSER_Gource.log

150853124
150853124

root@N4rr34nt: ~#

1508531198 | REGII M.
1508531195 |REG] | [M. ..
1508531195 |REG] | M. ..
1508531192 |REG]| | [M. ..
1508531163 |REG] | M. ..
1508531163 |REG] | [M. ..
1508531163 |REG] | |M. ..
1508531162 |REG] | |M. ..
1508531162 |REG] | |M. ..
1508531161 |REG] | M. ..

. fROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Search/Flighting

. /ROOT/Control Panel/Desktop

. /RODT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/Wallpapers

. /ROOT/SOFTWARE /Microsoft/Windows NT/CurrentVersion/LhppCompatFlags,/Compatibility Assistant/S5tore

. /ROOT/SOFTWARE /Microsoft/Windows,/CurrentVersion/Internet Settings/Connections

. fROOT/S0FTWARE /Microsoft/Windows/CurrentVersion/Search/RecentApps

. SROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Search/Recenthpps/{14E94377-BBB5-4791-B791-731E3915B1E4}

. /ROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Security and Maintenance/Checks/{E52FBlFE-S5CCE-456T7-9C0E-TC330FE80TC2Y . check. 100
. /ROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Security and Maintenance/Checks/{E52FBlFE-SCCE-456T7-9C0E-TC330FE80TC2Y . check. 101
. /RODT/SOFTWARE /Microsoft/Windows/CurrentVersion/ContentDeliveryManager/Health/Placement-10

150853114

15085311 @ root@Marr3dnt: ~ B H x
15085311
150853119root@NArr34n6:~# sed -e "s/|||MACB/|A|/;s/ ||| .AB/|al/;s/ || .AC. /M| /;s/ || IMAC. /M| /;s/ ). .c./m|/;s/| M. B/ |al/;s/]|] A~

108 LB/ Al s/ M. M s s/ ] ImaLe/ AL s/ Imac. /[ m] /s LA 7 M)/ AL L/ M/ /mnt/c/Users/Marcos/Desktop/#Honey

15085311

150853114C0N18/Reports/SYSTEM. txt »>> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/SYSTEM Gource.log
150853114root@NArr3dns  ~4#

150853114 2 | cusmpppeses
15085351138 |[REG| | M. ..
15085351133 |REG| | M. ..
15085351130 |REG| | M. ..
1508531130 |REG| | M. ..
1508531103 |REG| | M. ..
1508531103 |REG| | M. ..
1508531074 |REG| | |M. ..
1508531074 |REG| | M. ..
15085351074 |REG| | |M. ..
15085351074 |REG| | M. ..
15085351074 |REG| | M. ..
1508531055 |REG| | M. ..
1508531053 |REG| | M. ..
1508531048 |REG| | M. ..
1508531039 |REG| | M. ..
1508531039 |REG| | M. ..
15085351039 |REG| | M. ..
15085351029 |REG| | M. ..

o T

. /ROOT/SOFTWARE /Microsoft/Windows,/CurrentVersion/Explorer,/FileExts

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer,/ComD1g32/CIDSizeMRU

. SROOT/S50FTWARE /Microsoft/Windows/CurrentVersion/Explorer,/ComD1g32

. fROOT/S0FTWARE /Microsoft/Windows/CurrentVersion/Explorer,/ComD1g32/LastVisitedPid1MREULegacy

. /ROOT/SOFTWARE /Microsoft/Internet Explorer

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/RecentDocs

. /ROOT/SOFTWARE/Microsoft/Internet Explorer/Main

. /ROOT/SOFTWARE /Microsoft/Internet Explorer/Main/WindowsSearch

. SROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Internet Settings/5.0/Cache/Extensikle Cache

. SROOT/S0FTWARE /Microsoft/Windows Search/ProcessedSearchRoots

. /ROOT/S50FTWARE /Microsoft/Windows Search/ProcessedSearchRoots/0004

. /ROOT/S0FTWARE /Microsoft/Windows,/CurrentVersion/Run

. SROOT/SOFTWARE /Microsoft

. /ROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Search/Recenthpps,/ {4BDSDE65—FBEF-4837-A12C-EDB4BDEF35A4}

. fROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/CD Burning/Drives/Volume{S5edlaSe8-b43b-11e7-9c07-B06eb6f6e6963}
. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/CD Burning/StagingInfo/Volume{SedlaSe8-b43b-11e7-9c07-B06e6f626963}
. SROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/HomeGroup

. SROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/PushNotifications

T T
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Marcos Fuentes Martinez | @_N4rr34n6_

@ Honey! ON



Custom Log Format, (Regtime

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

150853124
150853124

@) roct@N4r34n6: ~ — O e
root@i4rr3dné:~# sed -e "s/|||MACB/|Al/ s/ LAGB AL s/ LACL M s L IMACL /ML sd ) L. /ML ssd I LB AL ssd ) A

1s085312d. . B/ |A/s/ | IMa /M s/ IMALGB/ AL s/ L IMLC A m) s/ LA/ s/ ImaL /M /Y /mnt/c/Users/Marcos/Desktop/#Honey
150853124C0N18/Reports/NTUSER. txt >> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/NTUSER_Gource.log
1508 ot @ENArr34nG  ~#

150853124

1508531198 | REG|M|
1508531195 |REG M|
1508531195 |REG|M|
1508531192 |REG M|
1508531163 |REG M|
1508531163 |REG M|
1508531163 |REG|M|
1508531162 |REG|M|
1508531162 |REG|M|
1508531161 |REG|M|

. /ROOT /SOFTWARE /Microsoft /Windows/CurrentVersion/Search/Flighting

. /ROOT/Control Panel/Desktop

. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/Wallpapers

. /ROOT/SOFTWARE /Microsoft/Windows NT/CurrentVersion/LppCompatFlags,/Compatibility Assistant/S5tore

. fROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Internet Settings/Connections

. fROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Search/RecentApps

. fROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/Search/Recenthpps/{14E94377-B8B5-4791-B791-731E3915E1E4}

. /ROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Security and Maintenance/Checks/{E852FBlFE-SCCE-456T7-9C0E-TC3I30FE80TC2} . check. 100
. /ROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/Security and Maintenance/Checks/{E852FBlFE-SCCE-456T7-9C0E-TC3I30FE807C2} . check. 101
. /ROOT /SOFTWARE /Microsoft/Windows/CurrentVersion/ContentDeliveryManager/Health/Placement-10

15085311

15085311 @rnnt@NdrrEdnﬁw B H x
15085311
150853119ro0t@NArr34n6:~# sed -e 's/|||MACB/|A|/;s/ ||| .A.B/|Al/;s/ || AC./ M| /ss/ | IMAC./ [MI/5s/] . .C./ M/ s/ LM B/ AL/ s/ ] A

150853119 B/ |Al/ps/ ML LM s/ L IMALGB AL s/ Imae M) ss/ L LALLM s/ L IMAL L/ M|/t /mnt/c/Users/Marcos/Desktop/#Honey

15085311

150853114C0N18/Reports/SYSTEM. txt »>> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/SYSTEM Gource.log
150853114root@NArr3dnt i ~#

150853114 = | o pusy
1508531138 |REG|M|
1508531133 |REG|M|
1508531130 |REG|M|
1508531130 |REG|M|
1508531103 |REG|M|
1508531103 |REG|M|
1508531074 |REG|M|
1508531074 |REG|M]|
1508531074 |REG|M|
1508531074 |REG|M|
1508531074 |REG|M|
1508531055 |REG|M]|
1508531053 |REG|M]|
1508531048 |REG|M|
1508531039 |REG|M|
1508531039 |REG|M]|
1508531039 |REG|M|
1508531029 |REG|M|

#HoneyCON18

r A=

. /ROOT/SOFTWARE /Microsoft/Windows,/CurrentVersion/Explorer,/FileExts

. /ROOT/SOFTWARE /Micraosoft/Windows/CurrentVersion/Explorer,/ComDl1g32/CID5izeMRU

. fROOT/S50FTWARE /Microsoft/Windows/CurrentVersion/Explorer,/ComD1g32

. fROOT/S0OFTWARE fMicrosoft/Windows/CurrentVersion/Explorer,/ComDl1g32/LastVisitedPid1MEULegacy

. /ROOT /S0OFTWARE /Microsoft/Internet Explorer

. /ROOT /SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/RecentDocs

. /ROOT /SOFTWARE/Microsoft/Internet Explorer/Main

. /ROOT/SOFTWARE /Microsoft/Internet Explorer/Main/WindowsSearch

. /ROOT/S0FTWARE /Microsoft/Windows/CurrentVersion/Internet Settings/5.0/Cache/Extensikle Cache

. /ROOT/S0FTWARE /Microsoft/Windows Search/ProcessedSearchRoots

. /ROOT/S50FTWARE /Microsoft/Windows Search/ProcessedSearchRoots,/0004

. /ROOT /SOFTWARE /Microsoft/Windows/CurrentVersion/Run

. fROOT/SOFTWARE /Microsoft

. /ROOT /S0OFTWARE /Microsoft/Windows/CurrentVersion/Search/Recenthpps/ {4BDSDE65-FBEF-4837-A12C-BDB4BDEF35R4}

. /ROOT /SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/CD Burning/Drives/Volume{S5edlaSe8-b43b-11le7-9c07-B0ee6f6e6963}
. /ROOT /SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/CD Burning/StagingInfo/Volume{SedlaSef-b43b-11e7-9c07-B06e6f6e6963}
. /ROOT/SOFTWARE /Microsoft/Windows/CurrentVersion/HomeGroup

. /ROOT/S0OFTWARE /Microsoft/Windows/CurrentVersion/PushNotifications

LT Ta=r=ty
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Custom Log Format, (Regtime)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

gource.exe -f --log-format custom --realtime -f -1280x720 -
s 1 -a 1 --highlight-dirs --key --auto-skip-seconds 1 --
highlight-dirs
“C:\Users\Marcos\Desktop\#HoneyCON18\Reports\ Gour
ce\Registry_Gource_sort.log”

Demo effect? Video 03

......



MACTime2Gource

https://github.com/hartek

Li; Mactime2Geource.py - Ch\Users\Marcos\Desktop'#HoneyCON18\ Tools\Mactime2 Gource.py (2.7.15) — x
File Edit Format Run Options Window Help
ﬁl!:s:ﬁb;:fpytha:é -

import sys, datetime, re

def maini():
# Begex to match the 1
regex date = "" (\D+} + yes+hdF i\ s+hd® N\dF o hNdF O A\s+ () ST

regex nodate = "
filename = sys.argv[l]
lines = open(filename, "xr"})

# Last date detected, to keep control of multiple entries
date last = ""

for line in lines:
line = line.rstripl)
#print ("Original: ™ + line)
$# Check if date lime or sub-entry, and parse
matches = re.search(regex date,line)
if matches:
date last = parse(matches, 1, date last)
if not matches:
matches = re.search(regex nodate,line)
date last = parse (matches, 0, date last)
if not matches:
______ in line!™)
exit ()
# Parses a line. Offset set to 1 if line with date, 0 if sub-entry.

d=f parse(matches, offset, date last):
# Parse date

offset == 1:

date_match = matches.group (1)

date = datetime.datetime.strptime (date_match, "%a b 3d ¥ BH:%M:357)
date_seconds = (date - datetime.datetime (1970,1,1)) .total_seconds ()

date_ seconds = date_last

-

Ln:1 Col:0

L Tmeeme WA P FTH S e e m 3T

@ Honey! ON
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MACTime2Gource

https://github.com/hartek

Li; MactimeZEL& Mactime2Gource.py - ChlUsers\Marcos\Desktop\#Honey COMN18\ Tools\Mactime2Gource.py (2.7.13) — X
File Edit F¢ File Edit Format Run  Options Window Help

T ——— e SECC T OO LT oW TS UL P Ui (OB e _Wmooii;  So S0 SO 51 siis siis wo ]
I:'F 25zl date seconds = (date - datetime.datetime(1970,1,1)).total seconds ()
i Tt sys T _
date seconds = date_last
et Ea;"‘“ % Parse M/A/C/B flag to A/M/D
il mackh_match = matches.group(l+offset)
regex if re.match("..c.",mack match) :
regex — i -
B mack = "M
t o elif re.match("m...",mach match):
'f_IpE'_ mach = "M’
% =03 elif re.match("...b",mach match):
lines . -
mackh = "L
. 1lif re.match(".a..",mackh match):
# Last ey -
date 1 mach = 'M
- elif re.match("....",mach _match]):
B 1 mach = 'D!
for 11
11 ) .
M # Parse path
i path = matches.group (2+offset)
3 # Was it deleted? Cut and set MACB to D{eleted)
- if path.endswith (" (deleted)™):
" path = path[:-10]
N mack = "D’
) #print (path)
N =1if path.endswith (" (deleted-realloc) ™) :
path = path[:-18]
- mack = 'D"
- # Trim ($FILE NAME)
if path.endswith (" (3FILE K

path = path[:-13]

*# Parses 4 # Print results

s ia;se (str (int (date_seconds)) + " " + mach + "|" + path)
¥ Pars -
o Dfij_ n last date detected
d‘_ ret date_seconds
E
dg
- _d if _ pmame_ == "_ main "
g main ()
L T

Ln:1 Cok 0

@ Honey! ON
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MACTime2Gource

https://github.com/hartek

B Simbole del sistema — O >

Thu May
S
Thu MayC : \Users\Marcos>python "C:\Users\Marcos\Desktop\#HoneyCON18\Tools\Mactime2Gource.py” "C:\Users\Marcos\Desktop\#HoneyCON1
8\Reports\FL5Win_Linux_Body.csv™ »> "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\FLSWin_Linux_Gource.log"
Thu May - ; £y £ s prrem sy e
Mon Mar 20 1995 15:51:06 98 m...r/rrw-r—-r—0 0 1046939 fusr/share/doc/procmail/examples/forward
Wed Jun 12 1996 00:24:48 445 m... rfrrw-r--r--0 0 1047745 fusr/share/doc/time/NEWS.gz
Wed Jun 12 1996 19:35:13 263 m... r/rrw-r—-r—-0 0 1047751 /fusr/share/doc/time/AUTHORS
263 m...rfrrw-r--r--0 0 1047751 fusr/share/doc/time/AUTHORS.dpkg-new (deleted-realloc)
ThuJul 111996 18:37:20 2881 m...rfrrw-r—r-—-0 0 1047747 fusr/share/doc/time/changelog.gz
Mon Jul 29 1996 00:15:21 1520 m... rfrrw-r--r--0 0 785256 Jusr/share/doc/mawk/ACKNOWLEDGMENT
1520 m... rfrrw-r--r—-0 0 785256 fusr/share/doc/mawk/ACKNOWLEDGMENT.dpkg-new (deleted-realloc)
Wed Sep 18 1996 02:39:07 876 m... rfrrw-r--r--0 0 785255 Jusr/share/doc/mawk/changelog.gz
876 m...rfrrw-r--r--0 0 785255 Jusr/share/doc/mawk/changelog.gz.dpkg-new (deleted-realloc)
Wed Sep 18 1996 03:23:31 2524 m... rfrrw-r--r--0 0 785254 Jusrf/share/doc/mawk/README
2524 m... rfrrw-r--r—-0 0 785254 fusr/share/doc/mawk/README.dpkg-new (deleted-realloc)
Mon Dec 16 1996 03:58:50 6111 m... rfrrw-r--r--0 0 784444 [usr/share/common-licenses/Artistic

P L P2

=) [T=R = = B I = I ¥ )]

=

P L P2

-l Ch un

18 611l m...rfrrw-r--r—-0 0 784444 Jusr/share/common-licenses/Artistic.dpkg-new (deleted-realloc)

19 |Sat Dec 21 1996 04:28:15 761 m...rfrrw-r--r—-0 0 1046941 /fusr/share/doc/procmail/examples/3rmail

20 396 m...rfrrw-r--r—-0 0 1046943 fusrf/share/doc/procmail/examples/2rmail

21 396 m...rfrrw-r--r--0 0 1046943 fusr/share/doc/procmail/examples/2rmail.dpkg-new (deleted-realloc)
22 404 m...rfrrw-r—-r—-0 0 1046945 fusrfshare/doc/procmail/examples/Llrmail

23 404 m...rfrow-r--r—- 0 0 1046945 fusrfshare/doc/procmail/examples/1rmail.dpkg-new (deleted-realloc)
24 |FriMar 211997 19:27:20 8017 m...rfrrw-r—-r—-0 0 791746 /usrfshare/doc/libwrap0/changelog.gz

25

8017 m...rfrrw-r--r--0 0 791746 Jusr/share/doc/libwrap0/changelog.gz.dpkg-new (deleted-realloc)

@ Honey! ON
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MACTime2Gource

https://github.com/hartek

——— BEH Simbolo del sistema — O >
Thu May

2 ]

3 [ThumayfC:\Users\Marcos»python "C:\Users\Marcos\Desktop\#HoneyCON18\Tools\Mactime2Gource.py” "C:\Users\Marcos\Desktop\#HoneyCON1

4 8\Reports\FL5Win_Linux_Body.csv™ »> "C:\Users\Marcos\Desktop\#HoneyCON18\Reports\FLSWin_Linux_Gource.log"

5 | ThuMay co - . ey SE— . —

& Mon Mar 20 1995 15:51:06 98 m...rfrrw-r-—-r—-0 0 1046939 fusr/share/doc/procmail/examples/forward

7 |Wed Jun 12 1996 00:24:48 445 m...rfrow-r—-r—-0 0 1047745 fusrfshare/doc/time/NEWS.gz

2 'Wed Jun 12 1996 19:35:13 263 m...r/rrw-r—-r-—-0 0 1047751 /fusr/share/doc/time/AUTHORS

g 263 m...rfrrw-r--r--0 0 1047751 fusr/share/doc/time/AUTHORS.dpkg-new (deleted-realloc)

10 |Thu Jul 11 1996 18:37:20 2881 m...rfrrw-r—-r—-0 0 1047747 fusr/share/doc/time/changelog.gz

1 \Mon Jul 29 1996 00:15:21 1520 m... rfrrw-r--r--0 0 785256 /fusr/share/doc/mawk/ACKNOWLEDGMENT

12 1520 m... rfrrw-r--r—-0 0 785256 fusr/share/doc/mawk/ACKNOWLEDGMENT.dpkg-new (deleted-realloc)

13 |Wed Sep 18 1996 02:39:07 876 m...r/rrw-r--r--0 0 785255 /usr/share/doc/mawk/changelog.gz
1 T7E6996T199|USER|M|/usr/share/doc/procmail/examples/lprocmailrc ~

TEYRET199 |USER|D| fusr/share/doc/procmail fexamples,/lprocmailrc. dpkg-new
TE996T200|USER|M| fusxr/share/doc/procmail fexamples/2procmailrc
4 TES9ETZ00|USER|D| /fusr/share,/doc/procmail fexanples/2procmailre. dpkg-new
5 TE996T201|USER|M| fusx/share/doc/procmail fexamples/3procmailrc
785714666 |USER|M| fusr/share,/doc/procmail fexanples/ forward
834535088 |USER|M| fusr/share/doc/time/HEWS.g=z
B 834608113 |USER|M| fuszr/share,/doc/time/AUTHORS
9 834608113 |USER|D|/usr/share/doc/time/AUTHORS . dpkg-new
10 837110240 |USER|M| fuszr/share,/doc/time/changelog.gz
11 838595321 |USER|M| fusr/share,/doc/mawk/ACENOWLE DGMENT
12 838599321 |USER|D| /fusx/share,/doc/mawk,/ACENOWLEDGHENT . dpkg-new
13 843014347 |USER|M| fusr/share,/doc/mawk/changelog.gz
14 843014347 |USER|D| /fusx/share,/doc/mawk,/changelog.gz.dpkg-new
15 843017011 |USER|M| fusr/share,/doc/mawk/RELDME
16 843017011 |USER|D| /fusx/share/doc/mawk/README . dpkg-—new
1 850708730 |USER|M| fusr/share,/common-licenses/Artistic
18 850708730 |USER|D| fusz/share/common-licenses/Artistic.dpkg-new
159 B851142495|USER|M|/usr/share/doc/procmail /examples/3rmail
20 8511424595 |USER|H| fusr/share/doc/procmail/examples,/2rmail
21 B51142495|USER|D|/usr/share/doc/procmail /examples/2rmail .dpkg-new
22 851142495 |USER|M| fusr/share/doc/procmail /examples,/lrmail
51142495 |USER|D|/usr/share/doc/procmail fexamples,/lrmail .dpkg-new
58972440 |USER|M| fusr/share/doc/libwrapl//changelog.gz
1] 440 |USER|D| /fusx/share/doc/libwrapl/changelog.gz.dpkg-new

I
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MACTime2Gource

https://github.com/hartek

gource.exe --log-format custom --realtime -f -1280x720 -s
1 -a 1 --highlight-dirs --key --auto-skip-seconds 1 --
highlight-dirs --title “@_N4rr34n6_: Mactime2Gource.py”

“C:\Users\Marcos\Desktop\#HoneyCON18\Reports\ Gour
ce\FLSWin_Linux_Gource.log”

Demo effect? Video 06-07

......



MACTime2Gource

https://github.com/hartek

gource.exe --log-format custom --realtime -f -1280x720 -s
1 -a 1 --highlight-dirs --key --auto-skip-seconds 1 --
highlight-dirs --title “@_N4rr34n6_: Mactime2Gource.py”
“C:\Users\Marcos\Desktop\#HoneyCON18\Reports\ Gour
ce \FLSWin_Win10x64_Gource.log”

Demo effect? Video 04-05

......



Custom Log Format, (Plaso)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

Timestamp 4+  Source Name mach File Name Color Extra Format Host Mame | Inode Line
v = ML o e e e M o - - -
1976/81/081 @6:00:00 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... ]
197a/81/81 @6:80:080 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... a
1976/81/01 06:60:00 REG sooc TSK: /Mindows/System32/config/SYSTEM  Execution sha256_hash: 2fa4f5d2...|winreg/appcompatcache | DESKTOP... a
1976/81/01 06:80:00 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2fa4f5d2...|winreg/appcompatcache | DESKTOP... a
1976/81/01 06:80:00 REG sooc TSK: /Mindows/System32/config/SYSTEM  Execution sha256_hash: 2faf5d2...|winreg/appcompatcache | DESKTOP... a
197a/81/01 06:00:00 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2...|winreg/appcompatcache | DESKTOP... a
197@/8l1/@l aa:08:e0 REG sooc TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fsd2... winreg/appcompatcache  DESKTOP... a
197@/81/@l aa:08:80 REG sooc TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... a
197@/8l1/@l aa:08:e0 REG sooc TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fsd2... winreg/appcompatcache  DESKTOP... a
197@/81/@l aa:08:80 REG sooc TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... a
197@/8l1/@l aa:08:e0 REG sooc TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fsd2... winreg/appcompatcache  DESKTOP... a
197@/81/@l aa:08:80 REG sooc TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... a
197@/8l1/@l aa:08:e0 REG sooc TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... a
197a/8l/el @@:00:00 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2... winreg/appcompatcache  DESKTOP... a
197a/8l/el @@:80:00 REG ooz TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2... winreg/appcompatcache  DESKTOP... a
197a/8l/el @0:00:00 REG R TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2... winreg/appcompatcache  DESKTOP... a
1976/81/0]l @0:00:00 REG R TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2... winreg/appcompatcache  DESKTOP... a
1976/81/81 @6:00:00 REG R TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2... winreg/appcompatcache  DESKTOP... 8
1976/81/01 @6:00:00 REG R TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2... winreg/appcompatcache  DESKTOP... 8
1976/81/81 @0:80:00 REG R TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4fsd2... winreg/appcompatcache  DESKTOP... 8
1976/81/81 @6:80:00 REG R TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... 8

o Honev‘ ON
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Custom Log Format, (Plaso)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

Timestamp 4+  Source Name mach File Name Color Extra Format Host Mame | Inode Line
v = ML oflc e e e M olle = - -
1976/81/081 @6:00:00 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... ]
197a/81/81 @6:80:080 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... a
1976/81/01 06:60:00 REG sooc TSK: /Mindows/System32/config/SYSTEM  Execution sha256_hash: 2fa4f5d2...|winreg/appcompatcache | DESKTOP... a
1976/81/01 06:80:00 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2fa4f5d2...|winreg/appcompatcache | DESKTOP... a
1976/81/01 06:80:00 REG sooc TSK: /Mindows/System32/config/SYSTEM  Execution sha256_hash: 2faf5d2...|winreg/appcompatcache | DESKTOP... a
197a/81/01 06:00:00 REG sooc TSK: /Windows/System32/config/SYSTEM  Execution sha256_hash: 2f4f5d2...|winreg/appcompatcache | DESKTOP... a
197@/81/@l aa:08:88 REG . TSK: fWindows/System32/config/SYSTEM Execution sha256_hash: 2f4fs5d2... winreg/appcompatcache  DESKTOP... a
Timestamp « | Format mach File Name
vi= - e 8 e R
2017/18/18 18:36:89 filestat mach TSK:/ProgramData/Microsoft/Windows/AppRepository/Microsoft.3DBuilder 11.8.47.8_neutral ~ Bwekyb3d8bbwe.xml
20817/18/18 18:36:89 winevtx |m... TSK: /Windows/System32/winevt/Logs/Microsoft-Windows-AppXDeploymentServer#40perational. evix
2017/18/18 18:36:89 winevtx |m... TSK: /Windows/System32/winevt/Logs/Microsoft-Windows-AppXDeploymentServer¥40perational. evix
2017/18/18 18:36:09 winevtx |m... TSK: /Mindows/System32/winevt/Logs/Microsoft-Windows-AppXDeploymentServer¥40perational. evix
2017/18/18 18:36:89 winevtx |m... TSK: /Mindows/System32/winevt/Logs/Microsoft-Windows-AppXDeploymentServer¥40perational. evix
2017/16/18 18:36:09 winevtx |m... TSK: /Windows /Sy — . - e = ; =
2017/18/18 18:36:09 usnjrnl  ..c. TSK:/3Extend/$U ExpoOrt successful x
2817/18/18 18:36:89 usnjrnl .aC. TSK: /FExtend/sU
2817/18/18 18:36:89 filestat .a.b TSK:/ProgramDat
2817/18/18 18:36:@9 usnjrnl | ..c. TSK: /$Extend/$U o Data exported to 'C:\Users\Marcos\Desktop#HoneyCOMN 18\Reports\PlasoWindows 10x64120181016_123146_TimelineExplorer_Export. xdsx’
2817/18/18 18:36:89 usnjrnl .aC. TSK: /FExtend/sU
2817/16/18 18:36:80 usnjrnl  ..c. TSK: /SExtend/SU """" E u:eptar """
2817/18/18 18:36:89 filestat m.c. TSK:/ProgramDat] o
2017/16/18 18:36:09 filestat .a.b TsK:/Programlatirrreer = - — — — = — -
2017/18/18 18:36:09 usnjrnl  ..c. TSK: /$Extend/$UsnIrnl
2017/18/18 18:36:09 usnjrnl | ..c. TSK: /$Extend/$UsnIrnl
2017/18/18 18:36:89 usnjrnl  ..c. TSK: /$Extend/$UsnIrnl
2017/16/18 18:36:89 filestat m.c. TSK:/ProgramData/Microsoft/Windows/AppRepository/Microsoft.3DBuilder 11.8.47.8_neutral split.language-es_8wekyb3d8bbwe.xml
2017/18/18 18:36:89 usnjrnl  ..c. TSK: /$Extend/$UsnIrnl
2017/18/18 18:36:89 usnjrnl | ..c. TSK: /$Extend/$UsnIrnl
2017/18/18 18:36:89 usnjrnl  ..c. TSK: /$Extend/$UsnIrnl

@ Honey!
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Custom Log Format, (Plaso)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

|_Epoch E| Format

File Name

Jx

=(A2-5B52)*36400

1]

winreg/appcompatcache

E|macb E|

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

1
2
3
4

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

- oOn

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

._".D [==]

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

g

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

(SN VE I A% ]

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

- on

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

S =N = R = =]

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

(SN VY IR ¥ ]

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

[ K L I o T L I o B ¥

L

== l=Ai=Ni=Ri=Ni=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ri=Ni=]

winreg/appcompatcache

TSK:/Windows/System32/config/SYSTEM

#HoneyCON18

Marcos Fuentes Martinez | @_N4rr34n6_

o Honev‘ ON



Custom Log Format, (Plaso

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

G D E v .
1 |_Epoch E|Format E|macb E|F|Ie MName fi‘ =I:ﬂ.2-5552]*8l54-l:ll:|
2 0|winreg/appcompatcache TSK:/Windows/System32/config/SYSTEM |
3 0|winreg/appcompatcache TSK:/Windows/System32/config/SYSTEM
4 0|winreg/appcompatcache TSK:/Windows/System32/config/SYSTEM
5 0|winreg/appcompatcache TSK:/Windows/System32/config/SYSTEM
6 0|winreg/appcompatcache TSK:/Windows/System32/config/SYSTEM
7 0|winreg/appcompatcache TSK:/Windows/System32/config/SYSTEM
8 0|winreg/appcompatcache TSK:/Windows/System32/config/SYSTEM
winreqg/appcompatcache cee. TSK:/Windows/System32/config/SYSTEM
winreg/appocompatcache e TSE: /Windows/System32/config/SYSTEM
winreg/appocompatcache e TSE: /Windows/System32/config/SYSTEM
winreg/appcocompatcache fee. TSE: /Windows/System32/config/SYSTEM
winrena/anmoomnatocaches B TSHE: MWindows/ Svstem3? f confiao/SYSTEM
1508531211 filestat m.c. TSK: ! Extend/SRmMetadata/S$TxfLog/$TxfLog.b1E
4294967295 pe ... TSK:/Users/Marcos/AppData/Local/Microsoft/CneDrive/17.3.6381.0405_1/sqmapi.dll
42594967295 pe m... TSE: /Windows/System32/WindowsPowerShell /vl .0/pspluginwkr .dll
42949672585 pe TSK:fWindDWSfWinSxSfade&_micrnsaft—windows—p..man—pluginworker—v:_SlbeSSEadSEEESS_l0.0.14393.0_nnne_c&ebz4340957ab5&ip5plaginwkr.dll
42594967295 pe TSE: /Windows/SysWOWe4/WindowsPowerShell /vl .0/pspluginwkr .dll
425 7 Be TSK:fWindDWS!WinSxS!WDWS&_microsoft—windaws—p..man—plaginwarker—vE_SlbeES6ad364&35_10.0.14393.0_none_cfocef63db56d4fipsplaginwkr.dll

19

-]

TSE: /Windows/SysWOWe4,/mfc40u.dll
TSK:fWindDWS!HinSxS!xE6_micrDsoft—windows—meEOJ_Slhf3556ad36&e35_10.0.14393.0_nDne_c&65elfcb3e5EcbafmeEOa.dll

T5K: /Users/Marcos/AppData/Local/Microsoft/OneDrive/17.3.6381.0405_1/sqmapi .d1l

TSE: /Windows/System32/WindowsPowerShell/v1l.0/pspluginwkr .dl1l
TSK:fWindDWS!WinSxS!amdﬁ&_micrnsaft—windows—p..man—pluginworker—vE_SlbeSS6&d36&e35_10.0.14393.0_nnne_c&ebz4340957ab5&fp5plaginwkr.dll
TSE: /Windows/SysWOWed/WindowsPowerShell /vl .0/pspluginwkr .dl11l
TSK:fWindDWS!WinSxS!WDWS&_micrnsaft—windows—p..man—pluginworker—vZ_SlbeSSEadSEQESS_l0.0.14393.0_nnne_cfocef63dh86d4ffpsplaginwkr.dll
TSE: /Windows/SysWOWe4 /mfc40u.dll
TSK:fWindDWS!WinSxS!xE6_micrDsoft—windows—meQOa_Slhf3556ad364e35_10.0.14393.0_none_cﬁﬁielfcb3e5Gcbafmfcﬁca.dll

TSE: /Windows/SysWOWe4,/mfc40u.dll

TSK:/Windows/WinSx5/x86 _microsoft-windows-mfc40u 31bf3856ad3e4e35_10.0.14393.0_none c&ﬁ;elfcb3e560bafﬂfc&0; dll
I'SK:,ﬂ"Use:r.s,ﬂ"Ma:|:c:n:\.s,ﬂ"}elppData,t"h:\c:a_'L,"I-I:Lcr|:|.5|:|ftJ-fEZ*'1EDI:L*.?E,V’_1'1 3.6381.0405 lfsqmapl dll

TSE: /Windows/SysWOWed /mfc40u.dll

TSK: /Windows/WinSx5/x86 microsoft-windows-mfc40u 31bf3856ad364e35_10.0.14393.0_none c468elfchb3eSécba/mfc40u.dll

TSE: /Windows/System32/WindowsPowerShell /vl .0/pspluginwkr .dll
TSK:fWindDWS!WinSxS!amdS&_micrnsaft—windows—p..man—pluginworker—vZ_SlbeSSEadSEQESS_l0.0.14393.0_nnne_cﬁebz4340957ab5&fp5plaginwkr.dll
TSE: /Windows/SysWOWe4/WindowsPowerShell /vl .0/pspluginwkr .dll
TSK:fWindDWS!WinSxS!WDWS&_microsoft—windaws—p..man—plaginwarker—vE_SlbeES6ad364&35_10.0.14393.0_none_cfocef63db56d4fipsplaginwkr.dll
TSKE:/Users/Marcos/AppData/Llocal/Microsoft/Onelrive/17.3.6381.0405 1/sqmapi.dll

'Y

T T T ST Y [ T TS
3023 =1 =] o] <] <] =1 =] =] 2] =] =] -] =]

-]

-]

['=%

['=%
[ ST S T T O T O T G O T 6 T (TN S T N S N O I S T ST S S R S )

-1

o
m
B EBEEBEBEEHEEEEEEEBEBEEEEHEEEEEB

[T TV I T BV BV B T B Ya TV T B Y B BV TR T T o B Y B T Yo T V]
[= s VT ST s VI VI VI« I VI o T« U o T« T o VI VI T VI VI U VI o
-1
[ S5 T O T I O T O T T (T S T T 6 T S R S S R S SR SR S S
[T TS BT B Y o I BT BT Y A Y BT < BT BT T T BT 4 BT Y A T ¥
o nonon nonnonononnognononon o noen
o
m
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winreg/appcompatcache
winreg/appcompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache

Custom Log Format, (Plaso)

https //glthub com/acaudwell/Gource/wiki/Custom-Log-Format

TS5KE:
TSE:

TSE

TSE

TSE

TSE

TSE

TSE

TSE

SWindows/System32/config/SY¥YSTEM
SWindows/System32/config/SYSTEM

1 /Windows/Systen32/config/SYSTEM
TSE:
TSE:

SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM

1 /Windows/Systen32/config/SYSTEM
TSE:
TSE:
TSE:
TSE:
TSE:

SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM

1 /Windows/Systen32/config/SYSTEM
TSE:
TSE:

SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM

1 /Windows/Systen32/config/SYSTEM
1 /Windows/Systen32/config/SYSTEM
TSE:
TSE:
TSE:
TSE:

SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM

1 /Windows/Systen32/config/SYSTEM
TSE:
TSE:

SWindows/System32/config/SYSTEM
SWindows/System32/config/SYSTEM

1 /Windows/Systen32/config/SYSTEM
TSE:

SWindows/System32/config/SYSTEM
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Custom Log Format, (Plaso)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

L CO

I
[
[ T e T s Y e T T e s O e T s Y e s Y e s s T s = s

@ roct@M4rr3dnt: ~

root@N4rr3dn6:~# sed -e "s/\tmach/|A/;s/\t.a.b/|A/S;s/\tac. S| M s/ Emac. S M/ s/ L S M s/ Em. b A ST L LB AT s sANE A
m.../|M/;s/vtma. b/ |A/;s/\em.c. /M s/t a. LS [M/ s/ Nema LM s/ LT T 10- 1/ s sANed | FssAne/ | s/ Imnt/c/Users/Mar
cos/Desktop/#HoneyCON18/Reports/Plaso/Windows18x64/Plaso Windows 1.txt »»> /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Report
s/Gource/Plaso Windows 1.log
root@NArr34n6: ~#

— | x

B = = o

winreg/appcompatcache
winreg/appcompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache
winreg/appocompatcache

T5KE:
TSKE:
TSE:

TSE

TSE

TSE

TSE

TSE

x =

SWindows/System32/config/SYSTEM

SWindows/System32/config
SWindows/System32/config

1 /Windows/System32/config
TSE:
TSE:

SWindows/System32/config
SWindows/System32/config

1 /Windows/System32/config
1 /Windows/System32/config
TSE:
TSE:
TSE:
TSE:

SWindows/System32/config
SWindows/System32/config
SWindows/System32/config
SWindows/System32/config

1 /Windows/System32/config
TSE:
TSE:

SWindows/System32/config
SWindows/System32/config

1 /Windows/System32/config
TSE:

SWindows/System32/config

#HoneyCON18

F -

1 —Elwinregfappcnmpatcache|D|TSK:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:
0|winreg/appcompatcache |D|T5KE:

= ]

= ]

fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM
fWindows/System32/config/SYSTEM

Marcos Fuentes Martinez | @_N4rr34n6_
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Custom Log Format, (Plaso)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

gource.exe --log-format custom --realtime -f -1280x720 -s
1 -a 1 --highlight-dirs --key --auto-skip-seconds 1 --
highlight-dirs --title “@_N4rr34n6_: Plaso Windows” --
start-date 2017-10-20
“C:\Users\Marcos\Desktop\#HoneyCON18\Reports\ Gour
ce\Plaso_Windows_1.log”

Demo effect? Video 09-10-11-12

......



A

Custom Log Format, (Plaso)

https://github.com/acaudwell/Gource/wiki/Custom-Log-Format

D

E f

=A2&" "&B2

A T S R

=l h LA

ol U= R ']

=

=S VS I

s = R |

SH == R ¥ = R '}

Pe L P

I I N R L T S T e |

Ln

o Honev‘ ON

Ldate - [time EMACB Elsourcetype |E|5h0rt

1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man3/Perl4::CoreLibs.3pm.gz
1970/01/01 00:00:00|  1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr{share/man/man1/smtp-sink.1.gz f't =(A2)*86400
1970,/01/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man1/setfacl.1.gz
1970,/01,/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man3/DBIl::ProfileDumper::Apache.3pm.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/doc/liblogging-stdlogd/changelog.Debian.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/i18n/charmaps/TIS-620.g2
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man7/systemd.journal-fields.7.gz
1970,/01/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man3/HTML::FormatRTF.3pm.gz
1970,/01,/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/doc/python-debian/examples/debfile/changelog_head.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/mang/mount.8.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/manl/dpkg-deb.1.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/doc/texinfo/txirefcard.pdf.gz
1970,/01/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/mang/sudoreplay.8.gz
1970,/01,/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man3/HTML::Entities.3pm.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man3/HTTP::5tatus.3pm.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/pl/mang/shadowconfig.8.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man5/os-release.5.gz
1970,/01/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man1/prtstat.1.gz
1970,/01,/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man1/resize-part-image.1.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/il8n/charmaps/IIS_C6229-1984-HAND.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/i18n/charmaps/IBM374.gz
1970,/01,/01 00:00:00 1900/01,/00 00:00:00|M... GZIP Content Modification Time Jusr/share/info/grub-dev.info.gz
1970,/01/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/doc/libnet-ssleay-perl/examples/x509_cert_details.pl.gz
1970,/01,/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man1/asnlparse.1ssl.gz

#HoneyCON18 Marcos Fuentes Martinez | @_N4rr34n6_
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A B -
1 |_Time|Source|Host|User|Descripti0n
2 |0|FILE|team-0002|-|1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:fusr/share/man/man3/Perld::Corelibs.3pm.gz Type: file

0| FILE| team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:fusr/share/man/manl/smtp-sink.1.gz Type: file
0| FILE | team-0002 | - | 1970-01-01T00:00:00400:00  Content Modification Time  GZIP:/usr/share/man/manl/setfacl.1.gz Type: file

5 |0|FILE|team-0002|-|1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man3/DEl::ProfileDumper:Apache.3pm.gz Type: file

& |0|FILE|team-0002|-|1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/doc/liblogging-stdlog0/changelog.Debian.gz Type: file

7 |0|FILE|team-0002|-|1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/il8n/charmaps/TI5-620.gz Type: file

g |0|FILE|team-0002|-|1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:fusr/share/man/man7/systemd.journal-fields.7.gz Type: file

9 |0|FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man3/HTML::FormatRTF.3pm.gz Type: file

10 |0| FILE| team-0002 |- | 1970-01-01T00:00:00400:00  Content Modification Time  GZIP:/usr/share/doc/python-debian/examples/debfile/changelog_head.gz Type: file
11 |0| FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man8/mount.8.gz Type: file

12 |0| FILE| team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time | GZIP:/usr/share/man/manl/dpkg-deb.1.gz Type: file

13 |0| FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/doc/texinfo/txirefcard.pdf.gz Type: file

14 |0| FILE| team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man8/sudoreplay.8.gz Type: file

15 |0| FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man3/HTML::Entities.3pm.gz Type: file

16 |0| FILE| team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man3/HTTP::Status.3pm.gz Type: file

17 |0| FILE|team-0002 | - | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/pl/mans/shadowconfig.8.gz Type: file

12 |0| FILE| team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man5/os-release.5.gz Type: file

19 |0| FILE|team-0002 | - | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man1/pristat.1.gz Type: file

20 0| FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/manl/resize-part-image.l.gz Type: file

21 |0| FILE| team-0002 | - | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/il8n/charmaps/JI5_C6223-1984-HAND.gz Type: file

22 |0|FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:fusr/share/il8n/charmaps/IBM&74.gz Type: file

23 |0|FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:fusr/share/info/grub-dev.info.gz Type: file

24 |0|FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/doc/libnet-ssleay-perl/examples/x509_cert_details.pl.gz Type: file
25 |0|FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:fusr/share/man/manl/asnlparse.lssl.gz Type: file

23 | 7 1970/01/01 00:00:00 1900,/01/00 00:00:00]M... GZIP Content Maodification Time Jusrfsharefinfo/grub-dev.info.gz

24 1970/01/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/doc/libnet-ssleay-perl/examples/x509_cert_details.pl.gz
25 1970,/01,/01 00:00:00 1900/01/00 00:00:00|M... GZIP Content Modification Time Jusr/share/man/man1/asnlparse.1ssl.gz
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] W @) roct@N4r34né: ~ — O *

2 |o|FILE[{root@N4rr34n6:~# sed -e 's/team.*[8-9];//;s/| Content Modification Time;/|M|/;s/| Creation Time;/|A|/;s/| Last Access Tia
z o|FLE|gme; / |M|/;s/| Metadata Modification Time;/|M|/;s/| Start Time;/|A|/" /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Plas
4 |o|rLe|ye/Linux/Plaso_ImagenDiscoMOOC_tln.csv >» /mnt/c/Users/Marcos/Desktop/#HoneyCON18/Reports/Gource/Plaso_Linux TLN.log

5 o|rLE|yroot@N4rr34nG : ~#

6 |0|FILE|d

7 0| FILE|team-0002 |- | 1970-01-01T00:00:00+00:00 ' Content Modification Time IGZIP:_.’usr_.fshare,’ilanfcharmapsm&ﬁzt].gzT\rpe:file

g |0|FILE|team-0002|-|1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:fusr/share/man/man7/systemd.journal-fields.7.gz Type: file

9 |0|FILE|team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man3/HTML::FormatRTF.3pm.gz Type: file

10 |0| FILE| team-0002 |- | 1970-01-01T00:00:00400:00  Content Modification Time  GZIP:/usr/share/doc/python-debian/examples/debfile/changelog_head.gz Type: file
1 |0|FILE| team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time  GZIP:/usr/share/man/man8/mount.8.gz Type: file
12 |0| FILE| team-0002 |- | 1970-01-01T00:00:00+00:00  Content Modification Time | GZIP:/usr/share/man/manl/dpkg-deb.1.gz Type: file
13 |0| FILE| team-0002 | - | 1970-01-01T00:00:00+00:00  Content Modification Time | GZIP:/usr/share/doc/texinfo/txirefcard.pdf.gz Type: file
1 ime | Source |Host |User |Description; ; ~
2 O|FILE|M| GZIP:/usr/share/man,/man3/Perl4: :Corelibs.3pm.gz Type: file
3 QO|FILE|M| GZIP:/usr/share/man/manl/smtp-sink.l.gz Type: file
4 O|FILE|M| GZIP:/usr/share/man/manl/setfacl.l.gz Type: file
5 O|FILE|M| GZIP:/usr/share/man/man3/DBI::ProfileDumper: :Apache.3pm.gz Type: file
& 0O|FILE|M| GZIP:/usr/share/doc/liblogging-stdlogl/changelog.Debian.gz Type: file
7 OQ|FILE|M| GEZIP:/usr/share/ilEn/charmaps/TIS-620.gz Type: file
i O|FILE|M| GZIP:/usr/share,/man,/man7/systemd.journal-fields.7.gz Type: file
9 0O|FILE|M| GZIP:/usr/share/man/man3/HTML: :FormatRTF.3pm.gz Type: file
10 O|FILE[M| GZIP:/usr/share/doc/python-debian/examples/debfile/changelog head.gz Type: file
11 O|FILE|M| GZIP:/usr/share/man/mand/mount.%.gz Type: file
12 O|FILE|M| GZIP:/usr/share/man/manl/dpkg-deb.l.gz Type: file
13 O|FILE|M| GZIP:/usr/share/doc/texinfo/trirefcard.pdf.gz Type: file
14 OQ|FILE|M| GZIP:/usr/share/man/manid/sudoreplay.8.gz Type: file
15 O|FILE|M| GZIP:/usr/share/man/man3/HIML::Entities.3pm.gz Type: file
16 O|FILE|HM| GEZIP:/usr/share/man/man3/HTTP::5tatus.3pm.gz Type: file
1 O|FILE|M| GZIP:/usr/share/man/pl/man8/shadowconfig.8.gz Type: file
11 O|FILE|M| GZIF:/usr/share,/man/man5/os-release.5.gz Type: file
19 OQ|FILE|M| GZIP:/usr/share/man/manl/prtstat.l.gz Type: file
20 O|FILE|M| GZIP:/usr/share,/man/manl/resize-part-image.l.gz Type: file
21 O|FILE|M| GZIP:/usr/share/il8n/charmaps/JIS CE229-1984-HAND.gz Type: file
22 O|FILE|M| GZIP:/usr/share/il8n/charmaps,/IBMB74.gz Type: file
23 O|FILE|M| GZIP:/usr/share/info/grub-dev.info.gz Type: file
24 O|FILE|M| GZIP:/usr/share/doc/libnet-ssleay-perl/examples/x509 cert_details.pl.gz Type: file
25 O|FILE|M| GZIF:/usr/share/man/manl/asnlparse.lssl.gz Type: file
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gource.exe" --log-format custom --realtime -f -1280x720 -s
1 -a 1 --highlight-dirs --key --auto-skip-seconds 1 --
highlight-dirs --title "@_N4rr34n6_: Plaso Linux"
"C:\Users\Marcos\Desktop\#HoneyCON18\Reports\ Gour
ce\Plaso_Linux_TLN_EGREP.log" --start-date 2016-10-01 -
c 0.20

Demo effect? Video 13

......



Conclusiones

* La linea de tiempo es un paso fundamental de un analisis

* Multitud de herramientas para su generacion y
visualizacion

* Todo artefacto con marcas de tiempo puede ser objeto de
ello

* Buena referencia
e E]1 lnico limite es...
Tu imaginacion
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o Honey: 1)



Muchas gracias por su atencion

#HoneyCON18



Lo hizo un mago
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