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Project “The 
Interceptor”: 

Owning anti-drone systems with nanodrones    







Previously in DEFCON... 



Drones as a threat 

● Flying computers. (IoT over your head.) 

● Custom payloads: 

– Sniffers 

– Jammers 

– Network Analyzers 

– 3d mapping, cameras. 

– Physical attacks, explosives. 

– ... 



Detection 

● Thermal and standard cameras 

– AI to detect drone shape 

– Electronics and motor heat detection 

● Characterization of drone noise 

● Detected Radio Frequency and waveform 

– Radio signature 

 



“Voluntary” measures 

● No-fly zone controlled by onboard GPS and 
Autopilots 

 

● Real time telemetry transmission to COPS 

 

● Give to COPS the ability to take down your drone 
and all “everything will be alright” 

 



Counter-Countermeasures 

● Spread-spectrum 

● Frequency hopping 

● Use unespected frequencies by the jammer 

● Robust protocols 

 



First Round: “ATROPOS” 

Dron ATROPOS 

 

● WiFi Router 

● PIC16F876 for PWM 

● Wii Nunckuck and 

● Motion + as onboard IMU 

● HTML5 telemetry by router 

● webserver 

● WiFi comm. 



Now, what else? 

“We count thirty Rebel ships, Lord Vader... 

...but they're so small they're evading our turbolasers”



Proyect “The Interceptor” 



Proyecto “Interceptor” 

● Minimum size and weight (harder to detect) 

 

● Low budget (no, seriously, really low) 

~$40 + $20 with SDR 

 

● Hacking capabilities 

● “Resilient” control 

 



Vocore2 



Vocore2 



Vocore2 

● Llega soporte para LEDE, ahora reunificado en 
OpenWRT 

● DeviceTree completo y rediseñado 

● Paso del mpu9250. 

● Opciones: bno055, gy953 y sucedáneos 

 



Vocore2: PWM 

● We need to generate x4 PWM signals to control 
the motors 

– Hard real time constrained. Need specific HW. 

● x4 channels availablebut only 2 enabled 

● Last two overlap with UART2 function 

– Disable UART2 in devicetree 

– Enable PWMx4 in devicetree 



Vocore2: PWM in the forum 

Random guy Q: ¿How can I enable all PWM? 



Vocore2: pinmux mt7628 



Vocore2: pinmux mt7628 (datasheet) 



Power stage 

● Brushed motors (cheap as hell) 

● X1 MOSFET 

● X1 Capacitor 

● X1 Schottky 

● diode 

 



Electrical motor behaviour 



PID tunning 



Interceptor como herramienta de 
hacking 

● Control y telemetría por WIFI 

● Protocolo RX/TX beacon Frames 

● Herramientas de hacking WiFi en Vocore2 

● Salto de canales sin interrupción 

● Sólo se usa una interfaz WiFi en el dron 

● Cifrado AES-CBC 

● Hash SHA256 



Header 
 
 

AP 
“INTERCEPTOR” 

 
 

COMMAND 
 

Preamble 
Gas 

Pitch 
Roll 
Yaw 

SEQUENCE 
NUMBER 

SHA256 
INITIALIZATION 

VECTOR 

 
Forged Beacon Frame injection (PILOT SIDE)   

 AES-128 

BEACON FRAME PAYLOAD HEADER 



SDR con chip de FESCO? 
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¿Preguntas? 


