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$> whoami

= DiegoLeon
= (rado en Informaticay Postgrado en Ciberseguridad
= Respansable de Sequridad Ofensiva de ZEROLYNX
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$> whoami

= Juan Antonio Calles

= Doctor, Doble Postgrado e Ingeniero en Informatica
= CEO de ZEROLYNX
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c ﬁ'l' @ & hittps:/fwww.expireddomains.net/domain-name-search/7To=whois2 &r=dftg- e ﬁ i [ domain4.com
Domain Name Search

Q tienda -» Apache Redirector
Show Filter (About 38,513 Domains) Mext Page »
mﬂ-lﬂﬂ--@ﬂ
tiendacnline.de 182 2007 0 Expired Available
tienda-mode.de i o 2011 ] i & & @& i - Expired Available la
mi-tienda.de 0 o 2004 11 0 & & @ 5 a8 Expired Available la
ab-tiendas. com 4 2002 118 0 0 - Expired Available la

. I_l
Phlsh ing &
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ps://sitereview.bluecoat.com,

Moar...

Términos de servicio @ Espafiol v
e \ffSymantecw — — > Domain Fronting!
- ) o S
C & & https:/fwww.expireddomains.net/da Categorias /Revisar domaind.com

Domain Name Search Solicitud de revision del sitio de WebPulse

Apache Redirector

Q tienda Comprobar otra URL

_ _ URL enviada:
Show Filter (About 38,513 Domains)

mma http:/ /

tiendaocnline. de 132 2007
tienda-mode.de i o 2011
mi-tienda.de 0 0 2004 . -
b trendas.com R E— E_sta URL esta cIasn‘ycada como un
riesgo para la seguridad
Sospechoso (Suspicious)
Esta pagina fue calificada por nuestro
Phishing & i
g sistema WebPulse STHTTP C2
Payloads L 4

Si cree que estas categorias son
CORRECTAS, haga clic aqui para




Moar...

Si cree que estas categorias son CORRECTAS, haga clic aqui para obtener mas informacion sobre su politica de acceso a Internet.
Si cree que estas categorias son INCORRECTAS, complete el formulario a continuacion para que se revise |la URL.

Servicio de filtrado: Su categoria o categorias sugeridas (leer descripciones):

Seleccione uno v Seleccione una categoria v

Requerido Requerido

Seleccione una categoria v

[0 Enviar los resultados de la revision por correo electréonico

Comentarios y descripcion del sitio (proporcione tantos detalles como sea posible):




| | 0 a r oo Sus comentarios:

> Domain Fronting!

:

S

| - )

c ﬁ'l' @ & hittps:/fwww.expireddomains.net/daol Revisado: _ 2018 i [ domain4.com
Domain Name Search !
| Segun su recomendacion y después de una L
Q e evaluacion cuidadosa del contenido web enviado, -> -
icnda un analista de contenido web ha recategorizado : Apache Redirector
1 esta URL como Tecnologia/Internet.
Show Filter (About 38,513 Domains) Gracias, & Page »
BL ABY
EEEEEEENEIEIE . oo webrier deBie coat R
tienda-mode.de o o0 2011 j l E =
mi-tienda.de 0 o 2004 1 T U 'I' =)
Symantec —
ab-tiendas. com 50 4 2002 1 =]
 — | e T . =]
Es importante tener en cuenta que las nuevas
o categorizaciones forman parte de un ciclo de
Ph|Sh|ng & actualizacion diario proporcionado por Blue Coat,
pero que los clientes de Blue Coat deben decidir STHTTP C2
Payloads con qué frecuencia actualizan su base de datos de

categorizacion. WebFilter de Blue Coat no conoce
la programacion de actualizacion para sus
clientes. Para obtener mas informacion, haga clic
aqui.




ps://sitereview.bluecoat.com,

| | Oar... Términos de servicio @ Espafiol v

- v Symantec. — - , . ol
) , . ) > Domain Fronting!
C ® @ & nttpsy//www.expireddomains.net/do WBEE R domain4.com
Domain Name Search Solicitud de revision del sitio de WebPulse
Q tienda ComPrObar otra URL Apache Redirector
Show Filter (About 38,513 Domains) URL enviada:
B TN I
tiendaonline.de 182 2007 http:// l—
tienda-mode.de i o 2011
mi-tienda.de i o 2004 1
2b-tiendas. com so 4 o202 1 Categorizacion actual:
Tecnologia/lnternet
(Technology/Internet)
‘o Ultima calificacién/revision: Invalid Date @
Phishing &
Payloa%ls ST HTTP C2
Si cree que estas categorl’as son
CORRECTAS, haga clic aqui para
obtener mas informacion sobre su
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Domain Fronting!
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q tienda = Apache Redirector
Show Filter (About 38,513 Domains) Mext Page »
tiendacnline.de 2007 0 Expired Available
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.plz stop.

If request matches appliance
fingerprint, redirect to
target’s real website

- C— Payload
legit-files.com
Server
| Apache Redirector
- N\ (serving OS-specific
k ) payloads)
iptables
Redirector
longhaul.com Longhaul
DNS C2

*Shorthaul C2 and SMTP infrastructure not pictured
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.plz stop.

| - Payload
' legit-files.com
/ Server
Apache Redirector
(serving OS-specific
payloads)
: iptables
\ Redirector
| |
' longhaul.com ——.’— Longhaul
' : : DNS C2

*Shorthaul C2 and SMTP infrastructure not pictured
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£ntorno hostil para el adversario
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Simulacion de Adversarios




TTP: Tacticas, tecnicasy procedimientos

Typical military tactic maneuvers

extended wing
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Concepto de origen militar: modeliza el comportamiento del
adversario




Pyramid Of Pain: (como dificultar el trabajo al enemigo?
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MITRE ATT3.CK: modela el comportamiento de adversarios

Incluye tecnicas de las diferentes etapas de la cadena de ataque:
Acceso Inicial, Ejecucion, Persistencia, Escalada de Privilegios, etc.

ATT&CK.

Adversarial Tactics, Techniques
& Common Knowledge

PRE-ATT&CK

How is the adversary
targeting you?

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Exfiltration

Command and Control

Drive-by Compromize

AppleScript

.bash_profile and .bashrc

Access Token Manipulation

Access Token Manipulation

Account Manipulation

Account Dizcovery

AppleScript

Audio Capture

Autormated Exfitration

Commaenly Used Port

Exploit Public-Facing

CMSTP

Accessibiity Features

Accessibiity Features

BITS Jobs

Bash History

Application Window Discovery

Application Deployment

Automated Collection

Data Compressed

Communication Through

Application Software Removable Media
- . . . . Distributed Component Object X .
Hardware Additions Command-Line Interface AppCert DLL= AppCert DLL= Binary Padding Brute Force Browser Bookmark Discovery Model Clipboard Data Data Encrypted Connection Proxy
Wlogel
Replication Through i i . . i X . Exploitation of Remote . - Custom Command and Control
Control Panel tems Appinit DLLs Appinit DLLs Bypaszs User Account Control |Credential Dumping File and Directory Discovery Data Staged Data Tranzfer Size Limits

Removable Media

Services

Protocol

Spearphishing Attachment

Dynamic Data Exchange

Application Shimming

Application Shimming

CMSTP

Credentials in Files

Network Service Scanning

Logon Scripts

Data from Information
Repositories

Exfittration Over Atternative
Protocol

Custom Cryptographic Protocol




Heat Maps: Permite identificar las fortalezas y debilidades de nuestra
organizacion

Persistence Privilege Escalation Defense Evasion Credential Access Lateral Movem Execution Collection Exfiltration Command and Control
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o e O oo | wveroe JEORERR|  vicorstenc oo _| |
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File System Permissions Weakness Remcte File Oopv Runuhaz Cupiuva Mtdlln

s s.m. Audio Capture | Exiiliration Over Other
Replication Throu ,_smm_l Video Capture Physical Medium

Povbhﬂd Device Removable Medk:

Basic Input/ Exploifation of Vulnerability Discovery Shared Webroot Windows
i S nrovasscanen [l
DLL Injection |

Windows Admin MSBuild
Shares

Chcnge Default File Component Object Model Hijacking Process Discovery ution Through
Association Query Registn 1 Module Load
Indicator Removal
Component Firmware from Tools
Discovery
|

Indicator Removal Security Software
on Host Discovery
SR
Install Util System Information
Modify Existing Service Masquerading Discovery

Redundant Access System Owner/
[ GeckingonfAccem | e et
Registry Run Keys/
Start Folder System Service
Security Support Discovery
Provider System Time
L
Instrumentation Event
Subscription TS 2
Winlogon H:\ er DLL jihis Id pntie
g P ATT&CK f rk to show defensive gaps agail y activity
Netsh helper DLL within thelr network.
Authentication
Package Il shows a high confidence in the detection or defense of an adversary
s Shows a medium confidence in the detection or defense of an adversary
" [ Shows no confidence, visibility, or blocking capability of an adversai © 2017 The MITRE Corporation. Al Rights Reserve
= Y 9 c2pabllty "y Approved for Public Release; Distribution Unlimited.

Case Number 15-1288
Install Root
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Heat Maps: permiten simular adversarios concretos
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CrowdStrike Falcon-to-ATT&CK Mapping - colored cells considered relevant for Gothic Panda/APT3:
Gray - not tested; Green - tested, detected; Yellow - tested, detection possible; Red - capability gaps
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Tools of the trade

Operation Overview Operation Details
Status: Phase: Action:
 rues | [ operuon | =0
Operation: test operation Adversary: test adversary
Steps jobs dacts BS
Start Time: 11/30/2017, 8 38 57 PM Starting Host: win7x01
Compromised Hosts @ Compromised Creas € (€ Exurmorsig a8 curmpuers b tha doasi :

@ Running mimikatz to dump credentials on win7x01 mountainpeak local
ration Graph
Operation Grapl -

(@ Enumerating the Windows and DNS information of this domain [V Vomme,s baw o "

« C O baert / monkeyisand- 1. ge guardicore com )

(1] the group of win2012xde. local

Map Legens

€ Enumerating the Administrators group of win7x04 mountainpeak local
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(1] o the group of win?x01 local o Dray Snw . 138

€ Enumerating the Administrators group of win7x03 mountainpeak local —

14 . [l wtt peco
(1] the group of win?x02 local “ '4 ‘ s reg Isne 2
€ Mounting win7x02 mountainpeak local's CS network share on win7x01 moutl !
(@ Copying an implant from win7x01 mountainpeak focal to win?x02 mountainp o >
D Paciry B Lont ey Detats
€ Starting a remote process on win7x02 mountainpeak local using WMI 192 188 0 2¢ 081 w2 .
groey

€ Running mimikatz 1o dump credentials on win7x02 mountainpeak local

(€ Mounting winx03 mountainpeak local's CS network share on win7x02.mor

@ Copying an implant from win7x02 mountainpeak local to win7x03 mountainy

Monkey Contg

Genrat Con'ly
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New Monkeys  «
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Red Teaming




Applicaticns = » Kali-Linu- 200 8. 1-von-aim.

: ={Downloadsfarethese bad
root@kall: ~/Downloads/arethesebad *®

rooti@kali: ~/Dewnloads/arethesebad 185x50
:=/Downloads/arethesebad# python arethesebad.py ‘.l:-:.'..-"l

Mk = 8

waaw
wam
waE
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jcalles@zerolynx.com
2\
dleon@zero[ynxﬁom www.zerolynx.com i
info@zerolynx.com ww.github.comizerolynx
www.facebook.com/zerolynx
@jantoniocaues www.linkedin.com/company/zerolynx
¢ leon_kraV. . @ZeroLynxOficial
@ ZerolynxOficial o

ZeroLynx Oficial - RTube

blog.zerolynx.com




